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Abstract

The Railway industry is currently undertaking a big step towards digitization.
Railway systems are a critical infrastructure of a region or country, moving goods
and passengers. Nowadays railway systems being increasingly digital, and com-
pletely interconnected.

Railway infrastructure is a critical Operational Technology (OT) system, with
some characteristics, such as being expected to work 24x7, 365 days a year. If
something does not work as planned, and the OT system is compromised, it
can cause a train accident, or interrupt traffic, the losses can be very high, in the
standpoint of business and as well as for the safety of passengers, staff and ulti-
mately to human life. So, it becomes a critical target for cyber-warfare from terror
groups and foe nations. Even minor disruptions in critical rail systems can result
in temporary product shortages that can cause significant harm to national secu-
rity. Prolonged disruptions in the flow of commodities could lead to widespread
supply chain disruptions, with ripple effects across the economy. Disruptions
and delays can affect industries that depend on the commodities transported by
the railroads, which becomes a matter of national defence.

Due to cyber-threats to railway systems, the industry, suppliers, integrators, oper-
ators and governing agencies had the need to develop standards, technical spec-
ifications and guidelines, to help to protect these systems. It is also intended to
reach a level of harmonization of the implemented measures and controls across
the same geographical space. In this dissertation, it will be depicted what norms
and standards have been, or are being developed, and implement across the Eu-
ropean Union member states and the United States of America, that are specifi-
cally applicable to the railway ecosystem. There is also a succinct description of
which cyber-related European legislation applied to railway operators as suppli-
ers of essential services. It also covers in detail what are the necessary steps to
apply CENELEC Technical Specification CLC/TS 50701 - Railway applications -
Cybersecurity (TS50701).

The latter portion of this dissertation details the development of a software appli-
cation designed for anomaly detection within critical communication messages
on the train’s internal bus, specifically those exchanged between the control sys-
tem and its peripherals. Identified anomalies may represent sensor or actuator
failures or malicious control system tampering.
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Resumo

A indústria ferroviária está atualmente a dar um grande passo em direção à dig-
italização. Esta é uma indústria onde a esperança de vida dos equipamentos
operacionais é por vezes superior a 30 anos, e atualmente, à medida que a tec-
nologia avança, também os equipamentos ferroviários seguem esta tendencia. Os
sistemas ferroviários são uma infraestrutura crítica de uma região ou país, movi-
mentando mercadorias e passageiros. Com os sistemas ferroviários cada vez mais
digitais e completamente interligados.

A infraestrutura ferroviária é um sistema de Tecnologia Operacional (TO) crítico,
com algumas características, como de funcionar 24 horas por dia, 7 dias por sem-
ana, 365 dias por ano. Se algo não funcionar como esperado, e o sistema de OT
ficar comprometido, isto pode potencialmente causar um acidente ferroviário,
ou interromper o tráfego. Os prejuízos podem ser muito elevados do ponto de
vista financeiro como também a nivel da segurança dos passageiros, funcionários
e em última análise, para a vida humana. Assim, torna-se um alvo crítico para
a guerra cibernética de grupos terroristas e nações inimigas. Mesmo pequenas
perturbações em sistemas ferroviários críticos, podem resultar em escassez tem-
porária de produtos que podem causar danos significativos à segurança nacional.
As perturbações prolongadas no fluxo de mercadorias podem levar a pertur-
bações generalizadas na cadeia de abastecimento, com efeitos em cascata em toda
a economia. Interrupções e atrasos podem afetar indústrias que dependem das
mercadorias transportadas pelas ferrovias, o que se pode tornar numa questão de
defesa nacional.

Devido às ameaças cibernéticas aos sistemas ferroviários, a indústria, fornece-
dores, integradores, operadores e agências governamentais tiveram a necessi-
dade de desenvolver normas, especificações técnicas e recomendações, para aju-
dar a proteger esses sistemas, como também a alcançar um nível de homogénio
do tipo de medidas implementadas no mesmo espaço geográfico. Nesta disser-
tação serão descritas quais normas e recomendações foram, ou estão sendo desen-
volvidos e implementados nos estados membros da União Europeia e nos EUA,
que são especificamente aplicáveis ao ecossistema da ferrovia. Há também uma
descrição sucinta de qual legislação europeia relacionada com o ciberespaço que
é aplicada aos operadores ferroviários enquanto fornecedores de serviços essen-
ciais.

Também serão mostrados detalhadamente quais são os passos necessários para
aplicar a especificação técnica europeia European Electrotechnical Committee for
Standardization (CENELEC) TS50701.

A última parte desta dissertação descreve detalhadamente o desenvolvimento de
uma aplicação de software concebida para a deteção de anomalias em mensagens
críticas no bus interno do comboio, especificamente aquelas trocadas entre o sis-
tema de controlo e os seus periféricos. As anomalias identificadas podem repre-
sentar falhas em sensores ou atuadores, ou adulteração maliciosa do sistema de
controlo.
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Chapter 1

Introduction

1.1 Context

As today’s world gets more interconnected, and with every system getting more
technological, the railway industry is also evolving. With the interdependence of
systems, a railway infrastructure that until a few years ago was considered safe
because it was not connected to the exterior, is now seen as a potential target. This
is due to its magnitude and importance to a region or a country. As a result of
this new cyber landscape, agencies, integrators, and operators had the need to de-
velop cybersecurity standards, specifications, and guidelines specifically applied
to the railway ecosystem.

Typically, a railway infrastructure is made up of several subsystems, the most
critical ones, according to the documentation provided in [2], are Interlocking
system (IxL) and the Control Center or Automatic Train Supervision (ATS). The
IxL controls all the signalling and track moving parts and prevents trains from
using the same track. The ATS, is where train routing and traffic management
decisions are taken, nowadays with a high level of automation. It is also where
all the movement of trains is recorded. Besides these two systems, there are also
a few subsystems, such as passenger announcing systems, to power line control
systems, etc., that make the railway ecosystems quite complex.

1.2 Dissertation Objectives

The objectives of this dissertation are to present a study of the railway cyber-
security technical specification TS50701, which is applicable to the member states
of the European Union and was issued by European Union Agency for Cyberse-
curity (ENISA), and which in a short time will become European Normative (EN).
Similar relevant norms applicable in the United States of America, namely the
Transportation Security Administration security directives, and American Public
Transportation Association technical guidelines will also be analysed in this doc-
ument and compared with the European norm. Considering the complexity of
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Chapter 1

TS50701, it will also be described how to apply this European technical specifi-
cation. The purpose of this detailed explanation is that it could then be used in
future work, saving time in the analysis of TS50701.

With the knowledge of what is currently recommended for new systems and
what could be an opportunity of studding and developing a control to be im-
plemented on legacy systems, this presents an opportunity to design a test bed
for testing attack detection solutions.

1.3 Work schedule

The work schedule for the complete dissertation was as follows:

• Analyses of which cybersecurity norms and guidelines are mostly used -
two weeks

• Analyses of European governance related with cyber-security applied to
railway infrastructure in the European union member states - two weeks

• Analysis of cyberthreat landscape and known railway cyber attacks - two
weeks

• Description of the applicable U.S.A. Security Directives, Norms and recom-
mended guidelines - two weeks

• Analysis of railway safety norms - two weeks

• Analysis of first European Railway Cybersecurity Technical Specification
CENELEC TS 50707 and what the steps for a practical application in a new
project and in a legacy system - two weeks

• Identification of the critical conduits in the railway infrastructure to repli-
cate in the test bed - two weeks

• Intermediate dissertation Documentation - two weeks

Due to professional reasons, there was one semester in which I was unable to
perform any work related to the dissertation. Therefore, after restarting the work,
the remaining work schedule was as follows:

• Bureaucratic and logistic effort to contact railway supplier/operator to get
permission for gathering data - six weeks

• Search for alternatives to the data supplied by railway supplier/operator -
two weeks

• Analysis of which protocols are involved in railway - two weeks

• Search for message generator for CAN bus and architecture of the test-bed
- two weeks

2
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• Proposal of the security architecture and which solutions to develop - two
weeks

• Implementation of the security architecture - two weeks

• Test plan development and execution - two weeks

• Documentation - two weeks

Figure 1.1 presents the project schedule for the complete dissertation work.

2023

Q4 Q1 Q2 Q3 Q4 Q1 Q2

Analysis of mostly used cybersecurity norms and guidelines 03/10/2023 10

Analysis of EU regulations for railway infrastructure cybersecurity 17/10/2023 10

Analysis of railway cyberthreat landscape and known attacks 31/10/2023 10

Description of applicable USA security regulations 14/11/2023 10

Analysis of CENELEC TS 50707 28/11/2023 10

Identification of critical conduits in the railway infrastructure 12/12/2023 10

Intermediate dissertation Documentation 15/12/2023 10

Dissertation on Hold 29/12/2023 150

Contacts with agencies/operators for data gathering permit 03/09/2024 45

Search for alternatives to data supplied by railway entity 05/11/2024 10

Analysis of which protocols are involved in railway 19/11/2024 10

Search for CAN bus toolset and test-bed architecture design 03/12/2024 10

Proposal of the security architecture and solutions to develop 10/01/2025 10

Implementation of the security architecture 24/01/2025 60

Test plan development and execution 18/04/2025 15

Documentation 09/05/2025 15

Name Start # 
days

2024 2025

Figure 1.1: Gantt chart

1.4 Document Structure

The document is organized into four chapters. Chapter 1 is divided into four sec-
tions. The context in which the railway framework is presented. The objectives of
the dissertation, where the goal of this dissertation is presented. The work sched-
ule, depicting all the major tasks to be accomplished, and its time frame together
with the project schedule.

Chapter 2, is divided into eight sections. The Introduction, where an approach
to Railway Cybersecurity and its major concerns is given. The Cyber Threat
Landscape, where an overview of the cyber threat landscape is made and the
main threats are presented. The Railway Cyber attacks, where the main rail-
way cyber attacks of Ransomware, data leakage, and DDoS are presented as they
were identified as the most prevalent in the cyber threat landscape. The Gover-
nance framework, where the governance framework is presented, the first part
presents the applicable legislation of the European Commission, then the Euro-
pean Electrotechnical Committee for Standardization, which is the editor of the
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European Electrotechnical Committee for Standardization (CENELEC) TS 50701,
then an overview of the governance applicable in the United States, where the
Transportation Security Administration (TSA) security directives and the Amer-
ican Public Transportation Association (APTA) Recommended Practices are pre-
sented, detailing each one. The duality of the Safety and Security is presented
and how its approval is achieved in a real project. The Cyber Risk Scenario -
IXL ATS SYSTEMS, where is presented the cyber risk scenario for interlocking
system and Automatic Train supervision system that are two of the most critical
ones in the railway infrastructure and their vulnerabilities. The ATS IxL Vulner-
ability Examples, where are presented several Interlocking and Automatic Train
Supervision vulnerabilities examples. And finally, the How to apply CENELEC
TS 50701, which goes through all the major required steps to implement this tech-
nical specification.

In chapter 3, the elaboration of the practical part of this dissertation is described in
detail. All steps, from the constraints to contact railway operators and suppliers,
as well as the final solution of using SocketCan to simulate a railway commu-
nication path. In this chapter are also presented the initial requirements for the
design of a Python software tool that monitors and identifies abnormal behaviour
in communication conduit, the test cases, and the results.

Chapter 4 presents the general conclusions of this dissertation. It states the dif-
ficulties found throughout the complete research process for the state-of-the-art,
the contact with railway operators, and the design of the software tool to monitor
and detect issues in a railway conduit. In addition, the author discusses cyberse-
curity awareness in the railway industry.
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Context of Railway Cyber-Security

2.1 Introduction

The railway industry is currently taking a huge step towards digitalization. But
these systems across Europe, are far from harmonized in terms of technology.
This is an industry where the life expectancy of operational equipment is some-
times longer than 30 years. As an example, today, in a state-of-the-art railway
system, most of the processing functions for interlocking and signalling are run
in the cloud [3]. This ensures the highest level of redundancy, availability, and
punctuality. On the other hand, in some countries there are still legacy systems
running equipment with technologies from the late 1980s, suffering with obsoles-
cence and where security definitely was not even a topic.

The Railway infrastructure is a critical OT system, with some characteristics, such
as being expected to work 24x7, 365 days a year. If something does not work as
planned and the OT system is compromised, it can cause a train accident or in-
terrupt traffic, the losses can be very high, from the point of view of business
and for the safety of passengers, staff and ultimately human life. So, it becomes
a critical target for cyberwarfare from terror groups and foe nations. Even mi-
nor disruptions in critical rail systems can result in temporary product shortages
that can cause significant damage to national security. Prolonged disruptions in
commodity flow could lead to widespread supply chain disruptions, with rip-
ple effects across the economy. Disruptions and delays can affect industries that
depend on commodities transported by railroads, which becomes a matter of na-
tional defence [4].

Railway systems are now seen as a potential target for cybercriminals. Compared
to IT systems, OT systems are usually more vulnerable than IT systems, in part
due to a lack of cybersecurity awareness in OT personnel, in part because they
were not designed with cybersecurity in mind (long life cycles of 30 years, pres-
ence of legacy systems) and because they are less controlled and spread across a
larger geographical area. A railway main line system can have several hundreds
of kilometres. For example, the Japanese bullet train, Shinkansen, is spread over
515 km [5], involving a large number of different devices with a wide diversity of
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supply chains [6].

An incident in this type of systems can also have a great impact on the public
opinion due to the large number of passengers. For example, a mass-transit rail-
way system as the London Tube handles up to five million passenger journeys a
day, serving 272 stations [7].

Bearing in mind what was previously described in terms of criticality, threats,
vulnerabilities, and lack of consistency across countries, the European Union rail-
way suppliers and operators had the urgent need to try to change this course.
The task of producing a technical specification that could put into place what are
currently the best practices in the cyber security, guided for OT systems, with
the focus on the railway ecosystem was given to the European Committee for
Electrotechnical Standardization. This organization has just recently released the
technical specification CENELEC TS 50701, which had its first release approved
in 2021 and the latest release is from 2023-08-11. This Technical Specification ap-
plies to communications, signalling and processing domain, to rolling stock and
to fixed installations domains. It provides references to models and concepts from
which requirements and recommendations can be derived and suitable to ensure
that the residual risk of security threats is identified, supervised, and managed to
an acceptable level by the duty holder of the railway system [8].

CENELEC TS 50701 takes into consideration relevant safety related aspects (EN
50126 [9]) and takes inspiration from different sources (IEC 62443-3-3 [10], CSM-
RA), adapting them to the railway context. Covers numerous key topics such
as cybersecurity overview of the railway system during its life cycle, risk assess-
ment, security design, cybersecurity assurance and system acceptance, vulnera-
bility management, and security patch management [8]. The application of this
technical specification will be described in chapter 2.7 of this document.

2.2 Cyber threat landscape

Today we can see railway lines fully automated, taking advantage of the latest
technologies in terms of Ethernet, Wifi, LTE, Internet of things (IoT) and cloud
automation services. Although with all this technology, there are still big differ-
ences between railway operators and their cyber defence awareness and infras-
tructure. In some cases, they can have the state-of-the-art in terms of interlocking,
train control, and Control Centre. However, there are still a large number of sys-
tems that are operating with relay tables and relay interlockings. This diverse
landscape proves to be challenging for railway operators that have to deal with
the cybersecurity aspect.

In state-of-the-art systems, we can consider that the attack surface can be quite
large due to the number of interconnected systems. Some of these are even con-
nected to the Internet (e.g. online passenger information). Although legacy sys-
tems may not be as exposed to external threats due to their lower complexity,
one of the major challenges is the availability of security patches that leave them
vulnerable to inside threats.
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A typical railway system IT infrastructure is made up of three layers, namely:
operational system, enterprise information systems, and subscribed systems. To-
day, these layers are all interconnected and depend on one another for smooth
operation [11]. The operational integrity of the transit agency depends on the
integrity of each layer and might exchange or utilize information contained in
other layers [11]. Malicious actors can target and exploit specific system layers
within the railway system IT infrastructure. The layers mentioned earlier include
the following:

• Operational systems or OT, integrate Supervisory Control and Data Acqui-
sition (SCADA), train movement, monitoring and signalling of transporta-
tion equipment and services.

• Enterprise information systems consist of applications systems for internal
and external data exchange and management.

• Subscribed systems, formed by managed systems outside the transporta-
tion agency, such as agency website, service provider for timetable infor-
mation, cloud storage, online ticketing systems, etc. [11].

Cyberattacks towards transportation infrastructure can use several vectors. It can
be a single act or a combination of discrete steps threaded together. Those acts
can be performed in a complex way by exploiting vulnerable software or the sim-
ple use of social engineering to gain access to confidential information. Attacks
that reach some level of success almost never take the same attack vector in a
consecutive or follow-up assault. One of the reasons for it is the share of informa-
tion between stakeholders of agencies, the attack needs to be adapted in response
to the level of success on the targeted organization. Detected cyberattacks are
usually mitigated through some form of countermeasure. This forces the initi-
ating elements to evolve their attack, to avoid the countermeasures. One of the
strategies used today by attackers is to hide in the system, supply chain attack,
to evade detection and quarantine [12]. This can be done by gaining control of
the software that is implemented in the first place to detect this malicious code or
malware. It can be so sophisticated that it is even capable of updating, increasing
its life and being undetected [11].

Cyberthreat actors apply disruptive and destructive attacks, particularly ransomware
attacks. Normally, the consequences of an attack to the organisations if the ran-
som is not paid are threaten that they will destroy, sell, or leak exfiltrate data or
authentication information.

Cyber–physical threats can also endanger people or property; supply chain risks;
fraud; vulnerabilities associated with the integration of operational technologies
OT and the Internet of Things (IoT); and cyber-enabled information operations
that could discredit a transit organization or cause panic [11].

Although many cyberattacks are perpetrated by external actors, railway systems,
as any other IT/OT, is vulnerable to internal attacks. These types of attacks have
a higher success rate and greater potential for damage due to the level of access
and knowledge an inside actor has. As depicted in Table 2.1, the threats to the
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value chain of the railway system sector are immense.

Table 2.1: Threats to Transit Sector [11]

In 2020 ransomware and data-related threats were the two major threats aimed
at the railway sector as show in Figure 2.1 . These are followed closely by Dis-
tributed Denial of Service (DDoS) attacks. Ransomware and threats related to
data are generally done in conjunction, as ransomware is usually followed by ex-
filtration or data leakage [2]. The majority of attackers have chosen the IT system
as their main target (passenger information, ticketing, mobile apps, and others),
with the impact causing unavailability of the services. Some of the cases include
ransomware attacks targeting Skånetrafiken (2021) and Ferrovie dello Stato Ital-
iane (2022), which resulted in customers not being able to buy tickets following
infections to IT systems, making them unavailable [2].
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Figure 2.1: Railway - prime threats [2]

2.3 Railway Cyber attacks

Many transit systems are providers of critical infrastructure and, as such, could
become targets for politically and financially motivated cyberthreat activity. In
fact, geopolitical motivated threat actors have targeted transportation systems
as part of larger attempts to discredit or block a country or region [11]. In re-
cent times, the railway infrastructure has been the target of several attacks that
impacted passenger information and ticketing systems. In 2016, the San Fran-
cisco Public Transportation network ticketing system experienced an attack dur-
ing Thanksgiving (“ransomware” type attack), which provided free tickets for
several days. In 2017, a passenger information system in Germany was targeted
by Wannacry ransomware [13].

Between 2015 and 2016, the UK railway network was targeted at least four times
by "exploratory attacks", in which attackers successfully accessed a wide infor-
mation management system that controls railway traffic signalling [13].

Between 2019 and 2021, the Iranian railway system experienced multiple cyber
attacks by an Iranian opposition group known as Indra. It caused widespread
chaos with hundreds of trains being delayed or cancelled. On the day of the train
attack, an announcement appeared on electronic timetable boards at railroad sta-
tions across Iran saying: “Long delays due to cyberattacks.” The message itself
was the work of hackers and, in a sardonic twist, it advised confused travellers
to seek more information by calling 64411, the office number of Iran’s supreme
leader, Ayatollah Ali Khamenei [14]. A day later, the Iranian Transportation Min-
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istry’s computer system was also hacked, severely disrupting operations. Ac-
cording to the same source, hackers were found to have engaged in intelligence
gathering prior to their attack. An identical break-in tool was used for both hacks,
disabling the computers by locking them and wiping their contents. The tool is
called the Meteor Wiper [15]. This malware consists of 3 stages:

1. Defence Evasion (adding files/folders to exclusion lists).

2. Corruption of Master Boot Records.

3. Payload execution that corrupts and wipes files/folders on the victim’s sys-
tem.

Several cyberattack activities have been reported on many railways in several
countries during the ongoing war between Russia and Ukraine.

A sophisticated ransomware attack targeting the Italian railway system disrupted
ticketing and reservation services, causing widespread delays and cancellations.
The threat actors demanded a significant ransom to restore operations. The at-
tack exploited a vulnerability in the railway reservation system, which had gone
unnoticed due to outdated monitoring tools. This allowed attackers to infiltrate
the system undetected and deploy a ransomware. Furthermore, the railway’s in-
cident response plan proved inadequate, hindering efforts to contain the breach
[16].

In Belarus, threat actors have allegedly breached computers that control country
trains and brought some to a halt, part of what they say is an effort to disrupt Rus-
sian soldiers moving into Ukraine. They have compromised the railway system’s
routing and switching devices and rendered them inoperable by encrypting data
stored on them [17].

According to the documentation provided in [2], the known cases in which OT
systems were impacted were when entire networks were affected or when safety-
critical IT systems were not available. Other types of cyber attacks on railway op-
erators also include major data-leak attacks. These were the cases of OmniTRAX,
MTA, Norfolk Southern Railroads and Lokaltog A/S, where personnel and med-
ical records were stolen. The case of OmniTRAX represents the first publicly
known case of a double-extortion ransomware attack against a US freight rail op-
erator. The data was stolen with the threat of being publicly exposed, and at the
same time, a ransomware attack blocked access to the same data.

Another interesting attack was that of the Danish train operator DSB’s network
to its ICT service providers after an alleged DDoS attack. The incident reportedly
affected the accessibility of a key safety-critical IT system, thereby disrupting DSB
operations for several hours that day [2].
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2.4 Governance framework

The critical role that railway systems play in modern society requires strong cy-
bersecurity practices from both operators and manufacturers. Regulations were
established to ensure even operators that might be less inclined to implement best
practices on their own to comply. In the European Union, the European Com-
mission sets the direction, delegating implementation to member states. These
states incorporate best practices, including recommendations from ENISA and
the CENELEC 50701 Technical Specification. In the United States, Cybersecurity
& Infrastructure Security Administration (CISA) plays a leading role, working
alongside TSA to achieve similar goals.

2.4.1 Railway Cybersecurity Regulation in the European Union

The national and European governance are now “waking up” for this new re-
ality and demanding, through legislation, the application of standards like [18]
and [19] by railway product manufacturers, suppliers and cybersecurity control
operators.

In 2008 the European Parliament approved the directive for European critical
infrastructure in the energy and transport sectors, that Directive focuses exclu-
sively on the protection of such infrastructure [20]. In 2022, the directive was
repealed, due to evaluation it was recognized that because of the increasingly in-
terconnected and cross-border nature of operations using critical infrastructure,
protective measures relating to individual assets alone are insufficient to prevent
all disruptions from taking place. Therefore, it is necessary to shift the approach
towards ensuring that risks are better accounted for, that the role and duties of
critical entities as providers of services essential to the functioning of the inter-
nal market are better defined and coherent, and that Union rules are adopted to
enhance the resilience of critical entities. These critical entities should be in a
position to reinforce their ability to prevent, protect against, respond to, resist,
mitigate, absorb, accommodate, and recover from incidents that have the poten-
tial to disrupt the provision of essential services [21].

2.4.1.1 European Network and Information Agency

The European Network and Information Agency ENISA, was created by the Eu-
ropean Union in 2004. It is responsible to advise and assist the European Union
in all topics related with cyber security, as well as to build a bridge between all
stakeholders (private and public), by encouraging cooperation and best practices
related with cyber security. ENISA also promotes risk assessment and manage-
ment methods to improve the response capacity to the latest cyber threats. By
regulation (EU) 2019/881 [22], it was mandated to be responsible for the de-
velopment of the European cybersecurity certification framework for products,
processes, and services (including railway) that will be valid throughout the Eu-
ropean Union. The member states are then responsible for moving the European
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legislation to their national legislation.

2.4.1.2 European Union Framework

In terms of the regulatory framework applied to railway, there are three distinct
major fields of competences:

1. Railway safety, which is related to the overall functioning of the system,
which in turn consists of subsystems (infrastructure, rolling stock, control-
command / signalling, operations, etc.), where the risks are mainly techni-
cal and environmental [13].

2. Operating safety is the ability of the components (doors, brakes, etc.) of
a sub-system to meet one or more functions required under given condi-
tions. It is used to establish demonstrations of the safety of technical sub-
systems [13].

3. Cybersecurity is a set of technologies, processes, and practices that aims to
protect networks, computers, and data against attacks, damage, and unau-
thorised access. In an OT context, this is applied to cyber and physical safety
[13].

This is a highly regulated sector, with safety authorities to enforce the rules, ver-
ify controls, and give authorisations. In the geographical space of the European
Union, each member state was responsible for transposing Directive 2004/49/EC
of the European Parliament and of the Council on safety on the railways of the
Community which, in its first article, stipulates on every member state, the oblig-
atory establishment of a railway safety authority [13]. The European technical
regulation is above all an interoperability regulation, and includes railway safety
issues for regulators and operators.

In an effort to improve interoperability, two European directives and a regula-
tion were issued in 16 of June of 2019, to empower the role of European Union
Agency for Railways (ERA). This entity is responsible for granting European au-
thorisations for safety certificates, rolling stock, infrastructure, and signalling to-
gether with each national agency. For each new train or infrastructure, it must be
authorized by the competent safety authority, and this regulatory compliance is
mandatory. A comprehensive analysis of railway risks is performed for each sys-
tem, enabling the demonstration of compliance with the mandated safety stan-
dards. Therefore, a train or infrastructure that meets the standards enforced by
the regulatory framework will be considered safe to function [13].

However, it is important to mention that the railway rules and guidelines change
from country to country. Requirements imposed by one Member State that are
different from, or even in conflict with, those imposed by another Member State
may substantially affect such cross-border activities. Furthermore, the possibil-
ity of inadequate design or implementation of cybersecurity requirements in one
Member State is likely to have repercussions at the level of cybersecurity of other
Member States, in particular given the intensity of cross-border exchanges [23].
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An example of the diversity on railway guidelines, is a train that needs to go from
Madrid to Berlin, will need to be able to use four distinct voltages, six signalling
systems, and two rail gauges. The process of harmonization involves significant
investments, lengthy implementation periods, and complex coordination efforts.
To date, these efforts have primarily targeted European corridors used for high-
speed rail and freight transportation between key terminals [13].

In simplified terms, the railway ecosystem can be broken into two primary do-
mains: the technical objects, which encompass rolling stock, infrastructure, and
signalling, and as the second domain, the organizational entities. These organiza-
tions are supported by human factors that are indispensable for their operational
efficiency. Any new technical "object", in case it is a train or an infrastructure,
must be authorised by the competent safety authority. For obtaining this autho-
risation, any organisation/manufacturer/integrator/operator which is applying
for it, must demonstrate by means of a safety dossier that the object in question
complies with the European regulations (called Technical specifications of Inter-
operability - TSI). This regulatory compliance is mandatory. It must be associated
with an analysis of the railway risks, to prove the safety of the system. So an
"object" that meets the standards requested by the regulatory framework will be
considered safe to operate [13].

In the same way that the technical objects have to be authorised to function,
each operator must also be authorised o get into service. For that, it must be
inspected in terms of a safety management system (SMS), which will demon-
strate its competence to identify and manage risk (management of documenta-
tion, maintenance, skills managements) and also the dissemination of a safety
culture throughout the undertaking and the management of the organisational
and human factor [13].

Risk analysis provides a shared understanding between authorized entities and
safety authorities, enabling the identification of potential hazards and the imple-
mentation of appropriate safeguards. However, risk analysis does not address
cybersecurity concerns directly, nor does it establish connections with agencies
and organizations responsible for cybersecurity matters.

The European Commission Implementation Regulation European Union (EU)
No. 402/2013 on the common safety method for risk assessment and evalua-
tion, applicable to the railway sector, specifies that the risk should be evaluated
using one or more of the following risk acceptance principles [24]:

• Application of codes of practice, following the prescribed regulatory speci-
fications and standards is essential to maintain a satisfactory level of safety [13].

• Comparison with similar parts of the railway system, the operational his-
tory of the system has demonstrated its ability to ensure an adequate level
of safety [13].

• Explicit risk estimation, it is frequently used for complex or innovative
changes and where none of the two previous options can be used [13].

13



Chapter 2

2.4.1.3 European Commission Regulation 2016/1148 (NIS 2 Directive)

Facing the number of cyber-related threats and the increase in the number and so-
phistication of IT attacks on critical infrastructure, such incidents can impede the
pursuit of economic activities, generate substantial financial losses, undermine
user confidence and cause major damage to the economy of the Union, the EU
commission has legislated on this matter in the Directive (EU) 2016/1148 [25]. It
is essential that all Member States have minimum capabilities and a strategy that
ensures a high level of security of the network and information systems on their
territory. In addition, security and notification requirements should apply to op-
erators of essential services and to digital service providers to promote a culture
of risk management and ensure that the most serious incidents are reported.

Railway service providers are also stated as essential, so they are required to se-
cure their most sensitive information systems by complying with the security
rules. In the event of an incident to the security of the information system, they
must immediately notify their national authority. One of the goals with this legis-
lation is to raise the cyber security awareness level, in this case in the railway en-
vironment, and mitigate the impact when an attack occurs. Nevertheless, it also
recognized in the legislation text that "Member States have very different levels
of preparedness, which has led to fragmented approaches across the Union" [25],
so there is still a long path to follow to bring all the member states to a good cyber
security level. This directive was repealed in December 2022 by (EU) 2022/2555
[23]. It sets out minimum rules regarding the functioning of a coordinated regu-
latory framework, by laying down mechanisms for effective cooperation among
the responsible authorities in each Member State. It also updates the list of sectors
and activities subject to cybersecurity obligations by providing effective remedies
and enforcement measures, which are key to the effective enforcement of those
obligations.

2.4.1.4 European Commission Regulation 2024/2847 (Cyber Resilience Act)

Following the NIS 2 referenced in Section 2.4.1.3 that affects railway operators,
now software and hardware manufacturers will have to comply with EU Cyber
Resilience Act (CRA) [26]. The CRA introduces mandatory cybersecurity require-
ments for manufacturers and retailers, governing the planning, design, develop-
ment, and maintenance of such products. These obligations must be met at all
stages of the value chain. The act also requires manufacturers to provide care
during the lifecycle of their products. Some critical products of particular rele-
vance for cybersecurity will also need to undergo a third-party assessment by an
authorized body before being sold on the EU market [27].

An example of products that must comply with this regulation is network equip-
ment, such as routers and switches, access control readers, and biometric readers.

The economic operators and Member States will have 36 months to adapt to the
new requirements starting from December 2024 when this legislation was for-
mally adopted [26]. Similarly to the NIS 2 Directive, the manufacturers have also
reporting obligations, when the manufacturer becomes aware of any actively ex-
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ploited vulnerability contained in the product with digital elements, it shall notify
simultaneously to the CSIRT designated as coordinator and to ENISA. Unless rel-
evant information has already been provided, a vulnerability notification, with-
out undue delay, and in any event within 72 hours of the manufacturer becoming
aware of actively exploited. This shall provide general information, as available,
about the product with the digital elements concerned, the general nature of the
exploit and the vulnerability concerned, as well as any corrective or mitigation
measures taken to mitigate the vulnerability [26].

2.4.1.5 CENELEC

In terms of European standards, the European Electrotechnical Committee for
Standardization is one of three European Standardization Organizations (to-
gether with CEN and ETSI), CENELEC has been officially recognized by the
European Union and by the European Free Trade Association (EFTA) as being
responsible for developing and defining voluntary standards at European level
[28].

The CENELEC TS 50701 “Railway Applications – Cybersecurity” [18] is the first
document that specifically addresses the railway environment, including rolling
stock, signalling, and infrastructure in the geographical space of the European
Union. Provides references to models and concepts from which requirements and
recommendations can be derived and that are suitable to ensure that the residual
risk from security threats is identified, supervised, and managed to an acceptable
level by the railway system duty holder [8].

2.4.2 Railway Cybersecurity Regulation applied in the United
States

In the United States the agency that establishes cyber security requirements at the
top level is CISA, this agency belongs to the Department of Homeland Security.
CISA does not make cyber security regulation for essential organizations, it only
defines the high-level requirements, and then for each sector it relies on the regu-
latory body, to design specific requirements, in the case of the railway sector, it is
TSA [29].

TSA is responsible for harmonizing the cyber security requirements across the
U.S.A. market, the harmonization is enforced by the TSA directives, namely, at
the date of writing it is TSA Security Directive 1580/21-01, released on Dec. 31,
2021 [30] and 1580/82-2022-01 released on Oct. 24, 2022 [4].

2.4.2.1 TSA Security Directives 1580/21-01 and 1580/82-2022-01

The TSA Security Directive 1580/21-01 [30] has four critical actions, which re-
quire all freight railroad carriers to designate a Cybersecurity Coordinator to:
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• Be responsible for the implementation of cybersecurity practices.

• Manage incidents, be the point-of-contact with the agencies 24hx7d and re-
port incidents.

• Develop a cybersecurity response plan.

• Perform a cybersecurity vulnerability assessment.

The TSA Security Directive 1580/82-2022-01 [4], requires railroad owners / op-
erators to implement several cybersecurity measures to prevent or mitigate the
impact of a cyber attack. Namely, to put into place a TSA cybersecurity imple-
mentation plan, that should include network segmentation policies and controls,
to ensure that the systems continue to operate even under attack. It should de-
termine zone boundaries, and in which cases, the Information Technology and
Operational Technology system services data is crossing from one zone to the
other. This boundary crossing can only occur when strictly necessary for busi-
ness or operational purposes. It should detail which measures are put in place to
secure and defend each zone. It demands the deployment of access control mea-
sures to the areas of Critical Cyber Systems. It should implement Multi-factor
Authentication, that supplements password authentication to provide risk miti-
gation. If these measures are not implemented, it needs to justify what controls
are being taken to compensate.

The Security Directive 1580/82-2022-01 [4] also dictates the implementation of
monitoring and detection policies, which should detect and correct anomalies
that affect the systems. These policies must also include capabilities to detect
and defend against phishing and spam, known or suspicious web domains, mail
content such as macros, and harmful scripts. From an auditing perspective, the
plan should ensure that the controls are capable of detecting any access to unau-
thorized domain, or any communication between OT systems and any external
system. The system should continuously log potential intrusions and anomalous
behaviour related to OT systems, retaining these logs for a sufficient period to
enable effective investigations, if necessary (albeit such processes may become
increasingly complex as the number of endpoints, devices and even the amount
of persisted data increases [31], eventually calling for domain-specific forensics
methodologies [32]). It must ensure that security patches are applied promptly
using a risk-based approach.

Finally, it requires setting up a Cybersecurity Assessment Program, and submit
an annual plan to TSA describing all the implemented measures, and how they
are maintained to identify and resolve network and system vulnerabilities. The
plan should include, an architectural design review that must be conducted ev-
ery two years. To be compliant, the documentation should focus on all the topics
mentioned above, plus hardware and software asset inventory. The inventory
should also contain firewall rules, network diagrams, switches, and router con-
figurations. It may be required a snapshot, with packet capture of network traf-
fic not exceeding 24h, "East-West" traffic between OT system, and "North-South"
traffic between OT and IT [4]. After the effective date of this security directive [4],
system owners have only 120 days to submit all the documentation. If there is any

16



Context of Railway Cyber-Security

change that affects the security conditions, it is required to submit an amendment
to the initial Cybersecurity Implementation Plan.

These TSAs impose more strict reporting measures than the European regulation.
Although European operators must fulfil similar technical requirements from the
cybersecurity perspective, the European legislation does not require the submis-
sion of the documentation to the regulatory authorities without previous request.
It also does not require the submission of the configurations of network and secu-
rity devices, nor logs. Normally, this information is only analysed by the national
authorities in the case of a security incident, or by request of the railway operator,
as stated in the NIS 2 Directive [23]. According to the same directive, the railway
qualifies as an operator of essential services, so it has reporting obligations. Rail-
way operators should submit an incident notification without undue delay and
in any event within 72 hours of becoming aware of the significant incident [23].
It is the railway operator’s responsibility to take a proactive approach to cyber
threats and to make the best effort to comply with CENELEC TS 50701 [18] .

2.4.2.2 American Public Transportation Association Recommended Practices

As the legislation for Railway cybersecurity is imposed in the United States by
the TSA directives [30] and [4]. In the European Union, there is no defined stan-
dard, until now only technical recommendations and guidelines. These are given
by [18]. In a similar analogy, for the United States, the recommended guide-
lines for technical details on implementation are given by the recommendations
of the APTA-American Public Transportation Association. The purpose of these
recommendations is to share TSA best practices and to establish a minimum re-
quirement for security control within the transportation industry [33]. Within
these guidelines, four are notable, the APTA SS-CCS-RP-001-10 [33], APTA SS-
CCS-003-15 [34], APTA SS-CCS-RP-002-13 [35] and the APTA SS-ECS-RP-001-14
[11].

2.4.2.3 APTA SS-CCS-RP-001-10 Elements, Organization and Risk Assessment
/ Management

The APTA SS-CCS-RP-001-10 [33] "Securing Control and Communications Sys-
tems in Transit Environments Part I:Elements, Organization and Risk Assess-
ment/Management", addresses the importance of cybersecurity in the railway
IT/OT environment for railway agency or operator. It depicts the various sub-
systems that build a typical railway control and communication system. It also
clearly identifies the necessary steps that establish the stages in conducting a risk
assessment and managing risk in an enterprise environment. One big difference
from CENELEC TS 50701, is that although APTA SS-CCS-RP-001-10 is not so pro-
found in the technical aspects, it gives a more clear vision in terms of a manage-
ment and enterprise perspective. It shows the need to communicate with the
board of directors, explains what the steps inside an organization are to get bud-
get approval to implement the control measures, and how to present it to the
board.
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It begins by describing the purpose of a typical transit control and communi-
cations system and its complexity. It states that the equipment monitored by a
transit control center may include a large number of functions, and it segregates
the system into two major types:

• Legacy or closed - These are non-computer-type systems or stand-alone sys-
tems (see Figure 2.2) that may or may not be processor-based but are not ac-
cessible externally by any means, including laptop, network and peripheral
devices. These systems require physical and administrative security.

• Advanced technology - These are computer-based systems that may have
remote connectivity. They may be stand-alone systems or have some level
of integration with other systems in the control center and may include con-
nections to other systems or agencies outside the control center (see Figure
2.3). These systems require physical, administrative, and cyber security.

Figure 2.2: Legacy Stand-alone System, Closed (Mainly Physical and Adminis-
trative) [33]
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Figure 2.3: Interconnected System (Partially Integrated) [33]

There is clearly an effort to cover both legacy and newer technologies. Although,
compared with TS 50701 [18], in the European guideline there is a complete annex
only for legacy systems, in the APTA guidelines the focus is not very detailed, it
is clearly more focused on major system upgrades or new systems and not the
legacy ones.

The documentation provided in [33] details the operational requirements of tran-
sit environments and why control systems are essential for centralized supervi-
sion, as they can control numerous network devices and subsystems. Although
some control systems are specialized for specific tasks, such as train control or
vehicle tracking, others offer integrated solutions that encompass multiple func-
tions from signalling to train Integrated Traffic Management to optimize train
traffic flow.

Several systems are described in [33], starting with the Train Control systems,
which provide Automatic Train Supervision ATS, and may include control capa-
bilities in the control center. Train control systems may also provide Automatic
Train Protection Automatic Train Protection (ATP) and Automatic Train Opera-
tion Automatic train operation (ATO) for train safety and control of train move-
ments, directing train operations on the main line and in the train yards. SCADA
systems as power substations, traction power, control of emergency HAVAC sys-
tems are also covered.

The next core area is data transmission systems, with a focus on wireless commu-
nications and the various types of technologies used. These can go from WLAN
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or Wi-Fi (IEEE 802.11) to ZigBee technologies (IEEE 802.15.4), and others. It ex-
plains the use of each technology, depending on the purpose and what protocols
and safeguards should be used in a correct wireless technology in the industrial
environment. The reason for this focus is due to the large number of wireless net-
works that can be found in the transit system and how it becomes such a critical
point.

Another system described is the fare collection system; since these are frequently
linked with financial systems, such as credit card companies, these are strictly
governed by financial standards and regulations (including PCI and CFMS,etc.).
This fare systems should be on a segregated network (even tough sometimes they
are not), and require appropriate security controls to avoid or mitigate attacks like
the one described above in Thanksgiving attack.

After the several systems have been described, it is detailed how to organize a
control system security program, with all 4 phases:

• Phase 1: Awareness of security plan, establishment of a security team. The
purpose of this section is to ensure that management understands the need
for security in the environment of transit control systems. This step aims
to ensure that the appropriate people in the transit agency are aware of the
consequences if a security program is weak or non-existent [33].

• Phase 2: Risk assessment and funding of the security plan. The risk assess-
ment will be the focal point of the security program, as it identifies all sys-
tems, equipment, data paths, computer operating systems, and the physical
location of all equipment (so cyber and physical aspects of security should
be reviewed). The loss of functionality will then be examined to determine
the consequences that will occur to the agency, measured in either loss of
money, deterioration of service revenue, loss of life, or physical safety of the
public or agency personal or equipment. The outcome of the risk assess-
ment will be used in the development of the security plan countermeasures
[33].

• Phase 3: Development of the security plan and security countermeasures.
The development of the security plan will be detailed and requires time
to explore the control and communications system infrastructure, policies,
and procedures, and to develop adequate security measures to address the
recommendations resulting from the risk assessment. The plan will in-
clude physical and cybersecurity measures for all systems and equipment
including existing (legacy) equipment, new system procurement, equip-
ment maintenance and support, it is at this stage where all the stakeholders
are clearly identified and its responsibilities, as well as policies and proce-
dures.

• Phase 4: Implementation of security plan measures and maintenance plan.

This ends part I of the recommended guideline, and it is followed by part II.
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2.4.2.4 APTA SS-CCS-RP-002-13 Defining a Security Zone Architecture for
Rail Transit and Protecting Critical Zones

In the "Securing Control and Communications Systems in Transit Environments
Part II: Defining a Security Zone Architecture for Rail Transit and Protecting Crit-
ical Zones" [35], it is assumed that the railway operator has conducted the risk
assessment of part I. Now it explains the Defence-in-Depth approach that will
be established for the control and communication system, defining security zone
classifications and a minimum set of security controls for the most critical zones.

As described earlier, the railway control and communication systems and subsys-
tems are quite complex, with equipment that moves along the railroad tracks. Its
control systems can be located buried under or alongside the rail lines, through-
out the routes in wayside bungalows, stations, road crossings, signal towers, tun-
nels, maintenance yards, power stations, refuelling depots, equipment storage
yards/parking lots, storage depots, local control rooms and operations control
rooms [35].

As not all systems and zones have the same importance, they must be categorized
from Most Public to Most Safety Critical. These can span from the communica-
tion with business partners and vendors, for scheduling purposes, up to the field
signalling and interlocking that are responsible for safety to of the transit. See
Table 2.2

Table 2.2: Zone Importance [35]

As nowadays these systems are more interconnected, via networking standards
like Ethernet, as in principal rail links between big towns and cities (Main Line)
operations. Due to the long distances, there is the tendency for the operators
to use the same communication conduits, and this reuse may create vectors for
cyber-attacks. The use of radio broadcasting signals in clear text is also a vulner-
ability that can be used as an attack vector [35]. As an example radio broadcasts
from freight trains in the US can be listened online in some websites [36].

The number and type of security controls to be implemented often depend on
the nature of the systems. This is the case for real-time and time-sensitive do-
mains, such as the communication between the interlocking (IxL) system in the
field, and the regulation system operating in the Control Center, which controls
the train movement by opening and closing of the track signals. Due to their
criticality, these systems are not expected to have any downtime or performance
degradation in terms of deterministic behaviour as such, the use of specific exe-
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cution environments [37], anti-virus, whitelisting mechanisms, firewalls, or other
cyber-defence mechanisms, may cause disruptions by introducing lag in the com-
munications, and in that sense, disturb operational characteristics. As such, these
must be carefully evaluated. For control systems the two items integrity and
availability of the CIA triad are of vital importance, so that calculations can be
made, so that trains can be stopped or started and so that crossing gates go up
and down appropriately, the confidentiality has less importance compared with
the other two.

In the Cybersecurity approach of the document, it is defined what should be
protected, and how to prioritize it. For rail, the most critical systems to protect
are those that involve the highest risk to life and property: such as control and
communication systems that let the train or train operator start, control the speed
of or stop the train [35].

APTA defines 4 key parts for protection:

• Prevention: Keep anyone or anything from tampering with the system [35].

• Tamper detection: Detect when an unauthorized change has occurred or is
occuring [35].

• Auditable: If someone tamper with the system, determine who, what,
where, when and how [35].

• Tamper detection and auditability ensure appropriate personnel are no-
tified of unauthorized or abnormal activity and can respond in a timely
manner to take action as required [35].

The Defence-in-Depth methodology approach is the recommended strategy for
securing communications and control systems for the railway sector. The method-
ology recommends a balance between protection capability, cost, performance,
and operational considerations. It requires that first the agency should identify
zones and boundaries, defining its controls that protect information and trans-
actions as they move across zone boundaries. It should not only be applied a
defence-in-depth, but combined with Detection-in-Depth, that is, a way to detect
that a malicious actor has access to the railway infrastructure. As a consequence,
detection methods should be implemented, the basic rule of least privilege tells
us to first block all traffic, and then create permission for known and necessary
inbound and outbound connections.

The documentation provided in [35], also states that a compliance and audit pro-
gram must be created to ensure that all controls are in place as designed. This
should be reviewed periodically, to assess its effectiveness and if there is the need
to implement more controls or change the existing ones.

The next step is to define the risk zones, to put in place what have been previously
described. APTA adopts the Department of Homeland Security model for the
manufacturing industries. This model is very similar to the Purdue model [38]
see Figure 2.4, but it is the case, instead of 5 levels, only 4 are defined see Table
2.3.
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Figure 2.4: Purdue Zone Model for OT [38]

Table 2.3: DHS Zone Model [35]

As described in APTA-SS-CCS-RP-002-13 [35], the main differences between a
manufacturing site and a railway system are:

• distance - A rail system covers a wide distance, and each segment of the
rail system has to communicate with its adjacent segments and with the
operations control center.

• communication - several types of wired and wireless communication, with
maintenance crews, engineers, done along great distances and in all kinds
of weather, where Line-of-sight (LOS) communication can be difficult due
to nature (snow, plant growth, downed trees) and in an electrically noisy
environment that is difficult to shield.
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• power - Transit systems often have independent traction power stations
to supply electricity. Power is sourced from local utilities and distributed
through catenaries or third rails. Auxiliary power is necessary for various
systems, including lighting, communications, and signalling. A notable dif-
ference from standard commercial systems is the use of a floating ground
electrical configuration.

• people - The primary objective of a transportation system is to transport
people safely. Unlike manufacturing environments with limited and con-
trolled human access, transportation systems must prioritize the safety of
a large number of passengers. Although a manufacturing plant has peo-
ple to operate and secure the plant, transportation systems can be a much
more compelling target due to the vast number of people who use it and the
immediate impact of an attack on passengers.

• access to property - Compared to a manufacturing site, the railway system
is in the public domain, even the toughest efforts to enforce access control,
it is impossible to keep single-minded individuals away from the assets of
the transportation system [35].

As described, security zones can extend to several physical locations, so the agency
must have a way to implement security across these zones and control physical
access and permissions to critical systems. In Figure 2.5 we get a perspective of
the allocations in terms of several security zones, Enterprise Network, Opera-
tionally critical, Life safety, and safety critical.
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Figure 2.5: Model Zone Chart for Transit Systems [35]

There should always be a balance between putting too much into the more secure
zones and at the same time not turning it into an opportunity for an attack. This
means that you should not only secure the most critical areas, meanwhile leav-
ing other zones more prone to attacks. Although all zones should be secure, they
should not be mixed. Only the most critical systems should be in the most criti-
cal zone. Putting something into a more secure zone should not be done lightly,
only when necessary to achieve an acceptable level of risk. The functions and ser-
vices of one zone should not be combined with one another zone without proper
segregation. It may create covert channels that an attacker can use to control an
agency’s systems, sometimes business decisions do not consider the risk and cost
of mixing functions.

In the guideline, the system security and minimum controls for Safety Critical
Zones are described, with a detailed description and examples of what type of
control should be applied in each zone and how to interconnect different zones.
In Figure 2.6 an example is given on how these recommendations are presented.
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Figure 2.6: Connecting security zones of different security levels [35]

This guideline also focuses management responsibility on training programs, that
are commonly forgotten and are essential for the cybersecurity program to be ef-
fective. Configuration management and patch management are also depicted.
Focuses on firmware and software that may need to be modified or patched for
both functionality and vulnerability, requiring an annual audit to assess it. The
transit agency must coordinate with the vendor so that updates can be applied
without compromising safety and security. Certified vendor patches should be
supplied for both proprietary and Commercial off the Shelf firmware and soft-
ware, which are part of the vendor’s equipment [35].

The guideline ends with a table that gives security controls applicable within
the safety critical security zone electronic security perimeter. It calls attention to
the fact that before implementing any cybersecurity controls, a thorough analy-
sis must be performed to ensure that the controls cannot adversely impact the
functions implemented in that perimeter.

Two examples on how to apply the security controls into zones are presented,
and defines each electronic security perimeter and the control for each border.
Figure 2.7 is one of the examples shown, it illustrates the application of safety
critical security zone requirements to a generic signalling bungalow using a block
signalling approach. Note that firewalls (isolation devices) protect the routable
network connections.
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Figure 2.7: Safety-Critical Testing [35]

2.4.2.5 APTA SS-CCS-003-15 - Attack Modelling for Rail Transit

The third part of the document presents the attack modelling method to analyse
security in critical zones of the railway system. It makes use of attack trees used as
a graphical representation of how the system can be exploited, voluntarily or not.
This approach is very similar to the one already used in the railway ecosystem,
the fault tree, but the fault trees do not include actions of harmful intent [34].

Fault Tree Analysis (FTA) is a systematic method that is used to identify potential
failures within a system and their potential consequences. It involves breaking
down a complex system into simpler components and analysing how these com-
ponents can fail to lead to a specific undesirable event, often referred to as a "top
event" [39].

FTA can be qualitative or quantitative. In a qualitative FTA, the focus is on iden-
tifying potential failure modes and their relationships. In a quantitative FTA,
probabilities are assigned to basic events to estimate the likelihood of the top
event occurring [39].

The primary objectives of FTA are to:

• Identify potential failure combinations: Determine all the ways in which
basic events can combine to cause the top event.

• Estimate event probabilities: Calculate the probability or frequency of the
event that occurs the most.

• Prioritize improvement areas: Identify system components or processes
that, if improved, would significantly reduce the risk of the top event.
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FTA utilizes logic gates to represent the relationships between events. Common
logic gates include:

• AND gate: The top event occurs only if all input events occur.

• OR gate: The top event occurs if any input event occurs.

• PRIORITY AND gate: The top event occurs only if all input events occur
in a specific sequence.

• EXOR gate: The top event occurs if exactly one input event occurs.

• INHIBIT gate: The top event occurs only if a specific input event occurs
and additional conditions are met.

By visually representing the failure modes of the systems and their logical con-
nections, FTA provides a powerful tool for risk assessment and decision-making [39].
Figure 2.8 shows an example of a fault tree analysis.

Figure 2.8: Fault tree analysis of train collisions [39]

In the same way as the fault trees, the explosion or derailment as the ultimate
consequence that we are trying to prevent goes on top of the tree. For cyberse-
curity concerns, the attack trees may also include Denial of Service, as it impacts
the normal flow of the railway traffic, or any data breach as a consequence to be
avoided sitting on top of the attack tree.

The need to use attack trees is to mitigate security concerns in the design of new
communication and control systems. To ensure that all parties are viewing se-
curity considerations in the same way, as well as to ensure that it used the same
method to examine the risk associated with different threats. This technical rec-
ommendation foresees that the system integrator will do the attack modeling
with the help of vendors, while the agency engineers will oversee it. This modus
operandi is recommended due to the complexity of this technique. It is advised
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to use the attack modelling in the preliminary design stage, and in the final stage,
to evaluate alternative architectures and, respectively, when vendor’s products
have been chosen. Due to the financial costs and impacts of this technique, it
should be established a trigger of when to use it, based on the size and scope of
the project, if the support of a vendor is required due to the complexity, and also
based on the magnitude of the cybersecurity question to be answered.

What should we model? Also related to financial impact, it should be taken into
consideration where to apply it. Only sections of a new design or concept that
need a thorough analysis to answer the security question posed should be mod-
elled. It should be emphasized that the attack modelling should be precise, it will
try to present an answer to a particular security question in a well-defined event
that should be located on the top of the tree [11]. So, it should be contained to the
smallest area that accommodates the issue.

To start modelling the attack tree, two other critical details should be defined,
the team that will be involved, and the necessary tools. For the team, the agency
recommends an attack tree modelling expert that should be at the same time the
team leader, a railway operator representative. For the necessary tools, depend-
ing on how complex the modelling will be, it could be necessary to use an attack
modelling software, APTA recommends the SecurITree® [40] by Amenaza Tech-
nologies Limited and Isograph+ or open-source applications such as ADTool [41]
and Poseidon Community Edition. Documenting network software similar to MS
Visio®. Expected deliverables may include a management summary, committee
minutes, important high-level attack tree scenarios, and attack tree files. It should
be taken into account that the results should be presented in a way that manage-
ment will understand the impact on operational activities and facilitate executive
decision making.

Attack modelling should be decomposed into several phases.

1. Characterize the system that we need to model; this should be composed
of an asset list of all hardware and software within the scope, including a
network diagram to completely describe how the assets in the area that are
being modelled are interconnected. The trust boundaries should also be de-
fined; those are an imaginary logical or physical perimeter that circumvent
the area that is being modelled. Finally, what are the entry and exit points
of the defined boundary.

2. In the second phase, it should describe the normal sequence of operations,
start/shutdown, normal operation, maintenance/update.

3. Identify threats to the system; for this, there should be three perspectives an
authorized user that makes an accidental mistake, a malicious insider, and
a malicious outsider.

4. With all this information, the next phase is to build the attack trees. The
guideline demands that there should be one for each of the following sce-
narios:

• Accidental misuse by an authorized user.
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• Malicious insider and outsider.

• Collusion between malicious insider and outsider.

• Physical and cyber possibilities.

When building attack trees, it is a good practice for the team to question the
original assumptions bearing in mind what can be seen in the tree. For exam-
ple, if an assumption was made that “all our employees are perfectly loyal”, it is
worth going through a “what-if” scenario, and asking “What if this assumption
is wrong? What would happen to my attack tree?” and examining the conse-
quences [34]. The probabilities of the events described in the attack tree should
also be reviewed to possibly eliminate the most improbable. Once the tree is
drawn, the attack modelling team should make a decision on the type of evalua-
tion to be implemented: to work with attack scenarios qualitatively (without as-
signing relative probabilities) with the short method, or to proceed with full (and
more lengthy) analysis using risk/probability features of attack tree software. In
Figure 2.9 is an example of an attack tree for a derailment in the interlocking that
may result from the following actions:

• Tamper with rail itself (loosen section, cut rail, remove section, etc.).

• Tamper the signal light to always read green.

• Tamper with switch.

• Break into signal bungalow, install jumpers.

• Install an unsafe application file on the vital Programable Logic Controller
(PLC) (master scenario under study).
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Figure 2.9: Overall Derailment Attack Tree [34]

2.4.2.6 APTA SS-ECS-RP-001-14 - Cybersecurity Considerations for Public Tran-
sit

This recommended practice document starts by describing the national security
of the United States, and what are the administration’s main cybersecurity goals
to improve resilience and reduce cyberthreat. These goals should be achieved
with the 4 priorities in mind:

1. Standards, policies, and procedures.

2. Information system technology and infrastructure.

3. Awareness, training, and education.

4. Information security risk management integration.

The presentation of the priorities is followed by a characterization of the cyber-
threat landscape. The CIA triad is described and where the OT ecosystem differs
from the IT one in a Cybersecurity approach. It is also explained why integrity
and availability are the main priorities and confidentiality is relied upon as not
so critical. What are the main threats to the railway system, and because these
are critical infrastructures, they are prone to attacks motivated by politics and
financial interest. It is also stated that geopolitically motivated threat actors have
targeted transportation systems as part of larger attempts to discredit or block a
country or region [11].
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To help understanding the several systems that form the railway environment,
and the ones which it could possibly interact, a detailed description of each one
is presented, namely:

• Operational systems - Transit agencies rely on operational technology OT
systems —Industrial control systems (ICS) —to manage essential services
such as train and traffic control, passenger access, and more. Traditionally
isolated ("air-gapped") on dedicated networks, these OT/ICS systems are
now increasingly connected to enterprise IT systems due to advances in
IT infrastructure, digital transformation initiatives, and evolving business
needs.

• Enterprise information systems - An agency’s Enterprise information sys-
tem (EIS) encompasses its entire IT platform, addressing all information and
technology needs. The EIS integrates the organization’s core functions and
can be broadly divided into three subcategories.

– Infrastructure systems - are the core backbone of enterprise informa-
tion technology and include networks, compute and storage, operating
systems, and hypervisor technical services [11].

– Application systems - primarily consist of user-interfaced software.
Application systems are often considered at the highest risk for cy-
berattacks, particularly networking-capable applications such as email
and web browser applications [11].

– Business enterprise systems - are specialized applications that are specif-
ically responsible for managing the agency’s confidential information
and daily business functions. Such systems include Enterprise resource
planning (ERP), Customer relationship management (CRM), Knowl-
edge management system (KMS) and Supply chain management (SCM) [11].

• Cloud service - public transportation agencies, are using cloud service provider
(CSP) to varying degrees, as it has become cost prohibitive in some cases to
provide some technology services by internal IT teams. Many applications
and service providers are now offering cloud-only solutions [11].

• Managed service providers (MSP)s - can offer a range of services, including
cybersecurity monitoring, threat detection and response, financial transac-
tion processing, maintenance of support system, payroll management, cus-
tomer and employee data handling, and other essential operational func-
tions. Transit agencies must ensure that third-party vendors are compliant
and meet specific information security requirements in order to provide or
perform critical services [11].

• Passenger information systems - are automated systems that provide users
with information on the nature and state of a transportation service through
visual, voice, or other means. The information can be static or real-time.
Real-time information is provided to passengers in several ways, including
platform-level signage, mobile phone applications, integration with exist-
ing third-party map applications, transit applications, and automated pub-
lic address systems [11].
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• Fare collection systems - are the service created by integrating various tech-
nology components that automate the ticketing and ticket validation sys-
tems of a public transportation network. Fare collection systems now sup-
port integrated ticketing, which allows a person to make a journey that in-
volves transfers within or between different transport modes with a single
ticket valid for the entire journey [11].

• Transit communication systems - are technologies that pass information
from one user to another in a usable form via wire, wireless, radio, the inter-
net, or other links. Communications technologies like TErrestrial Trunked
RAdio (TETRA) facilitate the interaction among drivers, dispatchers, emer-
gency responders, and other personnel involved in transit and transporta-
tion operations.

• Physical security systems - protect people, property, and physical assets
from actions and events that could cause damage or loss. This includes
physical deterrence, detection of intruders and responding to those threats [11].

Taking into consideration what has been described by the recommended practice
so far, it is now shown how it integrates with the NIST Cyber Security Frame-
work and its four pillars of identify, protect, detect, respond, and recover. As
reinforcement of [33], the risk management process is once again reviewed based
on the NIST key concepts and principles established in the NIST 800-30, “Guide
for Conducting Risk Assessments” [42] and NIST 800-39 [43], “Managing Infor-
mation Security Risk”. Compared with [33], this is more an update of what was
already previously covered by [33] as it was issued in 2010. APTA SS-ECS-RP-
001-14 shows a new focus on system contingency and resilience with the several
plans that make up the Contingency Planning Process, the 7 phases can be seen in
Figure 2.10. In addition, a focus on the Systems Development Life Cycle (SDLC),
where security by design, that which is to integrate cybersecurity from the begin-
ning of the project into the SDLC, to cover each of the stages from the beginning
till the end of the IT system. In this way, major delays and costs associated with
the requirement of including cybersecurity in the software are avoided.

Using the SDLC process, railway operators manage their OT systems more effi-
ciently. There are a variety of SDLC, but generally cover five dominant phases:
initiation, development/acquisition, implementation, operations / maintenance,
and disposal. As the main objectives are to maintain information security, ensure
confidentiality, maintain integrity, and availability in each phase of SDLC. Using
the security activities described within each phase developed by NIST SP 800-100
[44], railway operators will achieve a broad understanding of which activities im-
ply SDLC to secure their infrastructure.

It is also recommended in the documentation provided by [11] to incorporate a
Managed security service provider (MSSP) [45], this is an outsourced asset. It
will speed up the process, since the railway operator will not need to hire secu-
rity personnel and will not spend time on their training and retention, as well
as MSSPs provide monitoring and management of security devices and systems,
and use high-availability security operation centers (either from their own facili-
ties or from other data center providers) to provide 24/7 security services.
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Figure 2.10: Contingency Planning process [11]

Compared with TS50701, the APTA SS-ECS-RP-001-14 [11] is more based on the
NIST framework, TS50701 is an autonomous document that does not push you
to look into other publications. The documentation provided in TS50701 also
presents a deeper detail of the risk assessment phases, well detailed with flow di-
agrams, and input and output documents of each phase, as it is also completely
customized for the railway ecosystem, in opposition to the NIST perspective,
which is suited for a more generic view of the ICS systems, which of course in-
cludes the railway systems.

2.5 Difference between Safety and Security in Rail-
way

Safety is deeply embedded in the railway industry, even more nowadays as rail-
way classified as safety-critical, due to severity of a the possible impact if a failure
occurs. The approach to this kind of industry is "safety above all" as stated in [46],
so to be certified for public use, the system and its subsystem must achieve a min-
imum Safety Integrity Level (SIL) [18]. In a very simplistic way, Safety integrity
levels can go from 1 to 4, and it is related to the probability of a failure to occur
in the system; in a system SIL-1 this will mean that the probability or an error
to occur in the system is much higher, so the risk tolerance must also be greater,
therefore the safety critical system must have a SIL level higher than 1. Compared
to a system that has a SIL-4, for instance, the signalling system that controls train
movement and track alignment, it must be highly reliable and have a very low
risk tolerance, because if there is a green light when there is a train ahead, there
will be a collision and the potential for severity of the incident is very high. Figure
2.11 presents a high-level representation of how safety and cybersecurity norms
are related.
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Figure 2.11: Relationship between cybersecurity and safety [47]

As described in the documentation provide by [48], in the European Union the
safety certification of railway systems is based on several standards, among oth-
ers CENELEC standards EN 50126-1/2 (2017), EN 50128 (2011), EN 50129 (2018)
and EN 50159 (2010). The main goal of this approval is to guarantee the safety
of the system; however, cyber security is also addressed. Although the target
in EN 50126-1/2 (2017) and EN 50128 (2011) is on safety and quality, EN 50129
(2018) and EN 50159 (2010) also include requirements related to cyber security
in the context of Operational Technology [48]. As shown in Figure 2.12, the EN
directives for safety management and Cybersecurity management respectively.

Figure 2.12: Safety and Quality evidence, and the valid regulations [48]

The Safety Case is a document in which quality and safety evidence is stated,
is required by EN 50129 (2018), and shows that the safety management process
intends to minimize the residual risk of systematic safety-related faults and secu-
rity threats so far as safety is concerned. It also requires that, if the impact of IT-
security on functional safety is reasonably foreseeable and cannot be excluded by
simple arguments, it should also be managed during risk assessment. As railway
systems are interconnected through network systems, EN 50129 (2018) demands
that it be documented in a Safety Case what kinds of networks are used and what
controls are implemented in the signalling system to ensure secure communica-
tion.

In EN 50159 (2010), requirements are defined for the signalling infrastructure net-
work, where three categories of networks are established, from closed networks
to untrusted ones; for this last one, cyber threats are also considered. The cyber
threats demanded to be considered are only intentional, and attacks on confiden-
tiality and measures to prevent system overloading (Denial of Service) are not
covered [48].

As previously described, the cybersecurity aspects impact the safety cases used
for operational certification of the railway system, but as the differences between
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the life cycle of safety, which is almost static during the life time of the railway
infrastructure, and the cyber security aspects life cycle, which can be very short
due to everyday evolving cyber threats. Therefore, for this reason, the European
Union and CENELEC introduced the TS50701. The purpose of this technical spec-
ification is stated as follows: "when a railway system is compliant with TS50701,
it can be demonstrated that this system is in the state of the art in terms of cyberse-
curity, that it meets its targeted Security Level and that its security is maintained
during its operation and maintenance" [18].

TS50701 introduces the concept of Security Level (SL). In general, the security
levels (SLs) are defined for the zones and conduits in EN IEC 62443-3-3:20191
Annex A, generically in relation to the threat type against whom they are to offer
protection.

Where SL 0, no security protection is required, SL 4 protection against inten-
tional violation using sophisticated means with extended resources, industrial
automation and control system (IACS)-specific skills and high motivation[18].
So, TS50701 provides guidance on how cyber security could be managed in the
context of the EN 50126-1 (2017) Reliability, Availability, Maintainability & Safety
(RAMS)-life cycles. The target goal of TS50701 is to be compatible and consistent
with EN 50126-1 when applied to the System Under Consideration, as well as
to isolate the safety approval and cyber security acceptance as much as possible,
due to differences in the life-cycle [48].

The TS50701 performs this separation by allocating specific cyber security ac-
tivities with synchronization and the corresponding deliverables throughout the
life-cycle phases of EN 50126-1 (2017). Of course, certification activities require
the synchronization between the stakeholders’ system engineering, Safety, RAM,
Verification-and-Validation, and Testing-and-Commissioning activities. TS50701
proposes to define only a limited number of coordinated cyber security objectives
to be implemented in the cyber security case. As can be seen in Figure 2.13 the
synchronization between the safety and cyber security cases as proposed by the
TS 50701.

Figure 2.13: Safety Case and Cyber security Case interaction [48]

The achievement of the cyber-security requirements is stated in the cyber secu-
rity case. So, security controls are demonstrated in Security Related Application
Conditions (SecRAC), with the same meaning as Safety Related Application Con-
ditions (SRAC) already used for Safety Related Application Conditions. If by any
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chance the cyber conditions evolve, it should be demonstrated that the cyber se-
curity goal is still valid. As already mentioned, safety approval rarely changes
and should be avoided due to the related costs of the process to achieve approval.
This is very long and time consuming, and turns out to have a negative financial
impact on the railway operator or supplier that requires the change after system
approval. That is the opposite in the cyber perspective, which is constantly evolv-
ing, therefore the goal is that essential safety documentation can be maintained
as the cyber security process adapts to changing threat scenarios [48].

In the handover phase, which is the time that the integrator delivers the system
to the railway operator ready to be explored, if the system integrator sees that
the cyber security case needs an update, the operator will validate it when it has
been successfully proven. During the rest of the system life cycle, TS50701, also
presents recommendations for patch and vulnerability management; all of which
should be performed in coordination with safety management.

By separating the cyber-security case from the safety case, one will also decrease
the synchronization points between the safety and security process. Some of the
challenges that this approach may raise in the synchronization process are the
different time windows and duration of the safety approval process compared to
cyber security assurance. Coordination between safety and cyber-security can be
quite difficult for larger projects. Risk assessment activities and safety analysis
must work closely with a common objective from the requirement phase, to de-
fine a proper security architecture, and should attempt to have the least amount
of changes avoiding the re-issue of new safety cases [48].

2.6 Cyber Risk Scenario - IxL & ATS SYSTEMS

Railway system are nowadays getting more complex, Figure 2.14 shows us the
great number of different systems that belong to the railway ecosystem. These
systems are roughly divided into three categories, safety and security, passenger
experience, and operations. All of these systems are interconnected, using a wide
range of physical means and protocols.

Railway IxL systems are the systems responsible for controlling the exclusive ac-
cess of a train to a route, which is a sequence of track elements exclusively as-
signed for train movement through a station or a junction [49].
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Figure 2.14: Railway infrastructure communications and network environment
[50]

ATS or Operations Control Center, often acts on signals generated by the IxL sys-
tem to monitor and adjust the performance of individual trains, to ensure smooth
railway service, and is where railway control operators take decisions and control
all railway traffic [49].

Securing OT presents different challenges than securing pure IT systems. As
shown in Figure 2.15, while IT security focuses on confidentiality to prevent steal-
ing confidential information, OTs are more concerned with data integrity and
avoiding unplanned system outages that can disrupt production availability and
profitability. Compared to classical OTs, the transportation sector places even
greater importance on the concept of resilience, since the availability of each sub-
system is a paramount priority [49].

Figure 2.15: The different meanings of the CIA triad in IT and OTs
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2.6.1 IxL Main vulnerabilities

The major vulnerabilities of Interlocking systems are the following:

• As the railway infrastructure is spread over a wide geographical area, where
critical nodes of railway systems and networks require maximum availabil-
ity, and in the countryside, where physical protection and maintenance cost
time and money [51].

• Track-side equipment updates, in particular, can have an important finan-
cial impact due to the number of systems, the way they are spread through-
out a large geographical area, equipment being used 24x7 with short main-
tenance windows, and highly skilled personnel to perform the software up-
date, all of which leads to a great financial impact [51]. Updating legacy or
obsolete systems with life cycles calculated in decades is difficult or even
impossible.

• Lack of know-how due to obsolescence and loss of technical skills to per-
form patches and updates on OT equipment. As technology ages, people
who used to take care of maintenance and updates will also age, which
leads to a point where you lack qualified personnel to perform the neces-
sary tasks to ensure an adequate security level [51].

• Other risk factors are the non-existence of devices to monitor and analyze
network traffic for potential exploratory actions or attacks, and the widespread
use, even nowadays, of plain text communications, without any kind of au-
thentication control method [52].

• Reinforcing the security of systems can disturb data flows and systems (e.g.,
cryptography, system segregation). These can strongly impact system per-
formance or availability if any issues arise (e.g. expiry of a certificate) [51].
Exchange of a board with a different MAC address.

2.6.2 ATS Vulnerabilities

Some vulnerabilities in Automatic train supervision systems are:

• Lack of consensus on how to design control centers, many different Opera-
tions Control Centre (OCC) configurations have been designed following
possibly incompatible standards, this may be an issue at the time of re-
quiring that the OCC’s follow the same standards throughout the European
Union in terms of operation and cyber security [49].

• Servers and operator workstations with outdated operating systems, with-
out recent patches. Network equipment not properly configured, with pro-
tective measures turned off (e.g., sticky MAC, to avoid ARP spoofing, Cisco
Discovery Protocol (CDP) , Spanning tree protocol (SPT)) and also missing
the latest security patches updates [52].
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• Default passwords on operator workstations, root operator, and network
equipment (SNMP, Telnet, SSH, Web)[9].

• Incorrect network segregation, both to provide passenger access and to com-
municate telemetry data with track-side devices [52]. Poor network segre-
gation and packet filtering between what comes from the field and what
arrives to the Control Center LAN.

• Lack of authentication to access the transport network, no VPN or encrypted
tunnel that would prevent a rogue IxL with an IP address from a legitimate
IxL from connecting to the OCC network and perform network reconnais-
sance / mapping and other related types of actions.

• Workstations usually have specialized software, sometimes with built-in se-
curity, but are impossible to patch or upgrade [52], some with USB ports
available to operators for reporting tasks, allowing them to enter the sys-
tem.

• Railway operators report low cybersecurity awareness and cultural differ-
ences, especially among safety and operations personnel [51]. Railway Su-
pervision application developers with weak cybersecurity awareness fo-
cused only on functionality and availability.

• On the other hand, applications where security is not carefully balanced
and require the user to always input their credentials for simple tasks that
have no major impact. Or when the password complexity is too high, this
may lead people to leave their credentials on sight.

2.6.3 ATS & IxL Vulnerability Examples

The following are three explicit examples of issues encountered in railway sys-
tems that pose a high vulnerability to threat actors. In Figure 2.16, it is clear the
low cybersecurity awareness of the operations control centre operator, where the
username and password are explicit in the computer screen, and this was broad-
cast in a national tv program [53].

Figure 2.16: Low cybersecurity awareness [53]

Another vulnerability example of low cybersecurity awareness, now from the
supply chain, in Figure 2.17 one of the equipment manual, the supplier clearly
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states what are the possible administration passwords to be used [52].

Figure 2.17: Default Password vulnerability [52]

The third vulnerability is shown in Figure 2.18 and demonstrates how easy it
could be to obtain the administrator password from a network device via SNMP
using a tool available in a Kali Linux distribution [52].

Figure 2.18: Obtaining an administrator password on HP/H3C and Huawei de-
vices via SNMP [52]

Bearing in mind what has been said and shown so far, how should we respond to
it? What guidelines can and should be used? CENELEC TS 50701 provides some
clarity in this regard.

2.7 How to apply CENELEC TS 50701

To mitigate the vulnerabilities described previously, what today equipment sup-
pliers and railway operators are entitled to follow are the requirements and rec-
ommendations to address cybersecurity within the railway sector on the CLC/TS
50701. The purpose of this technical specification is that, when a railway system
is compliant with it, it could be demonstrated that the system is at the state-of-
the-art in terms of a cybersecurity approach and meets its target. Of course, there
can be some factors that could make it impossible to achieve the completeness of
all the requirements on it, namely, time and the project budget. But cybersecurity
is an exercise of managing risk and a trade-off between effort, budget, and risk
tolerance.

This technical specification is directly based on IEC/EN 62443 series, which in
turn are based on EN ISO/IEC 27001 and EN ISO 27002. Its goals are to fill the
gap for a narrower specification and a consistent approach to the railway system.
Previously, system suppliers and railway operators followed a much broader and
generic standard IEC/EN 62443, which was applied to industrial networks. What
will be described in the next Subsection is a guide on how to apply this technical
specification CLC/TS 50701.
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The main goal of railway cybersecurity is to protect the essential functions of the
railway system, even if they are threatened by malicious attackers. Since modifi-
cation of data or processes can force systems to malfunction, lack of cybersecurity
can lead to operational interruptions, damage to assets, or even worse, to injuries
and death [18].

2.7.1 Life Cycle

This technical specification considers 13 different phases on the Security-related
activities within a railway application life-cycle, and they are directly derived
from the standard EN 50126-1. These are:

1. Prerequisites – When the Railway operator’s security program is established,
and Legal and regulatory framework is identified.

2. Concept – Where System under consideration (SuC) is identified, what are
the security-related controls and defined a High-Level zone model. What
security standards are applicable, and one of the key points of the tech-
nical specification, the definition of the purpose and scope. At this stage,
there must be alignment with the railway operator / asset owner and stake-
holder’s security goals. The outcome of this phase is the project cybersecu-
rity management plan.

3. System definition and operational context – it should be defined the System
boundaries, it is made a Logical and physical network plan review, defining
the zones and conduits of the network.

4. Risk analysis and evaluation – At this stage, a risk assessment should be
made to identify possible threats, physical and organizational countermea-
sures, or assumptions for zones and conduits. It should also be considered
the business continuity aspects (incl. incidence response and recovery) for
the system under consideration.

5. Specification of system requirements – In this phase, the SuC-specific refine-
ment of normative requirements should be performed.

6. Architecture and attribution of system requirements – At this stage, the risk
assessment should be updated if necessary, it should be taken into account
the security-related application conditions, which are explained in Table 6
of the documentation supplied by [18], where an extensive table of security
requirements is presented, and its application to the railway environment.

7. Design and implementation – With all the necessary information, it is now
time to conclude the design of the solution, it should be prevented and
avoided the conflicts between the component cybersecurity functionality
and functional architecture.

8. Manufacture or Procurement – All the necessary material and services are
acquired in this phase.
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9. Integration – In this phase, network plans should be reviewed considering
the new acquired equipment, and an inventory of all systems and appli-
cations should be made. It is also now that the qualification of security
components and functions from test integration results, penetration testing,
and vulnerability scanning should be made.

10. System Validation – In this phase, it should be assessed by examination and
provision of objective evidence that SuC in combination with its security-
related application conditions complies with the Cybersecurity Require-
ments Specification, the output of this phase is the Updated System Inte-
grator cybersecurity case.

11. System acceptance – Finally, we reach system acceptance, now the security
handover occurs between System Integrator and railway operator.

12. Operation, maintenance and performance monitoring – This is the longest
phase in the life cycle of the SuC, within it, is required to perform the main-
tenance of the logical and physical network plan and also the list of IT sys-
tems and installed applications. Perform patch and/or configuration man-
agement, data backup and auditing procedures to enable data recovery.

13. Decommissioning – Finally the decommissioning phase, the disposal of
components, taking security criteria into account, ensuring that all confi-
dential data and information should be completely erased, and erasure ver-
ified during system decommissioning and disposal.

2.7.2 Zone and conduit identification

After the concept phase, the next step in approaching CLC/TS 50701, is to define
a railway asset model. Usually in the railway ecosystem, the assets are divided
in four physical groups and different criticality levels (e.g. signalling, command
and control, auxiliary, etc.). In Figure 2.19 the four different physical groups, and
on each of them, each asset is represented by a colour to indicate their function
classes. Assets from different colours and physical groups can be interconnected
(e.g. between a Traffic management system and an interlocking).

The Railway operators can identify the assets as a subset of this model in Figure
2.19. In addition to the assets shown, there are also network devices that should
be considered as assets to be protected from cybersecurity. The output of this
exercise will be used as an input to define our SuC.
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Figure 2.19: Railway asset model [18]

The next point to take into consideration is the Railway physical architecture
model, from a cybersecurity perspective, the distributed locations of the differ-
ent components and subsystems as well as their physical security features are to
be considered, especially in risk analysis. For example, assets located along the
track are more prone to direct physical attack than assets in a control centre. On
the other hand, a traffic management system that may have interfaces to the en-
terprise world (ERP systems, mail servers, and other office systems) as shown in
Figure 2.20, may be more exploitable by a Denial of Service (DoS) attack or other
threats in the IT domain [18].
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Figure 2.20: Railway physical architecture model [18]

Railway operators and system integrator can identify the network-oriented con-
nections between the components of the SuC in the Railway physical architecture
model.

Bearing in mind the physical location and the network approach, we can now go
to the High-level railway zone model. This model will be used as input for the
activities of SuC identification, initial risk assessment and SuC zoning (identifi-
cation of zones). In the zone definition, it should be taken into consideration to
keep a particular service running in case of an incident in another zone, in other
words, segregation of networks and a clear sense of boundaries.

The combination of zones, conduits (communication paths), subsystems and zone
priorities result in a generic zoning model. Figure 2.21 shows a railway zoning
reference according to the design principles of IEC/TS 62443-1-1:2019, the zoning
principles of EN IEC 62443-3-2:2020 and the risk-based approach.
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Figure 2.21: Generic high level railway zone model [18]

When evaluating the zone model, the two things that should be part of the con-
cept are:
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• Communication and human interactions in high criticality zones should be
monitored, logged and stored.

• Security devices between zones with different criticality that protect the
zone with the highest criticality should be managed by the responsible or-
ganization of the higher criticality zone.

As a best practice there are only three type of conduits necessary to connect zones,
depending on the SL of the zones:

• Conduit implementing a transparent gateway (connecting zones of same
security level).

• Filter conduit as firewall appliance (allowing a zone of lower or equal secu-
rity level to communicate with a zone of a higher security level).

• Unidirectional conduit as data diode or network tap (allowing output from
a higher security level zone to others).

2.7.3 Cybersecurity Management Plan

For the development of the management plan, the asset owner should define
their context, the goal is to have a clear view of the threats we will face and their
sources, the legal requirements, and what the boundaries of the system are. It
should be used a methodology to identify, evaluate, and manage, for this a risk
assessment framework like ISO 27005 can be used.

2.7.3.1 Risk assessment and criticality Definition

After the zone definition, a risk assessment should be performed to identify the
criticality of each zone and conduit, which should lead to the definition of the
cybersecurity requirements specification as the central outcome of this activity
[18]. During the system life cycle, there may be a need to reevaluate risk when
new countermeasures are implemented or if new threats or vulnerabilities are
disclosed. This risk assessment cannot override any mandatory requirements for
security protection, like national legislation.

The integration of products already designed and certified according to the cyber-
security requirements can be a good approach to ensure flexibility, saving effort
not having to evaluate a complete solution, and at the same time more budget
cost-effective.

The first step is to identify the threat landscape, it should be based on recognized
and accepted threats library or reports, and built with a high-level approach, pro-
viding an overview of the threats applicable to the railway sector. As a reference,
it can be used the following:

• ENISA Threat Landscape Yearly report.
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• ISO/IEC 27005.

• NIST SP 800-30.

It is recommended to use a defence in depth approach, which is one of the guid-
ing principles to provide appropriate security for the essential functions of all
systems. An example of controls that can be applied is shown in Figure 2.22.
When applying these, the integrity and availability are to be considered with the
highest priority, this stands out as one of the major differences between the OT
and IT worlds.

Figure 2.22: Defence in depth with example of measures [18]

It should be identified what are essential functions of SuC, these key functions
needed for the operation of the railway application are normally related to safety
availability and control, knowing them is essential to protect SuC. Also avoids
imposing security requirements that could limit or even compromise them.

To enable a consistent approach for threat risk assessment between asset owners,
it is important to define an impact assessment reference between all stakeholders.
For the railway environment, it should be used at least a criteria impact to Human
health and safety, Operational availability, and financial impact. When estimating
the likelihood of a threat, it should be considered :

• The exposure of the asset.

• Its physical location.

• And the effort and sophistication needed to succeed on an attack.

The likelihood could be estimated from scales based on the exposure and vulner-
ability of the asset. The resulting likelihood L is calculated from Exposure and
Vulnerability by:

L = EXP + VUL → 1
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With all these data, we are ready to perform a risk evaluation, it could be deter-
mined in a matrix where the likelihood and the impact of the threat are related.
The risk acceptance criteria has to be approved by the asset owner to avoid con-
flicts in the future.

On the basis of the output of the initial risk assessment, the system under con-
sideration should be breakdown, and the assets shall be assigned to consistent
security zones connected by conduits. This means all assets in the same zone and
all data sent by the same conduit share the same or similar cybersecurity require-
ments.

The output documentation of this phase should be:

• Threat Landscape.

• Risk Matrix.

• Risk Evaluation.

2.7.4 Detailed Risk

In the event that the outcome from the initial risk assessment is that all risks are
sufficiently mitigated without any additional countermeasures, because there is
a very strong physical and organisational protection, the detailed risk assessment
could be skipped [18]. If this is not the case a detailed risk assessment needs to
be performed.

Generally, the risk assessment is proactive, and it will not wait for an incident to
trigger it, therefore, there maybe a need to update it when compensating controls
are evaluated or there is a new vulnerability. This risk assessment should be
updated during most of the life-cycle and not only in the design phase of the
cybersecurity project. If zones or conduits share the same risk perspective, then
the assessment needs to be performed only to one zone or conduit, but the results
must be applied consistently.

The baseline of the process is the output from the initial risk assessment, the zones
and conduits are identified there. It is acknowledged that the easiest application
of the process is if only one principle is applied for each zone or conduit, and it
would be covered by a code of practice (approved strategy for a given case) or a
reference system (system used as a reference to replicate the used solution), but in
the railway environment there can be complex systems that would require more
than one principle. When it is not possible to apply a code of practice or a ref-
erence system, it will be necessary to determine the cybersecurity target security
level Targeted Security Level (SL-T).

In general, the security levels (SLs) are defined for zones and conduits in EN IEC
62443-3-3:2019 Annex A, generically in relation to the threat type against whom
they are to offer protection:

• SL 0 No security protection necessary.
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• SL 1 Protection against casual or coincidental violation.

• SL 2 Protection against intentional violation using simple means with few
resources, generic skills and a low degree of motivation.

• SL 3 Protection against intentional violation using sophisticated means with
moderate resources, IACS-specific skills and a moderate motivation.

• SL 4 Protection against intentional violation using sophisticated means with
extended resources, IACS-specific skills and high motivation.

The EN IEC 62443-3-3 presents a relation between the controls according with the
SL-T, that is interpreted as qualitative means of risk reduction bearing in mind the
needed risk reduction.

The process begins with a target security level starting point, which is acquired
based on experience or attacker profile, it should be determined the security level
to each one of the seven foundational requirements, namely:

1. Identification and authentication control (IAC)

2. Use control (UC)

3. System integrity (SI)

4. Data confidentiality (DC)

5. Restricted data flow (RDF)

6. Timely response to events (TRE)

7. Resource availability (RA)

The security level of each one of the requirements will be combined into a security
level vector:

Security Level Vector = (IAC, UC, SI, DC, RDF, TRE, RA)

With the requirement Security Level Vector now in place, we can proceed to
choose the control for each requirement taking in consideration its Security level.
For example, if we have the Security Level Vector where the value of the IAC is
equal to 4. Now checking the already mentioned Table 6 of [18] were a sample
of it is shown in Figure 2.23, we get that multi-factor authentication should be
applied for all networks, also relevant is the column Railway notes, that gives
detailed information applied to the railway environment.

The initial controls are chosen from a list presented in the EN IEC 62443-3-3, and
the risk is evaluated. If its value is not acceptable, more controls should be added
until we reach an acceptable target security level, which determines the security
requirements. This exercise should be performed on all zones and conduits in
our system under consideration.

In Figure 2.24 it presents the general process for a detailed risk assessment, adapt-
ing ZCR 5 from EN IEC 62443-3-2 for the railway environment.
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Figure 2.23: Sample of TS50701 Table 6 System Security Requirements and Foun-
dational Classes [18]

Figure 2.24: Detailed risk assessment flowchart [18]
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2.7.5 Implementation and handover

With the cybersecurity requirements specification concluded, where we have de-
fined all the necessary controls to be applied, it is now time to move onto the
implementation, verification, acceptance and handover phases.

After all controls are implemented, we should now validate and assess what is
the Achieved Security Level (SL-A) of the system. If SL-A reaches the expected
SL-T according to the cybersecurity requirements specification, or if it does not,
then compensatory counter measures are implemented or we will need to go back
to the design phase. With all this information, we will build a cybersecurity case,
which delivers the evidence that the system as implemented operates with the
expected security confidence level.

For this stage, the input will be the cybersecurity requirements and the cyberse-
curity assurance procedures. The assurance procedures are a test protocol, that
allows us to have a well defined and systematic approach for inspection and test-
ing the implemented system. They should be performed based on the targeted
security level (SL- T) as follows:

• Security requirements testing

– Verification of implemented Cybersecurity Requirements Specification
(CRS).

• Threat mitigation testing

– Verification of countermeasures implemented to mitigate threats and
assessing the resilience of these implemented countermeasures.

• Vulnerability Testing

– Vulnerability scanning identifies systems and system attributes and at-
tempts to detect known vulnerabilities.

• Penetration testing

– The pen testing should be the final step of the of the tests, similar to
the system test on a railway system. Its goal is to demonstrate the
resilience against the identified risks and threats. It must be performed
by independent testers, from another department or organization.

• If any test fails, then a design review should be performed, it will result in
either an additional countermeasure or returning to the design stage. If all
tests are successfully completed, the cybersecurity case should be updated
with these results, and we can move forward to the system acceptance.

The system acceptance should be performed by a different entity from those un-
dertaking any roles in the project, to guarantee independence of the process, and
it should result in a Cybersecurity Assessment Report, which shall make a con-
clusion about its readiness for operation. The system can now be handed over.
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2.7.5.1 Operation, maintenance, and disposal

With the SuC handed over, it should be ensured that the cybersecurity of the
system is maintained throughout its life cycle.

A necessary precondition to ensure the secure operation, maintenance and dis-
posal of the system, is that the asset owner shall have implemented an OT secu-
rity program, where all the parts concerning the railway application should be
in scope of it. In that program, a vulnerability management process and secu-
rity patch management shall be defined. This vulnerability management goal is
to detect, classify, prioritize and remediate vulnerabilities. On the other hand,
for the security patch management, the product supplier should inform the asset
owner when a security patch should be applied. At the time of installation (re-
member that we are dealing with a critical system) if the application of this patch
requires a reboot, this should only be performed by an operator or engineer man-
ually with the acceptance of the operator. If the application of a security patch
impacts safety functions, it shall also be coordinated with safety management as
well.

On systems like the ones running in the OCC with redundancy, for the estimation
of the system outage time and periods with reduced availability of the system
(running in non-redundant mode), which should be considered for the estima-
tion of the availability of the system, two different approaches are contemplated.
Figure 2.25 shows an overview for these time-frames due to a security update on
a 1 :1 active/passive, we can see the following states of the system:

• Operational State: System is operational or out of service.

• Availability State: System runs with redundancy, without redundancy, or is
out of service.

• Security State: System is vulnerable (before patching the active system), or
secure, or out of service.

For systems with additional Safety requirements, the updates have to be evalu-
ated additionally against the Safety Certification Case. An additional observation
phase after update might be defined, this can be a single day operating with the
newly update node, and compare its behaviour with the primary node. This
observation depends on the ability of the system. Today, a large number of rail-
way operators have testing environments with virtual reference system, a digital
twin for this purpose. Figure 2.26 shows a system with the introduction of addi-
tional observation phases as they might be required for systems with additional
requirements.

For the decommissioning phase, Data and information should be completely
erased, and erasure verified during system decommissioning and disposal [18].
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Figure 2.25: Vulnerability and outage time during system update (maintenance
phase) [18]

Figure 2.26: Vulnerability and outage time during system update with observa-
tion phases [18]

2.7.6 Legacy Systems

In the case of a legacy system that cannot achieve a security level according with
IEC 62443, there are still base measures that can be taken to achieve a basic secu-
rity level, even though it can only prevent some cyber-attacks.
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2.7.6.1 Basic security risks and mitigation

As basic security risks, it can be considered denial of service attacks and vulner-
ability exploits, these attacks can be achieved when the attacker gets physical or
logical network access to the operational network. Attaching attack devices to
the physical network can be impeded by physical security of the installation, in
the event that an attacker could break in the physical perimeter, the detection of
these devices can be achieved by regular inspections of the installation and by
network monitoring.

Track-side installation or installations in other open areas (e.g. on-board installa-
tions on trains) should be secured by metal cases according to resistance class 3
of EN 1627. If the specific installation allows access to the operational network,
additional sensors to detect excessive motion or vibration should be considered
as means to initiate a visual inspection.

Seals can be used to reveal modifications and tampering of installations. They
can reduce the need for detailed inspection unless the seal is broken.

On the other hand, to compromise the network via a logical access, as it requires
access to the network, it can be mitigated by network segmentation and closed
network design. If this separation is not possible, the operational network should
be separated from the non-operational network by a data diode (in the case of
data only flowing one way), or by the implementation of a Demilitarized Zone
(DMZ) when bi-directional communication is needed.

In case of impersonation attacks, like a men-in-the-middle, where data from and
to the attacked device can be altered, since a legacy device might not strongly
authenticate the sender of the request, it cannot distinguish between a permitted
message and a specifically crafted and forged message. As these types of at-
tacks require access to the network (physical or logical), the previously discussed
measures can be taken. As compromising an existing device via remote network
access typically involves several network activities, a network monitoring sys-
tem, intrusion detection system and honeypots can be implemented to detect
abnormal network activities. Domain-specific security probes can also provide
effective detection capabilities for such scenarios, as is the case of the Shadow
Security Unit [54] [55], which was implemented for similar OT contexts, such as
SCADA systems.

A Network Monitoring System (NMS) should be installed in conjunction with
managed switches. It should be configured to monitor all network devices and to
create alerts when unknown devices appear on the network or when the configu-
ration of network devices changes. If a Security Incident and Event Management
System (SIEM) is used, the alerts should be forwarded to a SIEM [56] or an event
correlation system [57].

If redundant communication channels are used in the operational network, this
can be used to further enhance the detection rate of a Network Intrusion Detec-
tion System (NIDS). If an attacker influences only one of the two channels, NIDS
can detect this attack instantly.
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If legacy equipment is not capable of encryption (TLS/SSL), security gateways
can provide this functionality between two zones. Data diodes, which are based
on unidirectional gateways (whose function is constrain data flows in a single
direction), can also be used to protect telemetry streams in such scenarios [58].

In legacy systems the principle of defence in depth approach should be used,
and it is meant to ensure that countermeasures are still in place even if a security
breach has occurred.

2.7.6.2 Zoning

The boundaries of each zone should be protected in the same way as described
earlier, by security gateways, firewalls and eventually data diodes.

For zone definition, the Purdue model can be used:

Level 0: All sensors (e.g. axle counters, track circuits, odometers) and actuators
(e.g. point machines, signals, brakes) that provide the basic input and output of
the control system.

Level 1: Local Control: All elements that receive input from sensors or provide
output to actuators, elements that process data and elements that send or received
data to or from an area control element.

Level 2: Area Control: All elements that are required for area control or train
control functions.

Level 3: Overall Control: All elements that are needed for central control and
business logic (as planning and disposition).

Level 4+5: The Enterprise/Office network of the asset owner

2.7.6.3 Training staff

Besides all the technical equipment that can be used, it should not be forgotten
that the weakest link is the user. Advanced attacks need escalation of privileges
and interaction with legitimate users e.g. phishing attacks. Personnel should be
regularly trained. Awareness of cybersecurity risks should be kept at a high level.

2.7.6.4 Asset inventory

It should be ensured that systems are known in depth and it can be analysed
where which versions are in use. A list with each equipment, with its charac-
teristics, part number, serial number, operating system, latest patch, etc., should
always be kept up to date. If an organization doesn’t know their assets, they don’t
know what to secure.
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2.8 Conclusions

By the analysis of the several railway cyber-security standards, technical specifi-
cations, guidelines and scientific papers for the European Union member states
and USA, we can conclude that the railway ecosystem still have a long path do
to reach a harmonization of the implemented cyber-security controls and poli-
cies. It is clear that safety is paramount in railway, we can see it by the amount
of standards that must be met in Section 2.5 for safety. Industry has only recently
started to implement controls and put cybersecurity plans into place. In part due
to the cyber threat landscape and, on the other hand, forced by the legislation.
Especially the one with respect to essential service providers that, in addition to
requiring that any cyber event with impact should be reported, but also that the
provider needs to prove that it has taken all the means to implement the "min-
imum" cyber-security controls, to try to mitigate known vulnerabilities and at-
tacks, as stated in Section 2.4.1. The task of implementing these controls becomes
even harder to do on legacy systems, as focused in Section 2.7.6.

Despite the cyber-security norms in the USA and EU try to achieve a common
goal, which is to secure the system, it can be noticed that in the US ones, there is a
bigger sense of business enterprise environment, because it focused more on how
to present results to the management board, in terms of impact into business and
operation, with the goal as well to get budget approved to perform assessments,
risk management, and implement controls, than compared with the European TS
50701. In contrast, the European TS 50701, is much more focused on the railway
ecosystem, as it presents more examples of controls to be implemented in this
business, and it is more detailed and focused on helping integrators and opera-
tors in a practical level on what should be done on each phase. The European
TS 50701 is also more "aware" regarding the process certification of a system, as
it tries to distinguish between the SRAC and SecRAC, how they are different in
terms of life-cycle, due to the cyber-threats being evolving every day. Both APTA
and CENELEC guidelines are quite long, but there is an effort to try to reach the
complete life-cycle of the systems, one remark that should also be made, that is,
APTA guidelines, hardly focus on the legacy systems and the way of reaching
a comfortable level of measure and controls TS 50701 clearly states that despite
some railway systems could not comply with a security level, it still has a com-
plete annex on how to approach these systems and what could be done. Bearing
in mind these legacy systems, that already use Ethernet to communicate, but lack
any monitoring or protection system in terms of cybersecurity, in the work that
is presented in Section 3 of this dissertation, the goal is to develop a detection
tool, focused on critical conduits as stated in TS50701 to perform traffic monitor-
ing and analysis, to try to identify anomalies in the information being exchanged
between the two endpoints, and in that way to identify potential malfunctions or
attempts to tamper the system.
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Proposed Security Solution for
monitoring critical conduits

This chapter documents the development process for the security anomaly de-
tection tool proposed in the scope of this thesis, also covering other aspects such
as the testbed used for validation or the specific use security case scenario to be
considered. Regarding the testbed, this chapter documents not only the efforts
undertaken to acquire the necessary means for its integration, but also the miti-
gation actions that had to be taken in order to deal with a series of problems faced
during development.

Equally addressed are the requirements for the security tool, which ultimately
drove its development but also helped define the uses cases supporting func-
tional validation. Moreover, other development-specific aspects are also covered
in this chapter.

3.1 Testbed and use case scenario development

The goal of the testbed was to simulate a railway conduit between two critical
items, allowing to analyse traffic. The main idea is to establish a nominal state
based on captures undertaken during normal operation (to be used as baseline),
allowing to detect and identify malicious data modification attacks, by means of
a tool specifically developed for this purpose. This tool could have the ability to
monitor conduits on legacy systems, where security was not a priority.

For the testbed implementation, several possibilities have been foreseen. The first
and more desirable one was to have access to real hardware used in railway in-
frastructures, to assemble a testbed to emulate a high fidelity environment. A
second alternative was to resort to a large dataset of IP traffic from one criti-
cal conduit of a railway subsystem, as depicted in TS 50701. Working with this
dataset, there would be the possibility to assemble a testbed to simulate the re-
ferred conduit.

Several attempts were made to contact entities such as railway operators (In-
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fraestruturas de Portugal), as well as railway integrators, Siemens Mobility and
Thales, to have access to a railway conduits for traffic monitoring, or at least to get
an IP traffic dataset from a critical conduit. Unfortunately, none of the entities was
open to cooperation. This situation reinforces the idea that cyber security aware-
ness is still very low among railway infrastructure players, not being considered
a critical aspect. The other issue is due to the use of proprietary protocols, which
cannot be analyzed and scrutinized without permission from manufacturers.

As none of the previously described options were possible, the path followed
was to identify a communication protocol that was used on railways, and source
a simulator for it. After several possibilities, the CAN (Controller Area Network)
protocol was chosen. Despite the adoption of this mitigation strategy, the fun-
damental rationale for the tool to be developed remained the same: it should be
able to monitor the traffic in the bus, analyze it and learn the nominal operation
behavior, in order to be able to identify any abnormal state or communication
pattern.

3.2 About CAN

The CAN bus was developed in 1985 by BOSCH1, for the automotive industry to
simplify in-vehicle networks [59]. It is a multi-master, message broadcast system
that specifies a maximum signaling rate of 1 megabit per second (bps). Unlike a
traditional network such as USB or Ethernet, CAN does not send large blocks of
data point-to-point from node A to node B under the supervision of a central bus
master. In a CAN network, many short messages, such as temperature or RPM,
are broadcasted throughout the network, ensuring data consistency at every node
of the system [60]. This design facilitates efficient data sharing among system
components, but also introduces a security risk, as any node can potentially inject
harmful messages into the network.

Although originally developed for automotive applications, CAN is used in vari-
ous industries, including automotive, aerospace, industrial automation, and med-
ical devices, due to several key benefits that have driven its widespread use. It is
cost-effective and straightforward to implement, while its architecture supports
the seamless expansion and integration of new components. Its message-based
communication and error detection mechanisms enhance network reliability and
robustness. Additionally, the CAN bus excels in real-time communication, mak-
ing it well-suited for time-critical applications like engine control.

3.2.1 CAN bus

The CAN bus consists of two wires: CAN high (CANH) and CAN low (CANL).
It utilizes differential signalling, meaning that when a signal is transmitted, the
voltage on one wire increases while the other decreases by the same amount.

1Robert Bosch GmbH, www.bosch.com
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The system relies on a single twisted pair of wires, helping to counteract electro-
magnetic interference, which might otherwise introduce noise into the transmit-
ted signal. Differential signalling is commonly used in environments where noise
resistance and fault tolerance are essential.

CAN packets are classified into two types: Standard and Extended. Standard
packets consist of four key components:

• Arbitration ID: An 11-bit identifier that determines message priority when
multiple nodes compete for bus access. If two packets are transmitted si-
multaneously, the one with the lower arbitration ID takes precedence.

• Identifier Extension (IDE): A bit that is always set to 0 in standard CAN
packets.

• Data Length Code (DLC): Specifies the amount of data contained in the
packet, ranging from 0 to 8 bytes.

• Data: The actual payload, with standard CAN supporting up to 8 bytes.
Some systems enforce an 8-byte size by padding shorter packets.

While Extended Packets resemble standard packets, they can be linked to gener-
ate longer IDs, allowing IDs to be stored in a larger address space.

With respect to speed, there are two types of CAN bus: low and high-speed.
Low-Speed CAN, which is also referred to as fault-tolerant CAN or ISO 11898–3,
supports data rates of up to 125 kbps. It is primarily used in non-critical appli-
cations such as body control modules, door locks, and window controls, where
high-speed data transmission is not essential. A key advantage of Low-Speed
CAN is its ability to remain operational even if one wire in the bus fails.

High-Speed CAN, detailed under ISO 11898–2, can achieve data transfer speeds
of up to 1 Mbps. It is ideal for time-sensitive applications such as engine man-
agement systems and electronic braking systems, where rapid communication is
crucial. However, unlike Low-Speed CAN, it does not offer fault tolerance.

CAN FD (Flexible Data-Rate), developed by Bosch in 2012, enhances traditional
high-speed CAN networks by increasing data transfer rates up to 5 Mbps while
remaining backward compatible with standard CAN devices. Its key advantage
is the ability to transmit larger payloads more efficiently, making it well-suited
for modern vehicles with complex electronic systems.

3.2.2 CAN security

As modern vehicles become increasingly reliant on Electronic Control Units (ECUs)
for critical functions and vehicle-to-everything (V2X) communication expands,
the security of CAN bus networks is more crucial than ever. Cyberattacks on the
CAN bus pose serious risks, including loss of control, theft, and potential physi-
cal harm, highlighting the urgent need for robust cybersecurity measures.
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Unfortunately, there are several security problems with CAN, namely:

• Lack of Authentication and Encryption – CAN messages are neither verified
for authenticity nor encrypted, making them susceptible to spoofing and
eavesdropping.

• Broadcast Communication – Since all nodes can receive messages, any com-
promised node can inject malicious data into the network.

• Limited ECU Processing Power – Electronic Control Units (ECUs) have min-
imal computing resources, making them vulnerable to denial-of-service (DoS)
attacks that flood the system with traffic.

• Physical Access Risks – Attackers with access to the OBD-II port can directly
connect to the CAN bus, allowing them to manipulate vehicle functions.

Due to these vulnerabilities, CAN bus systems require enhanced security mea-
sures such as intrusion detection, message authentication, and access control to
mitigate potential threats.

3.3 CAN application in Railway

CAN was first created for automotive use, so its most common application is
in-vehicle electronic networking. However, as other industries have realized the
dependability and advantages of CAN over the past 20 years, they have adopted
the bus for a wide variety of applications. Railway applications such as street-
cars, trams, undergrounds, light railways, and long-distance trains incorporate
CAN [59].

Multi-function Vehicle Bus (MVB) is the vehicle bus standardized in IEC 61375
(presented in Section 3.3.1) to interconnect rail vehicles. In locomotives, this
provides the standard communication interface for various on-board equipment
such as radio, diagnostic systems, brakes, power electronics modules, power
line, motor control, and the cockpit. In coaches, it interfaces with door controls,
HVAC, passenger information systems, lighting units, etc. [61]. The application
of the CAN protocol on the railway is standardized by IEC 61375 presented in
Section 3.3.1.

3.3.1 IEC 61375 Standard

IEC 61375 defines hardware and software protocols, automatic reconfiguration,
and network services such as topology and subsystem interfaces [61]. It applies
to the architecture of data communication systems in trains, i.e. it covers the
architecture of a communication system for the data communication between ve-
hicles of the said trains, the data communication within the vehicles, and the
data communication from train to the ground. The applicability of IEC 61375 to
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train network technologies allows interoperability of individual vehicles within
trains in international traffic. The data communication systems inside vehicles
are given as recommended solutions to cope with the said Train Communication
Network [62].

3.4 CAN and SocketCAN

The CAN communications protocol, ISO-11898: 2003, describes how informa-
tion is passed between devices on a network and conforms to the Open Systems
Interconnection (OSI) model, which is defined in terms of layers. Actual com-
munication between devices connected by the physical medium is defined by the
physical layer of the model. The ISO 11898 architecture defines the two lowest
layers of the seven-layer OSI/ISO model as the data-link layer and the physical
layer as shown in Figure 3.1 [60].

DSP or Microcontroller

Physical Medium AttachmentPhysical 
Layer

Medium-dependent Interface

Data-link 
Layer

Physical Signalling
Medium Access Control

Logic Link Control

Application Layer

CAN 
Transceiver

Embedded 
CAN 

Controller

CAN bus line

CAN Controller, 
Embedded or
Separate

Eletrical
Specifications:
Transceivers,
Connectors,
Cabling

Figure 3.1: The Layered ISO 11898 Standard Architecture [60]

In Figure 3.1, the application layer establishes the communication link to an upper-
level application specific protocol such as the vendor-independent CANopen™
protocol. This protocol is supported by the international users and manufacturers
group, CAN in Automation (CiA) 2.

As already mentioned, due to the fact that it was not possible to get access to the
communication dataset, it was decided to use a SocketCan simulator.

SocketCAN, previously known as the Low Level CAN Framework (LLCF), is an
open-source framework within the Linux kernel. Contributed by Volkswagen
Research, it provides a set of CAN drivers and a networking stack.

SocketCAN leverages the concept of network devices, enabling:

• Multi-application access: Multiple applications can simultaneously use a
single CAN device.

• Multi-network support: A single application can interact with multiple CAN
networks concurrently.

2CAN in Automation, www.can-cia.org
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Linux SocketCAN offers open-source drivers and a network stack for CAN (Con-
troller Area Network) communication within the Linux operating system. It uses
a familiar socket interface, similar to the Berkeley socket API, allowing applica-
tions to easily interact with the CAN bus. Supporting various CAN controllers,
SocketCAN adheres to the ISO 11898 CAN protocol standard. This allows CAN
bus communication using the same socket-based approach as with the internet,
as shown in Figure 3.2 [63].

Key components of SocketCAN include:

• Network device drivers: These drivers facilitate communication with vari-
ous CAN controllers.

• CAN protocol family implementation: This provides the necessary frame-
work for CAN protocol-level operations within the Linux kernel.
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Figure 3.2: Typical CAN communication layers. With SocketCAN (left) or con-
ventional (right). [64]

SocketCAN made it possible to virtualize the CAN bus, with one application
generating speed indication messages by simulating a speed sensor and another
one acting as a speedometer, displaying the speed to the user. The displayed
speed would change according to the messages that were being generated and
sent through SockectCAN in real time, the complete set-up diagram is shown in
Figure 3.3.
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SocketCAN bus

Dashboard display Controls

SocketCAN Monitor

Figure 3.3: SocketCAN test set-up

3.4.1 How to monitor and analyse traffic

Now that we have devices that generate and acquire traffic messages, there was
the need to monitor those messages that were exchanged. For it, the first ap-
proach was to use the CANDump tool, which allows you to print all data that
are being received by a CAN interface. This tool is part of the CAN-utils3 pack-
age, and it is very similar to the well-known TCPDump4 tool. In this way, it was
possible to monitor all traffic on the bus. To improve the message filtering, the
CANSniffer tool was used, which allows to filter and see the message content in
a more structured way. With this last tool, it was possible to identify which mes-
sages contained the speed information, as well as the messages of the direction
change indicators. Another tool used in the message analysis was CANPlayer,
used to replay the messages collected by CANDmp and CANSniffer. Just as a
reference, Wireshark can also be used to monitor the SkocketCan bus.

After the initial approach of understanding the messages that were being ex-
changed and how to replicate them, it was now time to develop a component
that would be able to filter the selected messages and process them. For this
purpose, a software tool was developed in Python 5 language, which allows the
filtering and storage of the messages for further analysis.

The purpose of analysing the traffic was to learn the normal behaviour of the de-
vices and to identify when a message was not part of the normal traffic behaviour.
The selected approach was to use a Markov chain, next explained in 3.4.2.

3.4.2 Markov chains

Deterministic Finite Automata [65] or even Deterministic Probabilistic Automata
(DPA) [66] have been suggested in the past as possible mechanisms to model
Cyber-Physical Systems behaviour, at network and/or process level. Following
a similar rationale, Cruz et al. [54] and, later on, Graveto el al. [55] suggested the
adoption of Markov Chains for the same purpose, with other related mechanisms
such as Discrete Time-Based Markov Chains (DTMCs) having been suggested by

3https://manpages.debian.org/testing/can-utils/index.html
4TCPDUMP, www.tcpdump.org
5www.python.org
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other authors [67] [68].

A Markov chain is a mathematical model that represents a system shifting be-
tween different possible states. The core principle of a Markov chain is that the
likelihood of transitioning to the next state is solely based on the current state, ig-
noring the history of how the system reached its current position. By creating nu-
merous potential sequences of states using Markov chains, stochastic simulations
can mimic the behaviour of real-world systems. By generating a large number
of possible state sequences through Markov chains, stochastic simulations can
approximate the behaviour of systems, helping to predict outcomes and assess
risks [69][70]. Figure 3.4 is a diagram representing a two-state Markov process,
the numbers are the probability of changing from one state "A" to another state
"E" and the probability of staying in the same state.

Figure 3.4: Diagram representing a two-state Markov process [71]

For the purposes of this thesis, it was decided to experiment with a Markov chain-
based modelling approach, which was deemed adequate to model the specific
behaviour/control patterns in CAN-based railway vehicular systems. This effort
will be described in the next sections.

3.5 Software Tool description

The software tool was essentially focused on analysing the speed and its be-
haviour. The requirements for the software tool were:

• Learn the normal traffic of a conduit.

• Identify when a speed value is not expected, as an example of a change from
20 km/h to 22 km/h without the values in between.

• Identify when even the value is the one expected, but it changed too fast or
too slow compared with the normal learned behaviour.

• Identify even when that value is in the learned pattern, but its probability
is very low.

As stated above, the tool conceived to analyse the traffic was developed using the
Python language. This tool performs the following tasks:
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1. Monitors and captures the traffic from the SocketCan bus for a defined set
of time and stores it in a file.

2. Reads the previously stored file and generates the Markov model of the
captured values, which includes defining the current and the previous state
speed and timestamp values, storing the values, and measuring the prob-
ability of the current value inside of all acquired messages. Calculate the
time-difference between the these specific values, and store the maximum
and the minimum time-difference. The initial Python code used was based
on [72], but modified to store message values as well as its time stamp. The
calculation of the Markov model was also modified to include the maxi-
mum and minimum time difference between the occurrence of the pair cur-
rent and previous messages.

3. After having the Markov model calculated, it monitors the bus, analyses
each speed message against the model, and determines if the current and
the previous values exist as a pair in the calculated model.

4. Checks whether the probability of this value to appear is lower than the
expected value, even though it exists in the pattern.

5. If any previously described parameters do not match the learned ones, it
will trigger a message.

6. Checks the time difference between the pair of messages against the stored
ones and if that pair of messages took the time between the minimum and
the maximum expected.

7. If the cadence between two speed messages is higher than the stored maxi-
mum value, the software tool will trigger a warning. This indicates that the
values are being manipulated or that speed sensor malfunctioning.

8. If the cadence between two speed messages is lower than the stored mini-
mum value, the software tool will trigger a warning. This indicates that the
values are being manipulated or that speed sensor malfunctioning.

9. When the speed is greater than 4 km/h, if the open-door message is de-
tected, the software tool will also trigger a warning.

For the development of the Python code, the following libraries were used:

• python-can - this library provides Controller Area Network support for
Python, providing common abstractions to different hardware devices, and
a suite of utilities for sending and receiving messages on a CAN bus [73].
This library was used to access the Socket Can.

• asyncio - is a library to write concurrent code using the async / await
syntax [74]. This library was used to fetch the generated Markov model
asynchronously, while messages were received through the socket, allow-
ing these two tasks to run independently [74].
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• time - this library provides various time-related functions [75]. This library
was used to set the duration of the message capture, which was then used
to build the initial Markov model.

In the developed tool, it was necessary to filter the speed values when the vehicle
was at rest. This is because the message generator produced random values and
because of its great granularity, sometimes it was possible that the pair of previ-
ous and current values did not exist. This behaviour would trigger the warnings
that these messages are not in accordance with the expected Markov model, or if
they were, their probability of occurrence was very low. To avoid this, all mes-
sages with values less than 4 km/h were ignored.

The analysis of the values described above can fulfil two purposes. The first is
to detect whether the values are being manipulated with malicious intent by an
external actor. Or, on the other hand, that the system is starting to malfunction,
and this analysis can be very useful to detect failures in the system in an early
state, even before the human operator or the maintenance team gets noticed of it.

Figure 3.5 shows the flow diagram of the software tool developed.

Figure 3.5: Software tool flow diagram
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3.6 Software Tool Validation

The development of the software tool was subject to a simplified version of the
Verification & Validation as applied in the railway industry, as shown in 3.6.
There was a phase for gathering requirements and data, a first draft of the soft-
ware tool for analysis, and discussion with tutor teachers. With the result of the
review, the necessary changes should be applied, and the corrections should be
implemented. Then, elaborate a verification document and perform the tests.

Figure 3.6: Railway V Cycle V-and-V Activities [76]

The software tool will be tested following the test cases in Table 3.1. For the devel-
opment of the test cases, a back-box testing approach was followed, which tests
the software against the specification of its external behaviour without knowl-
edge of its internal implementation details.

To acquire data for the Markov model, the first step was to do the value acqui-
sition for 1 hour, using the message simulator, and using its controls to increase
and decrease the speed values simulating the normal operation of the system. In
parallel, the traffic is also logged with CANDump. The recorded log from CAN-
DUmp will then be modified in a way to include the various abnormal conditions
that need to be identified by the software tool. The software tool is then replayed
using CANPlayer. The speed values and the door messages will be monitored di-
rectly in the speedometer, which also includes an icon with the door status. The
warning messages are displayed in the console output of the Python IDE.
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Table 3.1: Tool Test cases

ID Test case
description Test Steps Test data Expected Result Actual Result Status

1

With a speed
message with
values lower
than 4 km/h, the
system should
not trigger any
warning if the
message pair is
in the calculated
model.

1.Replay message
log with modi-
fied speed values.

Speed test ex-
isting in the
Calculate model
"244#00000001B9"
and
"244#00000001B7"

No warning is
triggered.

No warning was
triggered. Pass

2

With a speed
lower than 4
km/h, the sys-
tem should not
trigger any warn-
ing if there is
an open-door
message.

1.Replay mes-
sage log with
modified speed
values. 2.At
the same time
activate the door-
open message.
3.Door-open
icon should be
illuminated

Sent the open
door message
"19B#00000E000000"
with speed under 5
km/h.

No warning
is triggered.
Door-Open
icon ON

No warning was
triggered. Pass

3

With a speed
lower than 4
km/h, the sys-
tem should not
trigger any warn-
ing if there is
a closed-door
message.

1.Replay mes-
sage log with
modified speed
values. 2.At
the same time
activate the door-
closed message.
3.Door-open
icon should be
deactivated.

Sent the open
door message
"19B#00000F000000"
with speed under 5
km/h.

No warning is
triggered.

No warning was
triggered. Door-
open icon off

Pass

4

With a speed
message with
values higher
than 4 km/h, the
system should
trigger a warning
if the message
pair is not in the
calculated model.

1.Replay message
log with modi-
fied speed values
that higher than 4
km/h and are not
in the calculated
model.

Message value
"0000000943" in the
replay

Warning is
triggered with
message "Mes-
sage pair not
in model"

Message dis-
played "Mar-
25 13:12:57 -
Message not
in Markov
model next
state 0000000943
kmh –>23"

Pass

5

With a speed
higher than 4
km/h, the system
should trigger a
warning if there
is an open-door
message.

1.Replay message
log. 2.When
speed is higher
than 4 km/h
activate activate
the door-open
message.

Sent the open
door message
"19B#00000E000000"

Warning is
triggered with
message "Door
message"

Message dis-
played "02-Mar-
25 13:14:04 - Door
alarm, vehicle in
motion"

Pass

6

With a speed
higher than 4
km/h, the system
should trigger a
warning if there
is an closed-door
message.

1.Replay message
log. 2.When
speed is higher
than 4 km/h
activate activate
the door-open
message.

Sent the open
door message
"19B#00000E000000"

Warning is
triggered with
message "Door
message"

Message dis-
played "Door
alarm, vehicle in
motion, speed–>
00000b000000"

Pass

7

With a speed
higher than 4
km/h, the system
should trigger a
warning if the
message pair
probability is
lower that the
predefined value.

1.Replay message
log that has a
crafted message
pair that only
exists once.

Created single oc-
curence of message
pair 0000000a1f and
0000000a0a

Warning
should be
triggered with
message "Low
probability
message"

Message dis-
played "12-Mar-
25 05:26:58 -
Probability too
low–>0.00869565
for current mes-
sage 0000000a1f
kmh–>25 and
previous mes-
sage 0000000a0a
kmh–>25"

Pass
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Table 3.1 continued from previous page

ID Test case
description Test Steps Test data Expected Result Actual Result Status

8

With a speed
higher than 4
km/h, the system
should trigger a
warning if the
interval between
the previous
value and the
current value is
higher than the
maximum one in
the model.

1.Replay message
log that has a
crafted message
pair with time
difference higher
than the maxi-
mum recorded.

Set message pair
"244#000000020D"
and
"244#000000021F"
with 72ms of dif-
ference while its
maximum in the
model was 59ms

Warning is
triggered with
message "Mes-
sage tome
difference too
big"

Message dis-
played "12-Mar-
25 08:53:41 -
Warning time
difference too
big, current
timestamp dif–>
0.07272648811340,
stored
timestamp_diff–
> 0.05998100"

Pass

9

With a speed
higher than 4
km/h, the system
should trigger a
warning if the
interval between
the previous
value and the
current value is
lower than mini-
mum the one in
the model.

1.Replay message
log that has a
crafted message
pair with time
difference lower
than the mini-
mum recorded.

Sent message pair
"244#000000017F"
and
"244#00000001FD"
with time difference
of only 100ms

Warning is
triggered with
message "Mes-
sage time
difference too
small"

Message dis-
played "02-Mar-
25 13:12:56 -
Warning time
difference too
small, current
timestamp dif–>
7.8678131103515,
stored
timestamp_diff–
>
0.3737719999999"

Pass

10

The system
should trigger a
warning if the
message value is
not in the learned
values in the
model.

1.While mes-
sage log is being
replayed, send
speed message
with CANSend
that does no
exist.

Crafted speed mes-
sage with value
0000000943 that
is not part of the
model

Warning is
triggered with
message "Mes-
sage not in the
model"

Displayed mes-
sage "02-Mar-
25 13:12:57 -
Message not
in Markov
model next
state 0000000943
kmh –> 23"

Pass

3.7 Conclusions

The software tool detected all the abnormal conditions that it was meant to de-
tect. Due to the number of false positives, it was necessary to adjust the proba-
bility threshold from when it detected a low probability of occurrence of a mes-
sage pair. A similar adjustment was necessary for the time difference detection,
as SockecCan is not deterministic, so the timestamp can vary by a few millisec-
onds, that is why it was also required to use a threshold for the time difference
detection. This software tool still has the opportunity for improvement, by an-
alyzing other message types that could be relevant for the train operation, like
brake information, power information, and others. This would only require that
the message filter and Markov model used can be updated to include them. In
the final conclusion, the software tool can fulfill the proposed requirements.
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Conclusion

In the first phase of the dissertation, a detailed analysis of the applicable cyber-
security norms, security directives, and guidelines that are followed in the Eu-
ropean Union and the United States related to railway cybersecurity was con-
ducted. It also focused on the applicable governance in the EU and explained the
dichotomy in the railway ecosystem of safety versus security. Comparing the two
geographical regions applicable normatives and guidelines, it can be noticed that
the U.S.A. is stricter in terms of mandatory regulation, as they are mandated to
apply the Security Directives, it can also be concluded that there is also a greater
"enterprise" perspective in terms of organization. On the other hand, the EU ones
are more detailed and concise regarding what needs to be implemented. The
railway operators considered critical suppliers have now also to follow the NIS2
directive, which on top of the technical requirements focused on TS50701, also
has reporting obligations. Railway software and security system suppliers for
access control, firewalls, and other related services and equipment, will also be
required to comply with the Cyber Resilience Act beginning in 2027. These reg-
ulatory obligations pose great challenges for all involved in the industry. It also
presents great opportunities for cyber security professionals that are required to
analyse, test, implement, and maintain the security policies and controls imple-
mented throughout the system life-cycle. It is also an opportunity for insurance
companies to offer products related with cybersecurity, and as well for law and
audit firms that need to keep track of all legislation applicable to cybersecurity
and provide consulting in this area to railway operators and integrators.

Bearing in mind what is suggested in the guidelines, more specifically in TS50701
for new and legacy systems and following the approach of the Purdue model, in
the second part of this dissertation, it was initially intended to develop a software
application that could analyse critical conduits, especially in legacy systems, and
detect abnormal behaviours in traffic data. The first major step back was the
lack of cooperation of railway integrators, and especially railway operators, to
support this academic work, despite several attempts to contact several organi-
zations and entities.

Not being able to collect real data from a railway conduit, the author decided to
pursue research on the protocols used in the railway industry. In the group of
possible used protocols, it was then analysed which ones were publicly available
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and for which ones we could have a message traffic generator. After considera-
tion, the CAN protocol was selected as a target. This was instrumental to become
acquainted with the difficulties of handling communications traffic for cybersecu-
rity analysis purposes, something that became obvious during the development
of the tool described in Section 3.

During the elaboration of this dissertation, there was also the opportunity to write
a scientific paper that was presented at the 23rd European Conference on Cy-
ber Warfare and Security, in June of 2024, held in the University of Jyväskylä,
Jyväskylä , Finland. This was a great opportunity to present to others part of the
work that was already being developed during the dissertation.

The general conclusion is that there is still a long way to go to reach a solid base-
line in cybersecurity, but the foundations have been laid to help railway operators
and suppliers achieve this goal.
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