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tcipg.org 

Smart	
  Grid	
  Security	
  Efforts	
  @	
  Illinois	
  

Illinois	
  Center	
  for	
  a	
  Smarter	
  
Electric	
  Grid	
  
Validation	
  &	
  Compliance	
  
Services	
  
	
  
•  $2.5M,	
  YR1	
  DCEO	
  funding	
  	
  

•  Test	
  bed	
  &	
  lab	
  equipped	
  with	
  	
  
HW/SW	
  to	
  perform	
  validation	
  
of	
  Smart	
  Grid	
  systems	
  

•  Critical	
  Infrastructure	
  
Protection	
  (CIP):	
  	
  pre-­‐audit	
  
check	
  for	
  compliance	
  to	
  NERC	
  
standards	
  

•  Prepare	
  for	
  NERC	
  reliability	
  
compliance	
  audits	
  

Ilinois’s	
  Singapore	
  Adv.	
  
Digital	
  Sciences	
  Center	
  
Smart	
  Grid	
  Subprogram	
  
~$15M	
  effort	
  /	
  5	
  years	
  

CACAIS	
  
Testbed	
  

Products	
  tested	
  &	
  validated	
  in	
  CACAIS	
  
testbed:	
  $1.2M	
  FY10	
  funding	
  from	
  ONR	
  

Korean	
  National	
  Smart	
  Grid	
  
TestBed	
  on	
  Jeju	
  Island.	
  

4	
  New	
  DOE	
  Office	
  of	
  Electricity	
  
Security	
  Projects	
  with:	
  

Projects	
  in	
  Microgrids,	
  DERs,	
  
and	
  HANs	
  

Project	
  concerning	
  tesbed	
  and	
  
cyber	
  security	
  research	
  (DDSOS)	
  

TCIPG:	
  Trustworthy	
  Cyber	
  Infrastructure	
  for	
  the	
  Power	
  Grid	
  
(www.tcipg.org)	
  

•  Drive	
  the	
  design	
  of	
  an	
  resilient	
  cyber	
  infrastructure	
  electric	
  power	
  
which	
  operates	
  through	
  attacks	
  

•  $18.8	
  M	
  over	
  five	
  year,	
  started	
  Oct.	
  1,	
  2009	
  
•  Univ.	
  Illinois,	
  Cornell,	
  Dartmouth,	
  U.C.	
  Davis,	
  Wash.	
  State	
  Univ.	
  
•  Funded	
  by	
  DOE	
  and	
  DHS	
  
•  Follow-­‐on	
  to	
  $7.5	
  M	
  NSF	
  	
  CyberTrust	
  Center	
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Security Metrics 

• There is no shortage of security metrics … 
• But, are they the right ones? 
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Limitations of Existing Security Metrics Approaches 

•  Process Guidelines can improve security, but provide NO 
quantification of the amount of security that has been 
obtained  

•  Formal methods aim either to prove absolute security, or 
find problems (useful, but NO quantification). 

•  Red Teams can find problems (useful), but again, NO 
predictive quantification of security. 

•  Most existing metrics are lagging indicators of 
performance (and hence not predictive!) 

•  Cost to gain confidence, if possible, is very high. 
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Stochastic Security Metrics Challenge 

5 

Create a 
  
scientific foundation, methods, and tools  
 

for stochastic assessment of security metrics 
 

that can be applied to critical infrastructure 
systems 
 

throughout their lifecycle.  
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Characteristics of Dream Stochastic  
Security Metric Analysis Method 

•  Be a predictive rather than lagging indicator 
•  Model a wide variety of adversaries 
•  Account for user behavior (e.g., degree of compliance with 

security policy) 
•  Express state-dependent behavior differences 
•  Support a wide variety of security metrics 
•  Be efficient in its computation (space, time, and or number 

of samples required) 
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Challenge 1: Define Appropriate Security Metrics 

•  Metrics on multiple levels must be integrated: 
–  Operational-level metrics  
–  Technical & Mission oriented metrics  
–  Component-level metrics  

•  Metrics must be applied throughout the system 
lifecycle: 

7 

–  Design, 
Configuration, 
Operation, Upgrade/ 
Evolution 

•  Both Product- and 
Process-oriented 
metrics 

•  Not a single number! 
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Challenge 2: Develop Security Argument Methodology  
linking Organizational and Technical Security Metrics 

Create overall security argument to relate business and technical 
security metrics to one another and provide convincing 

overarching assessment of system-level, end-to-end, security 

PIP requirements 1 – 4

JBI  survivability 
requirements

Initialized JBI provides 
essential services

Authorized publish is 
processed successfully

Confidentiality
Dataflow 

Timeliness 
Integrity

(from functional 
model execution)

Component Model 
Assumptions Hold

JBI intrusion detection 
requirements

PA1: Client-
Core 

Communication 
I & C

PA2: Alternate 
Path 

Availability

QA1: QIS 
Incorruptibility

QA2: QIS 
Communication 

Cutoff

QA3: QIS 
Input 

Integrity

QA4: QIS 
Function 

Correctness

AA1: AP 
Function 

Correctness

AA2: AP 
Application-

layer Integrity

AA3: AP 
Application-layer 
Confidentiality

DA1: DC 
Communications

SA1: IO 
Integrity in 

PSQ Server

SA2: Client 
Confidentiality 
in PSQ Server

SA3: IO 
Authenticity

SA4: Network-
layer I & C

SeA1: Sensor 
False Alarm 

Rate

SeA2: Sensor 
Detection Delay

SeA3: Sensor 
Detection 
Probability

CoA1: 
Corrleator

False Alarm 
Rate

MA1: SM Byzantine 
Agreement

PsA1: ADF 
Policy Server 

Input 
Correctness

PsA2: ADF 
Policy Server 

SynchronizationSystem Connectivity

Physical Topology

Network TopologyRestricted RoutingNo Tunneling Attacks

SELinux Solaris Windows

Type Enforcement Hardened Kernel IKENA StormWatch

Platform Mechanisms Process Domain 
Policies

Private Key 
Confidentiality

No Unauthorized 
Direct Access

Keys Protected 
from Theft

DoD Common 
Access Card (CAC)

PKCS #11 Tamperproof

Keys Not Guessable

Algorithmic 
Framework

Key Length Key Lifetime

No Unauthorized 
Indirect Access

Physical Protection 
of CAC device

Protection of CAC 
Authentication Data

No Compromise of 
Authorized Process 

Accessing CAC

No Cryptography 
in Access Proxy

Not 
Preconfigured

Not 
Reconfigurable

ADF NIC 
services 
protected

ADF Correctness

ADF NIC Physical 
Security

ADF NIC Firmware 
Initialization

ADF Key Initialization

ADF Agent 
Initialization

ADF Protocol 
Correctness

ADF Host 
Independence

ADF Agent 
Correctness

VPG Integrity VPG 
Confidentiality

Policy Server 
Integrity

ADF Policy 
Correctness

Correctness of 
Registration 

Protocol

Correctness of 
Reattachment 

Protocol

Hard-wired 
Configuration

Electrically 
Isolated

Physically 
Protected

Connectivity

Physical 
Integrity

Electrical 
Integrity

Gate 
Configuration and 

Truth Table

Proxy Protocol 
Configuration

Can Identify 
Malformed Traffic

Correctness of 
Rate Control 
Mechanisms

Correctness of 
Certificate 
Exchange

IDS Experimental 
Evaluation

Correctness of Modified 
ITUA Protocols

Functional model 
faithful  to design

IDS / Correlation 
requirements

IO Confidentiality 
(end-to-end)

IConfidentiality of 
Network 

Communications

Confidential info is 
not exposed

Unauthorized activity 
is properly rejected

Authorized join/leave 
is processed 
successfully

Authorized query is 
processed 

successfully

Authorized subscribe is 
processed successfully

JBI  is properly  
initialized

Design Team Review

Attack Model 
Assumptions Hold

Functional Model 
Assumptions Hold

Infrastructure 
Attack 

Propagation

Data Attack 
Propagation

Attacks 
Originate 

Outside the 
Platform

No Data 
Attacks 

Outside the 
Platform

Initial Targets 
of 

Infrastructure 
Attacks

Isolation of 
Intruded 
Process 
Domains

Targets for 
Loss of IO 

Confidentiality

No 
Compromise 
or Failure of 

QIS

DoS Causes 
Processing 

Delays

DoS Does 
Not Corrupt 

Other 
Components

DoS Attacks 
Do Not 

Propagate from 
Clients to Core

Design 
Faithfully 

Implemented

Absence of 
Insider Threat

Attack Model 
Parameter 
Selection

CERT 
Vulnerability 
DB Analysis

Variation over 
Anticipated 

Ranges

Correctness of 
Managed Switch

IO Confidentiality 
in Transit

IO Confidentiality 
in Storage

Confidentiality of 
Application-layer 

Messages

PIP requirements 1 – 4

JBI  survivability 
requirements

Initialized JBI provides 
essential services

Authorized publish is 
processed successfully

Confidentiality
Dataflow 

Timeliness 
Integrity

(from functional 
model execution)

Component Model 
Assumptions Hold

JBI intrusion detection 
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I & C
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Path 
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QA1: QIS 
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QA2: QIS 
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QA3: QIS 
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Application-
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Rate
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False Alarm 
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Agreement
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Policy Server 
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PsA2: ADF 
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Physical Topology

Network TopologyRestricted RoutingNo Tunneling Attacks

SELinux Solaris Windows

Type Enforcement Hardened Kernel IKENA StormWatch

Platform Mechanisms Process Domain 
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No Unauthorized 
Direct Access

Keys Protected 
from Theft

DoD Common 
Access Card (CAC)

PKCS #11 Tamperproof

Keys Not Guessable

Algorithmic 
Framework

Key Length Key Lifetime

No Unauthorized 
Indirect Access

Physical Protection 
of CAC device

Protection of CAC 
Authentication Data

No Compromise of 
Authorized Process 

Accessing CAC

No Cryptography 
in Access Proxy

Not 
Preconfigured

Not 
Reconfigurable

ADF NIC 
services 
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ADF NIC Firmware 
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ADF Agent 
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ADF Protocol 
Correctness
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ADF Agent 
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Physically 
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Truth Table

Proxy Protocol 
Configuration

Can Identify 
Malformed Traffic

Correctness of 
Rate Control 
Mechanisms

Correctness of 
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Correctness of Modified 
ITUA Protocols

Functional model 
faithful  to design

IDS / Correlation 
requirements

IDS / Correlation 
requirements

IO Confidentiality 
(end-to-end)

IConfidentiality of 
Network 

Communications

Confidential info is 
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Confidential info is 
not exposed

Unauthorized activity 
is properly rejected

Unauthorized activity 
is properly rejected

Authorized join/leave 
is processed 
successfully

Authorized join/leave 
is processed 
successfully

Authorized query is 
processed 

successfully

Authorized query is 
processed 

successfully

Authorized subscribe is 
processed successfully
Authorized subscribe is 
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JBI  is properly  
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initialized

Design Team Review

Attack Model 
Assumptions Hold

Functional Model 
Assumptions Hold
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Attack 

Propagation

Data Attack 
Propagation

Attacks 
Originate 

Outside the 
Platform

No Data 
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Platform
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of 

Infrastructure 
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Intruded 
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IO Confidentiality 
in Storage

Confidentiality of 
Application-layer 

Messages

Confidentiality of 
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Messages

•  Define calculus for decomposing requirements into sub-requirements that can 
be validated independently 

•  Develop method for specify relationship between different parts of evidence 
gathered during the assessment process  

Metric Composition Challenges/Tasks 
•  Understand how to combine seemingly disparate types of evidence into an 

convincing overall argument. 
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Challenge 3: Building Effective Security Metric Evaluation Tools 

•  Must put the methods in the hands of practitioners 
•  Must build usable tools that integrate organizational and 

technical metrics together with multiple metric 
estimation techniques 

=> Grand Challenge: Construct a methodology  and tools 
that can be  demonstrated to provide industry and 
government with a mechanism for determining accurate, 
quantifiable, security metrics  
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Recap: Stochastic Security Metric Challenges 

•  Define appropriate quantitative security metrics 

•  Develop Security Argument Methodology  
linking Organizational and Technical Security Metrics 

•  Building Effective Stochastic Security Metric Evaluation 
Tools 
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