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Abstract—The development of collaborative environments has
become a key factor for Service Providers (SPs) successfully
leverage their business activities. Nevertheless, the volatility of
these networks leads to several additional risks, that need to
be identified, measured, and mitigated through a well-defined
process. In this way, this paper presents a supporting decision
method that analyses the risk of a set of pre-selected SPs
based on collaboration and infrastructure KPIs to compose
Virtual Organizations (VOs). A computational prototype was also
specified and used to execute a set of tests to assess the proposed
risk analysis method. Results show the consistency of proposed
method.
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I. INTRODUCTION

Nowadays, the service provisioning is one of the major sources
of revenue in the in the Internet as a whole. Particularly,
the evolution of Peer-to-Peer Service Overlay Networks (P2P
SONs) [1], [2] is providing a suitable environment for
companies to make their services available to the global user
community. The joining of the SON and P2P fields offers
a high potential for handling services, by creating dynamic
and adaptive value chain networks across multiple Service
Providers (SPs). Moreover, a wide range of services can be
made available, as well as an environment where price and
quality can be competitive differentials [3].

The P2P SON concept applies to a broad range of network
architectures. This paper deals particularly with the Virtual
Organization (VO) one. A VO is a temporary and dynamic
strategic alliance of autonomous, heterogeneous and usually
geographically dispersed companies created to attend very
particular business opportunities [4], [S]. In this sense, the
P2P SON provides an environment for VO formation and,
additionally, enhances benefits to its members (SPs), that is,
sharing costs, bandwidth and others [1].

Although the mentioned advantages of using P2P SON can
improve the VO formation process, the natural VO networked
structure faces additional risks than other general forms of
organization. These additional risks come, in part, from the
increasing sharing of responsibilities among companies and
their dynamic nature of relationships [6]. The problem is that
there is a lack of more systematic and integrated methods
to handle the several dimensions of risk, which includes
both intra-organizational and inter-organizational aspects of

the VO. Once the analysis of these risks is key to ensure the
VO’s proper operation, it should be complemented with the
support of these methods, which can provide more agility and
transparency in creating new VOs [7].

This paper presents an exploratory work, which
complements the proposals of [2] and [7], and looks
for answering how to properly analyse the risks in the VO
formation process, given a set of pre-selected SPs. In this
sense, this work increases the previous works by adding
an additional risk management level in the SP’s search
and selection process through a new risk analysis method,
named MARSP (Multi criteria Risk Analysis Method for
selecting Service Providers in P2P SONs). In the proposed
method, the SPs are two-stage evaluated, both individually
and collectively. The goal of the method is to measure the
level of risk and identify which SPs are most risky for the
VO formation. This will allow decision-makers to decide
wisely about which SPs should be effectively discarded for
a given business collaboration opportunity, and additionally,
the identified risks can be managed and hence mitigated
throughout the VO formation process.

The remainder of this paper is organized as follows: Section
IT addresses the problem of SPs search and selection in
P2P SONs and contextualizes it within the VO risk analysis
proposal. Section III describes the proposed method for VO
risk analysis. Section IV presents the preliminary experiments
conducted to evaluate the proposed method. Finally, Section
V concludes and discusses future directions.

II. GENERAL BACKGROUND

A. Service Provider Integration

As cited in Section I, different SPs can be grouped in
a given VO in order to accomplish a mutual goal, also
referred to as collaboration opportunity. These SPs might range
from non-governmental organizations to autonomous software
entities, by sharing costs, benefits and risks, acting as they
were one single enterprise [5]. The process of collaboration
among SPs in a VO is accomplished by means of interactions
between their business processes, which are usually supported
by a network infrastructure. This work addresses the use of
P2P SON to organize all the SPs committed with the eventual
VO formation. A P2P SON is an infrastructure designed to



provide services and, in the context of this work, it can be
seen as a breeding environment for the creation of VOs [8].

Regarding to the classical main phases of a VO life cycle
(creation, operation, evolution and dissolution phases) [9], this
paper focuses on the creation (or formation) phase, which
is seen in Fig. 1. Within the creation phase, this analysis is
carried out during the Partner’s Search and Selection step (left
circle), which was split in: the Best Peer Selection Service
(BPSS) module [2] and the proposed risk analysis method
(right circle). It is also considered that the SP’s search and
selection procedures are performed by a service management
architecture developed in [10], and specifically through its
BPSS module, which aims to select one SP from the set of
found SPs that fulfil a required service according a particular
metric.
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Fig. 1. Framework for the VO Formation Process. Extended from [9].

B. VO Formation Risk Analysis

The problem in choosing the most appropriate SPs to compose
a VO is critical. The concept of risk can be handled at
a number of perspectives [11], [12]. When applied on this
research context, the risk can then be viewed as a composition
of three basic elements: the general environment where it can
happens; its occurrence probability; and the scope of its impact
in the case of its occurrence [13].

In the state of the art review, some works related to risk
analysis for VOs have been identified. In [6], [14], thirteen
KPIs were identified as general risk sources in VOs, further
identifying the importance of each one. In [15], the problem of
risk mitigation in VO was discussed, and four processes were
identified to improve the level of VOs performance reliability.
In [16] two sources of risks were specified (external and
internal), and risk occurrence likelihood in the life cycle of
a VO was calculated based on them.

In spite of these reviewed works and the insights we
have been taken from them, none have somehow formalized
how the proposed KPIs should be used nor provided means
to quantity VO partners risks before the VO formation.
Moreover, it was not identified proposals that specify a method
or procedure that aims to systematize the process of risk
qualification/quantification involved in the SP’s Search and
Selection for the VO formation. Thus, this paper presents

as a contribution a way to specify KPIs together with a
mathematical method that enable measuring the risk in the
VO formation.

C. Risk Sources Identification

The way the risk is represented should be aligned with
the organization’s goals so that the most important ones
can be determined for further and more proper management
[13]. Therefore, six main risks sources regarding VOs were
identified, where three of them related to collaboration aspects
and other three related to network infrastructure aspects. The
collaboration risk sources are proposed by [6]:

o Trust: The degree of trust that exists between SPs is
directly related to the amount of partners believe in
honesty, generosity and overall competence of the others;

o Communication: Communication between the SPs in a
VO is directly linked to the correct information about
parts, products and services, collaborating in solving
conflicts, sharing practices, among others;

o Commitment: Commitment is related to the attitude of
VO members with each other, that is, it considers the
contributions and agreements made by and among them
for a business.

In addition to the risk sources related to collaboration
aspects, there are the other three sources that concerns to
infrastructre aspects proposed by [17]:

« Distance: represents the Euclidean distance between the
requestor and the provider peer. It is based on the Internet
delay model, which was built with real data [18].

o Delay: the time it takes to transmit a data packet from
the source through routers and network links towards the
destination;

o Jitter: statistical variation of the delay.

As a matter of quantification, the six previous risk sources
will be seen in this work as KPIs, where three of them (trust,
communication and commitment) defined under the term Col-
laboration KPI between SPs and three of them (distance, delay
and jitter) defined under the term Infrastructure KPIs.

III. THE PROPOSED METHOD

In general, the main goal of the proposed risk analysis method
is to add another support dimension for decision-making,
identifying and measuring how risky is each of those SP
candidates involved in the VO formation process. The devised
method for risk analysis is presented in Fig. 2. The input of the
proposed method is a list of pre-selected SPs (through BPSS
simulation) in a P2P SON environment. The method splits the
problem into two stages: the first phase does the individual risk
analysis applying the Event Tree Analysis (ETA) [19] method.
The second phase does the risk analysis taking the group of
SPs as a whole into account, applying the Analytic Hierarchy
Process (AHP) method [20].



1) Individual Risk Analysis: In the first phase, it is
performed an individual risk analysis for the pre-selected SPs.
ETA is particularly suitable for risk analysis of systems where
there are interactions between several types of probabilistic
events, whether dependent or independent [19]. It uses a visual
representation based on a logical binary tree structure, known
as Event Tree (ET), as shown in Stage 1 of Fig. 2.
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Fig. 2. MARSP Architecture.

An ET is a probability tree, which deals with two possible
conditions: success and failure. It also has three basic
components: initial event; intermediary events; and outcomes.
The initial event begins the ET creation process. In this
work, it corresponds to one pre-selected SP, and the assigned
probability (Prg) is always 1 (or 100%) in the beginning [19].

Next step consists of specifying the intermediary events
for each of the two ETs that will be built. These events
are represented by the two groups of (three) KPIs presented
in Section II-C: trust, communication and commitment for
the Collaboration ET; and distance, delay and jitter for the
Infrastructure ET (Stage 1 of Fig. 2). They are used to quantify
the risk of a particular SP on aspects of Collaboration and
Infrastructure, and also to generate the two ETs by assigning
success and failure probabilities for each them.

The criteria to assign the KPIs probabilities to each SP
take the historical values analysis of the KPIs that were
assigned to it in past VOs participations [21]. This analysis is
fundamentally based on statistical inferences by quantifying

both the central trend and variability of historical values.
The central trend analysis is performed by calculating an
exponentially weighted average index (EWA) [22] for each
group G of historical KPI values of a given SP (where G = 1
for Collaboration KPIs; and G = 2 for Infrastructure KPIs).

The EWA is currently used in financial risk analysis and
supply chain management being popular in practice due to its
simplicity, computational efficiency and reasonable accuracy
(giving more importance for the most recent values in an
exponential factor) [22]. The EWA for a KPI k£ of a SP p
is formally defined by Eq. 1:
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where © = {x1,29,..,2,} means a non-empty set
of historical KPI values and w represents a normalized
exponential decay constant. After calculating the EWA for
each SP, the Maximum Quality Index (MQI) value is assigned
as the higher value among all the results obtained with the
EWA results of a given K,f for different SPs (that is, for
p=1,2,...). The MQI is calculated for each KPI and used as a
performance reference for all others SPs that will be assessed.
In this sense, considering k the number of used KPIs for each
group (three) and p the number of SPs present in each of these
two groups, Eq. 2 shows the MQI calculation procedure:

X (p) = (1)

MQIF = mazy, (X (p)) VpeSP 2

For instance, Fig. 3 shows a graph with hypothetical
KPI values about trust (intermediate event K PI; of the
Collaboration ET) associated to a SP. The value of the MQI
assigned for this KPI was set up as 6.7 (this value is the
highest EWA value calculated for all SPs using the KPI trust).
Nevertheless, it is obvious that, when taking into account only
the highest MQI, a few KPIs will reach an acceptable success
probability. For this reason, a variability metric is welcome in
this scope. The metric used is the standard deviation (SD) of
MQI. Therefore, the acceptable interval will range not only
values above 6.7, but also includes the SD interval, which are
2.4. So, the acceptable range turn to 6.7 — 2.4 = 4.3.
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Fig. 3. Trust KPI historical values for a given SP.

The values assigned to each KPI of each group are
normalized and can vary from O to 10, being associated



with a probability of success rate which varies from 0 to 1,
respectively. Therefore, assuming that each SP has participated
in npa past VOs and since that ngr represents the number
of SP’s previous participation in VOs where its KPIs values
are higher than MQI,? — SDkG (with an * in Fig. 3),
Eq. 3 calculates the KPI success probability for the current
participation.

nR
Pr(KS) = — 3)
() = oo
The failure rate for a given KPI is represented as Pr (K_ E)
by the following equation:

Pr (K_,f) —1- Pr(KE) (4)

According to Fig. 2, the success and failure probability rates
are calculated for all the two groups of KPIs that compose the
Collaboration (at the top) and Infrastructure (at the bottom)
ETs of a SP, which are presented by two groups of three
intermediate (and independent from each other) events that
populate each ET. Event K21, for instance, would be related
to KPI communication (Collaboration ET), with success and
failure values of P(K3) and 1—P(K3), respectively, while K3
is related to KPI jitter (Infrastructure ET), with probabilities
of success and failure of P(K?) and 1 — P(K3), respectively.

After assigning all probabilities for all two ETs branches, it
is necessary to identify if the SPs are minimally qualified to
compose a VO. For this, a calculation is performed to obtain
the final probabilities for all event combinations composing
the ETs. They are determined for each of the 2/%! branches
of each ET (number of elements in K') and are calculated by
multiplying the probabilities of events that compose each path.
Finally it is applied the dot product calculation in the set of
results obtained in each of the two ETs, in order to obtain the
level of risk for each SP.

The presented concepts can be formalized as follows:

Let SP = {SP,,SP,...,SP,} be aset of n SPs previously
selected, where each element in this set is associated with a
different type of service activity that is being requested in a
business. For each SP,, let K¢ = {K{ K¢ K{} a set
of three KPIs, where for G = 1, it has been associated three
Collaboration KPIs, and for G = 2 it has been associated three
Infrastructure KPIs, and Pr (K ,? ) the probability function
associated with each event K7 (as defined in Eq. 3).

Now consider P¢ = {PF,PQG,...,P‘%} as a set of all

possible outcomes from the 2/*| event combinations in each
of the two ETs. The procedure for obtaining these sets was
performed using a Binary Search Tree (BST), which travels
2K| different paths and assigns a value to each element of
PC, as shown in Eq. 5:

ol K| K|
PC=J |Pig* [[wiig.k 1) ®)
k=1 =1

where P,. is the initial probability of the SP. The function

w, as shown in Eq. 6, performs a binary search in the tree,
returning a path element from each iteration. Values ¢ and
j correspond, respectively, to the beginning and ending of
the search, and have i = 0 and j = 25| as initial values.
The value k corresponds to the index of the sought element
(an element of P%) and [, the current level of the tree. The
sequence of events can be viewed in Stage 1 of Fig. 2.

] PRy = k<
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where ¢ = (i + j)/2. After calculated the probabilities of all
possible outputs P¢ for a SP,, it will be applied the dot
product calculation over all the elements of Pl and P2, as
formalized in Eq. 7. The use of the dot product as operation
between the different P“ sets is justified by the possibility of
simultaneous occurrences of two equals events, but in different
ETs. For example, assuming that in Stage 1 of Fig. 2, P} =
0.7 (Collaboration ET), which represents a probability of 70%
chance of the combination of three events (success for K1, K4
and K1) occur. Similarly, if P? = 0.8 (Infrastructure ET), it
means that the same sequence of events (success for K7, K3
and K?) also occurred. Thus, using the dot product between
the (two) values P! and P2, it can be obtained the final risk
level of the SP,, (which is represented by S,,):

2l K1

S, =P'.pP?= Z P! p? (7)
=1

The final probability values obtained by Eq. 7 will be used
to measure and analyze the SP’s risk collectively.

2) Collective Risk Analysis: The second phase of the
MARSP method aggregates the results provided by the first
phase (that is, the risk level of each pre-selected SPs) to
calculate the VO success probability as a whole (if the VO
formation can succeed or not). To perform this, it is used the
Analytic Hierarchy Process (AHP) [20], as seen in Stage 2
of Fig. 2. In AHP, the problems are arranged in a hierarchy,
starting from the more general element (usually the goal) to
the most specific elements (often alternatives). In this paper,
the AHP is specified by two components: the goal and the
alternatives. The goal of AHP is to determine the overall VO
risk. The alternatives consist in the individual risk levels for
each SP (S,) obtained through the individual risk analysis
(Stage 1 of Fig. 2).

For each alternative S; there is also a correspondent weight
w;, which determines the degree of importance of each SP;
regarding the VO. In this work, the degree of importance
of each SP is determined by an external entity named VO
Manager [5], which is seen as the main decision maker.
Therefore, the VO Manager plays a key function in the process
of evaluating the VOs since he will inform which SPs have
greater or lesser importance, so prioritizing some specific SPs
in relation to the other ones.

For example, given a VO in the formation process,
composed by three SPs (as illustrated in Fig. 2), each SP
will have a level of importance (weight). In this sense, the



VO Manager can change the weights w; according to the
degree of importance that is assigned to each S P;. This feature
increase the robustness of the method when compared to other
techniques, by determining collectively the influence that each
SP has within the VO and the level of risk of each one will
impact the level of overall risk of VO.

Accordingly, let Wy, Wy, ...,W, is the weight of each
alternative S1, S9, ..., S, associated the goal. The overall goal
(measure the risk level of the VO) is represented by Ry o
whose simplified calculation procedure is shown in Eq. 8:

Ryo=1->_W;S; 8)
i=1
From the calculation presented in Eq. 8, is obtained the
overall level of risk in the VO formation, considering the
importance of each SP in the process.

IV. EVALUATION
A. Computational Prototype

The developed prototype was split into two modules: BPSS
(Best Peer Selection Service) and DFRA (Decision Framework
for Risk Analysis). The first module implements the BPSS
model developed by [2] (view Section II-A) by using the
PeerFactSim.KOM discrete event simulator [23] to make
available the process for SPs search and selection. On the
other hand, the DFRA module focuses specifically on the
risk analysis methods simulation. This model was integrated
with BPSS in order to group the pre-selected SPs into a new
potential VOs and to perform a MARSP evaluation.

B. Simulations Setup

The data (set of SPs) was taken from the CAIDA project
and MaxMind GeolIP database [18], which also provide
the geographic position and delay of each SP. From these
metrics, the values of the Infrastructure KPIs (bandwidth,
jitter and Euclidean distance) are calculated. The values of
the Collaboration KPIs assigned for each SP follow a linear
distribution (varying from O to 1 with intervals of 0.01) during
the simulation, due to the difficult to measure them in real
scenarios. It is also considered that each SP has participated
at 10 previous VOs (in average) when it was selected.

For the sake of simplicity, the importance of each SP in a
VO is equally established. The range of values that determines
the risk level of a VO (100 possible values) is generalized
by the following evaluation scores [16]: [0.0;0.25]: very low
(L1); [0.25;0.50]: relatively low (Ls); [0.50;0.75]: relatively
high (Ls3); [0.75;1.00]: very high (Ly).

C. Results

The results presented in this section aim to evaluate the
categorized level of risk in the formation of VOs, given a set of
previously selected SPs. Due to the originality of the proposed
method, that is, given the lack of methods in the literature
that enables an efficient comparative analysis, it was sought
to direct the analysis of the results regarding the performance
aspects of the method. Specifically, this work explores its

scalability, which is related to the variation in the number of
SPs that will compose a VO. The procedures for evaluating
these VOs are mainly divided into two phases: 1) performs
the process of SP’s search and selection through the BPSS
model; and 2) using as input the pre-selected SPs to group
them into a consortia and measure (through Collaboration and
Infrastructure KPIs) the category of risk of their collaboration
in composing a new VO.

The results comprise six different scenarios, where each one
represents a set of simulations for VOs formed by 3,4, ...,8
SPs. Fig. 4 presents the results of simulations, showing, for
each scenario:

e The amount of VOs (in %) who achieved level risk
associated with each rating category (Ly, Lo, Ls and Ly
respectively). These results are represented by the 4-bar
cluster in Fig. 4 and related with the left vertical axis;

o The average of the absolute risk values of all simulated
VOs (in %). These results are represented by the line
in Fig. 4 and are related with the right vertical axis. In
addiction, the standard deviation is calculated for each
scenario, basing in a confidence interval of 95%.

Specifically, each scenario includes the simulation of 100
formed VOs from a database of 300 SPs in a P2P SON.
Therefore, it was performed 100 times the two aforementioned
phases (where each simulation was repeated 10 times to obtain
average results), resulting in 100 possible VOs to be analyzed
for each scenario.
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Fig. 4. Distribution of the risk classifications and average simulations

involving six different scenarios for the formation of VOs

From the results shown in Fig. 4, one can see that most
of the evaluated scenarios presented a very high (L4) or
relatively high (Lg3) level of risk in forming VOs. Moreover,
the amount of VOs in these two categories were enhanced
when there is an increase in the number of SPs for each
VO. The high risk classification (Ls and L4) that appears
in all scenarios reflects some aspects that regard to the
individual performance of each SP, that is, a SP can have
good classification of its Infrastructure KPIs, but lack the
collaboration necessary to ensure good performance of the VO



and vice versa. Since this factor is very important in deciding
the individual risk classifications of the SPs, it consequently
affect the performance of the VO as a whole.

Regarding the average level of risk for each scenario (line
in Fig. 4), one can note that there is a increase in its value
when increased the number of SPs in VOs. It occurs because
the more SPs are being analyzed, the greater becomes the
probability that the previously selected SPs have KPIs with
values on many different levels. As the risk analysis carried
out by the proposed method bases on the average presented
by the SP with have the greater KPI values (MQI — Section
III), the presence of SPs with low KPI values increases the
likelihood of differences between KPI values, thus increasing
the level of risk as a whole.

In this sense, it can be concluded that the method favours a
more rigorous evaluation when is encompassed an increased
number of SPs per VO, and therefore should be taken into
account a greater prevention and control of risk in order
to provide greater security in a future operation of the VO.
Moreover, for all SPs that will compose a VO, it is necessary
that all their KPIs (Collaboration and Infrastructure) have
reasonably acceptable values. Otherwise, they can compromise
the proper working of the VO.

V. CONCLUSION

This paper presented an exploratory work that addresses some
issues related to VO risk identification and measurement.
Overall, risk analysis has become a key element in VO
planning since small errors can lead them to impairment as a
whole. For this reason, it is proposed a new method to perform
a risk analysis in a set of Service Providers (SPs) that are
going to compose a Virtual Organization (VO). The presented
method, named MARSP, is composed of two stages. The first
stage performs an individual risk analysis for all pre-selected
SPs, by basing it on ETA analysis. Having as input the results
from the first stage, the second stage calculates and analyses
the global risk considering all SPs together. It applies the AHP
method to accomplish that.

In order to assess the MARSP behaviour, there was
performed a simulation that involved sets of pre-selected SPs,
which have been taken in [2]. The assessments explored the
performance of the method regarding its scalability, that is,
evaluating how the method behaves in accordance with an
increasing number of SPs composing a VO. The level of
effectiveness required for each SP to compose a VO is higher
and it is strongly influenced by both aspects of collaboration
and network infrastructure in which the SPs are inserted.
Therefore, to effectively form a VO, it should be aligned
a strict amount of SPs that have strong collaborative ties,
together with quality of the network service.

Likewise, the presented method contributes to a more
concrete way to express, measure, assess and deal with the
risks in VO formation, both individually and collectively, while
focusing only on SPs. Nevertheless, the use of the method in
the process of risk analysis provides an evaluation with a lower
level of subjectivity, discarding SPs or not, before composing a

VO, according to the established criteria. The next steps from
the results obtained in this work includes testing the method
in near-real scenarios as well as well as the comparison with
other decision support methods.
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