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Abstract Collaboration is key to foster and leverage business. Management tech-
niques regarding organizational issues involved in collaborative working between
partners require special attention. Particularly, Virtual Organizations (VO) have
raised as cornerstone to enable intelligent attendance to Collaboration Opportunities
(CO). Therefore, the VO concept has emerged as one of the most promising forms
of collaboration among companies by providing a way of sharing their costs, bene-
fits and risks, in order to attend particular goals. In general, organizational goals are
achieved through management processes, whose result depends on the performance
of several areas such as planning, design, development and decision making. Partic-
ularly, intelligent decision making can be accomplished using techniques that take
into account information regarding indicators on the environment being analysed.
Therefore, this chapter elaborates on the decision making using Data Envelopment
Analysis (DEA) and Fuzzy Logic on partners’ selection process complying particu-
larly with the risks involved in VO formation process.
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1 Introduction

In the last years, a wide variety of new organizational forms has emerged as a re-
sult of many socioeconomic challenges faced by society [13]. In fact, companies
are specializing themselves and collaborating with each others, thus leading them
to a more effective competition with other entities or groups in the markets. At the
same time, the advances and the use of information and communication technolo-
gies (ICT) clearly facilitated the process of collaboration between companies, by
providing a way in which the distance is no longer a major problem [7].

Among several forms of collaboration, the so called Virtual Organizations (VOs)
have been indicated as appropriate to address these issues, by providing a more
dynamic and flexible way to deal with the market demands. A VO consists in a
temporary alliance of autonomous, heterogeneous and usually geographically dis-
persed organizations that come together to share skills (or key competencies) and
resources in order to attend to Collaboration Opportunity (CO) [24]. There are four
main phases regarding VO life cycle: formation, operation, evolution and dissolu-
tion [5]. This chapter focuses at the formation phase, which is seen as critical to
ensure the correct VO operation and evolution.

One of the issues regarding the formation of VOs that have to be faced refers
to how their partners are selected. In this chapter, a VO is seen as a set of Service
Providers (SPs) that have previously agreed to collaborate in a mutual goal. It is
also assumed that SPs are members of long-term alliances (like Virtual Breeding
Environments — VBEs) [1] so sharing some minimum and common collaboration,
working, quality and performance principles.

Several works in the literature have approached the problem of selecting partners
for VO composition via an analysis focused on members’ competences and capabil-
ities [30, 4, 17]. Nevertheless, there is another critical factor that must be considered
for the successful formation of a VO, which refers to measure the risk of each SP,
and consequently to the overall VO. However, there is a lack of more systematic
and integrated methods to handle the several dimensions of risk, which includes
both VO intra and inter-organizational aspects.

In this sense, this chapter aims to elaborate on a method that analyzes and mea-
sures the risks for a set of SPs to compose a VO, through the combination of Data
Envelopment Analysis (DEA) [8] and Fuzzy Logic [36]. By means of a set of quan-
titative analysis, VO managers can have better information to decide about which
SPs should be effectively discarded or not on a given business CO and, additionally,
the identified risks can be managed and mitigated throughout the VO formation
process.

The remaining chapter is organized as follows: Section 2 presents the problem
context and related work. Section 3 specifies the proposed risk analysis method. Sec-
tion 4 presents the set of experiments conducted to evaluate the proposed method
and also presents the final results. Finally, Section 5 concludes the chapter and out-
lines some future work.
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2 Problem Context and Related Work

Risk management has emerged as an important contribution to most fields related
to decision making and control management. When dealing with a network of inter-
relationships between organizations (e.g., a VO), risk management should be asso-
ciated with the entire network [18]. It means that, in addition to the traditional envi-
ronmental and organizational sources of risk, the VOs face a third category, called
network risk, which is associated with the interactions between the participants [2].

The concept of risk is vast and can be handled in several perspectives [20, 23].
In brief, risk can be defined as the probability the occurrence of an event that causes
a negative or positive impact on the organization’s goals when it takes place [32].
Specifically in this work, the risk is characterized by the potential for one or more
members, which are able to compose a VO, do not to perform correctly the tasks
assigned to them with respect to the requirements thus jeopardizing the VO compo-
sition. It implies directly in a need to identify and measure the risks associated with
VOs, through a systematic and well-defined process.

In the research review, a number of risk analysis methods has been identified as
potentially suitable for VOs, namely Failure Mode and e Effects Analysis (FMEA),
Fault Tree Analysis (FTA), Analytic Hierarchy Process (AHP), Analytic Network
Process (ANP), Event Tree Analysis (ETA), Bayesian Networks, Causal Network
Event Analysis (CNEA) and Ishikawa Diagram [32, 12, 29, 28, 26]. Two methods
were selected as the most suitable ones for this work: Data Envelopment Analysis
(DEA) [8] and Fuzzy Logic [36]. DEA is able to handling multiple entries and
model them in form of productivity, which is interesting in the context of this work,
given that KPIs are used for evaluate the risk of the SPs and the risk is associated
to their abilities to comprise the requirements. Further, using a fuzzy system allows
risk experts define their own rules, adjusting them according to the interests of the
organization.

In this way, there is a number of works related to risk analysis for VOs. In [2,
3], thirteen general risk sources in VOs were identified, which four of them were
selected for this work due to their relevance: trust, communication, collaboration
and commitment [2]. In this work, they are modeled as Key Performance Indicators
(KPIs), and their values are provided accordingly [17]. Also, it is assumed that every
SP has a set of historical values for each one of these KPIs, regarding to past VO
participations.

In [15], the problem of risk mitigation in VO was discussed, and four processes
were identified to improve the level of VOs performance reliability. In [19] two
sources of risks were specified (external and internal), and risk occurrence likeli-
hood in the life span of a VO was calculated based on them. [21] and [14] consid-
ered the fuzzy characteristics and the project organization mode of VOs to propose
Multi Strategy Multi Choice (MSMC) risk programming models. In [25] was pre-
sented a competence model to support efficiently the process of partner’s selection,
which works in the context of Service-Oriented Virtual Organization Breeding En-
vironments. [16] showed the relationships between most appropriate decision mech-
anisms to improve the overall performance of risk management in VOs. In addition,
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two mechanisms of decision making have been introduced, one of them being cen-
tralized and the other distributed.

Specifically in a context where SPs are involved, in a previous work [31] it was
presented a method for risk analysis in VOs, which uses the same criteria used to
perform risk analysis in this work. That method, called MARTP, initially performs
an analysis of individual risk for all pre-selected SPs, using Event Tree Analysis
(ETA) [12]. Then, it calculates and analyzes the overall risk of VO, considering the
SPs collectively, using Fault Tree Analysis (FTA) [12].

3 Merging DEA and Fuzzy Logic

The VO formation is triggered by the emergence of a CO, and thereafter consists
of several steps. More specifically, the SPs’ Search and Selection step is key for
the success of VO formation [2] and can be divided into two stages. The first stage
is responsible for selecting, among all VBE participants, SPs that fulfill the CO
requirements. Then, at the second stage, these selected SPs are submitted to the risk
analysis, which is the focus of this work.

In the example shown in Figure 1, it is supposed the formation of a VO requiring
three different services (A, B and C). Thus, given a VBE with a set of several SPs,
those that offer the services A, B and C are joined into clusters (C4, Cp and C¢).
Then, the first stage of the proposed method selects an SP for each service (SPy,
SPp and SPc) according procedures presented by [17]. The second stage receives
the historical values of all SPs both selected and not selected for the three services,
which it is needed due to DEA compare all the SPs of a same service. Next, these
values are submitted to linear regressions for providing the necessary data for DEA
to determine the efficiency of the selected SPs.

Besides the efficiency of SPs based on their historical KPI values, the method
also considers the importance of each service. The importance means the impact a
failure has on the operation of VO as a whole, and its value is defined by the VO
manager [6]. Then, given these information, fuzzy logic is used to calculate the risk
of the VO failure due to a failure of a particular SP. Finally, the VO risk is calculated
by averaging the individual risk of its SPs. The entire procedure for calculating the
risk of each SP will be presented in the following subsections.

3.1 Data Envelopment Analysis

Data Envelopment Analysis (DEA) [8] is an approach for evaluating the relative
efficiency of a set of peer entities called Decision-Making Units (DMUs) [10]. The
DMU concept is defined to allow flexibility in its use over a wide range of possible
applications, and in general is regarded to any entity that can be evaluated in terms
of its abilities to convert inputs into outputs [9]. These evaluations take a variety



Title Suppressed Due to Excessive Length 5

Stg. 1. SPs' Search and Selection

r
|

VO .
MGR Service

&Importance
i RISK
'EXPERT
! &Fuzzy Rules
Fuzzy Sets
I 2 2 s erciency_ ¥V
‘| LINEAR DEA > Fuzzy ||
' 'lREGRESSIONS » LOGIC ||
! Outputs SPRisk y § ¥ i

Stg. 2. Risk Analysis VO E{Tsi -

O Service Provider (SP) Q Cluster (C)

Fig. 1: Overview of the proposed method.

of forms, such as cost per unit, profit per unit, and so on, which are stated as one
of the most common efficiency measure, called productivity, and can be calculated
through the ratio output/input. This ratio is usually referred to as “partial produc-
tivity measure”, distinguished from “total productivity measure”. This latter, takes
into account multiple inputs and multiple outputs and it is composed by the ratio be-
tween the weighted sum of the outputs, and the weighted sum of the inputs, making
need to determine the weights of each input and output.

In order to avoid the necessity to inform these weights, DEA measures the rel-
ative efficiency of the DMUs. In this sense, the efficiency of the DMUs is relative
to that is more productive, that is, the difference between it and the most efficient
DMU. This is calculated by solving a Linear Programming (LP) problem. Thus,
consider n DMUs to be evaluated. Each DMU consumes m different inputs to pro-
duce s different outputs. More specifically, DMU; consumes a quantity x;; of the in-
put i € [1,m] and produces quantity y,; of the output r € [1,s]. Also assume x;; > 0
and y,; > 0. Finally, considering that n optimizations are required, one for each
DMU, over analysis, where o = 1,2, ..., n, the LP that solve this problem is P.1 [10].
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where 7 is the relative efficiency of DMU,, u, and v; are, respectively, the input and
output weights, and U, is a real scale factor.

As already mentioned, the role of DEA in this work is to calculate the efficiency
of the SPs selected to form a new VO. In this way, the SPs are regarded as DMUs and
therefore they must consume some input to produce some output. In order to define
what are those inputs and outputs, it is important to highlight that the efficiency of
an SP should be measured regarding to its risk level, which is characterized by its
potential to not comply with the VO requirements (Section 2). That is, the lower the
risk of an SP to fail with its responsibilities, the greater should be its efficiency. Since
the input and output variables are the basis for calculation of the SPs’ efficiency,
the relation between the risk level and efficiency is established by defining these
variables accordingly risk analysis criteria. In this work, this is done by an analysis
of the historical series of the SPs.

3.1.1 Determining input/output values

According to [32], variability of a data set is a major component responsible for
the difficulty in predicting future events, being considered a risk factor. Therefore,
the greater the variability of the historical values of an SP, the greater the unpre-
dictability on its future values, increasing the risk associated to this SP. The input
and output values are related to the KPI predictability of the SP and, in this work,
they are measured by repeated calculations of linear regressions over the historical
values, obtaining the so called estimated values, as seen in Figure 2.

More specifically, for each risk KPI of a specific SP, it is calculated a linear
regression for the first two participations in a VO, in order to estimate the value of
the third, and then for the first three, estimating the fourth, and so on, until the m — 1
participations, where the value of the last participation is estimated. The procedures
for obtaining the input and output values will be presented as follows:

Let K = {K1,K2,K3,K4 } the set of KPIs earlier mentioned (trust, communication,
collaboration and commitment), respectively. Let also Hy; = {hy,ha, ..., h, } the set
of historical (real) KPI values and X;; = {x1,...,x,—1} the set of estimated values
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of the KPI i for the SP k on the m past VO participations, Figure 2 illustrates that
process.

4 Diff
\ Difference between real and estimated values
— Linear regression

Estimated values

B Real value

KPI value

hy i hy X by x3hy .. Xpohy
Previous VO participations

Fig. 2: Calculating input and output values through linear regressions

The efficiency of an SP takes into account the difference between the real and es-
timated values, that is, the efficiency should be increased when the SP performance
is greater than the expectation. Thus, from the point of view of inputs and outputs
adopted by DEA, the average of the estimated values can be considered as inputs
and the average of the actual values as outputs.

However, considering only the average is not sufficient, because an SP can have
high average but also large fluctuations in their historical KPI values, which makes
it a riskier SP. Therefore, the final calculation of the inputs and outputs also takes
into account the standard deviation of the data. Since the purpose of the DEA is to
maximize the ratio outputs/inputs, the standard deviation of historical values (out-
puts) is subtracted from the mean. Therefore, the greater the deviation, the smaller
the resulting value, and consequently the worse the efficiency. Likewise, the average
of the estimated values (input) is added to the standard deviation.

Moreover, aiming to increase the efficiency of increasing historical, average his-
torical values are proportionally increased to the (m+ 1)th expected value (obtained
by calculating the linear regression for all historical values). Thus, when historical
values are increasing, the expected value (and consequently the efficiency) will be
higher than for decreasing data. Since X}; and Hy,; correspond, respectively, to the
average of the estimated and real values for KPI i from SP k, the input and output
variables to be used by DEA are given by Equations 1 and 2, respectively.

Iii = Xii + 0 (Xii) =
Okt = (Fig + Flg wxmr) — 0 (Hy) @
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Then, these input and output values are used for solving, for each service, the
linear programming problem earlier presented, providing the efficiency of each se-
lected SP. The SPs’ efficiency is then used as input for the fuzzy system presented
on the next step.

3.2 Fuzzy Logic

This step aims to calculate the individual risk of the selected SPs, i.e., the risk of
the entire VO fails due to a failure of a specific SP. This analysis takes into account
two factors: 1) efficiency of the SP; 2) impact of the failure of an SP on the VO as a
whole. As determined in the preceding step, the higher the efficiency of the SP, the
lower its risk of failure. Also, if the service provided by that SP is not crucial to the
VO, i.e., the impact of a failure is not so great on the success of the VO as a whole,
the lower the risk of the VO failure due to that SP.

It can be noted that both factors are derived from human evaluation, where the
first is calculated by DEA from historical values (which were assigned by the part-
ners in past participations in VOs), and the second should be informed by the VO
Manager (as shown in Figure 1). Fuzzy logic [36] is specially helpful when in-
volving human assessment, which is the case for risk management, where humans
usually evaluate the risk by using linguistic expressions like “high” or “low” [11].
Moreover, the handling of linguistic expressions in the definition of the expert rules
or of the available information have been one of the main applications of fuzzy the-
ory [35]. This becomes important since defining expert rules is key for solving a
wide range of real world problems, which in most cases needs a systematic repre-
sentation of human knowledge [33].

Therefore, fuzzy logic is used in this work for establishing, through a set of expert
rules, a relation between the two factors earlier presented. To accomplish that, first
of all, it is necessary define fuzzy sets and label them using the called linguistic
variables, which should be done preferably by a risk expert in order to get more
accurate results. However, in this work they will be empirically defined and based
on literature review [34].

The following linguistic variables were defined: provider efficiency, service im-
portance and VO risk. Each variable can take five values: Very Low (VL), Low (L),
Moderate (M), Very High (VH) and Extremely High (EH). Table 1 presents the set
of 25 rules used in this work (result of all combinations of values for the three lin-
guistic variables), which represents the influence of the relationship between the SP
efficiency and the service importance for the VO as a whole. The rules have the form
of the following example: “If the provider efficiency is very low and the service im-
portance is extremely high, then the VO risk is extremely high” (“EH” in first line,
last column).

The set of rules have been defined, it is also necessary to define the membership
function and the defuzzification method. That done, the fuzzy system is able to make
inferences over the entries, which are numeric values that represent the SP efficiency
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Table 1: Set of fuzzy rules proposed in this work

. Provider Efficiency
Service Importance T T
EHVH M L VL
VO Risk

Extremely High (EH) M VH VH EH EH
Very High (VH) L M VH VH EH
Moderate (M) L L M VHVH
Low (L) VL L L M VH
Very Low (VL) VLVL L L M

and the service importance, and determine the VO risk for that SP. According [11],
the triangular membership function (represented in Figure 3) is one of the most used,
and thus applied in this work for all fuzzy sets. For the same reason, the Center of
Gravity (CoG) method was used for defuzzification process [27].

A

Very Low Low Moderate High Very High

0.0 0.1 0.2 03 04 05 06 0.7 0.8 0.9 1.0

Fig. 3: Membership function for all the fuzzy sets.

Since the fuzzy parameters are defined, then the process of inference can be
started. This process should be performed n times, one for each selected SP, and
for each run the outcome corresponds to the risk R; of the VO failure due to a SP,
failure. Finally, the overall VO risk , i.e., the risk of the VO failure due to one or
more SPs, is calculated by Equation 3.

n Ri
Ryo = Z o 3)

i=1
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4 Results and Discussion

This section aims to evaluate the proposed method and compare it with the MARTP
[31]. This analysis is performed through simulation process and is focused on how
both methods measure the risk of SPs that have different historical trends. For ex-
ample, it is expected that an SP that has more constant historical KPI values and a
reasonable average, present less risk than an SP whose performance is decreasing.
Therefore, it is interesting to analyze whether the methods reflect the expectations
or not.

For this purpose, the simulation scenario is composed by SPs with historical KPI
values based on different probability distributions [22]: linear, triangular, exponen-
tial increasing, exponential decreasing, beta increasing and beta decreasing. The
SPs historical values are generated by using the “shape” of these distributions (Fig-
ure 4) , which is obtained from a frequency distribution calculation.

ol

Linear Triangular Exponential Exponential Beta Beta
(increasing) (decreasing) (increasing) (decreasing)

Fig. 4: Shape of the probability distributions used for forming the SPs’ historical
values.

The simulation considers the services A, B and C (i.e, three clusters (see Sec-
tion 3)) each with six SPs (one for each distribution). Hence, six potential VOs are
formed by one SP of each service, as in Figure 5.

Linear SP

Triangular SP

Exponential (increasing) SP
Exponential (decreasing) SP

Beta (increasing) SP

@O0 O
®@ 00 0
SEORUNONONG)

Beta (decreasing) SP

® @000 00

Potential VOs

Fig. 5: Potential VOs formed by SPs of services A, B and C.
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Since all SPs are generated and joined into potential VOs, both the methods are
applied for analyzing the risk level of the SPs and the VO formed by them, whose
results is shown in Table 2. There, the cells correspond to the risk of the SPs and
the VOs, as well as the mean and standard deviation. The results were obtained by
considering importance as 30%, 50% and 70% for services A, B and C, respectively.
Values outside this range proved unrepresentative for the proposed analysis.

Furthermore, aiming to statistically enable the set of computationally generated
SPs, the set of historical KPI values of each SP is the result of the average of K
sets of historical values generated based on a distribution. In order to maintain the
representativeness of the data set, it was employed the sample size calculation of
[22] to determine the minimum sample size K = 42, considering a confidence level
of 95%.

Table 2: Risk level for VOs composed by SPs with historical values based on differ-
ent distributions for both methods under analysis.

MARTP Proposed Method

Distribution SPA SPB SPC VO SPA SPB SPC VO
Linear 0.56/0.00{0.00(0.19]0.00{0.00{0.00{0.00
Triangular 0.13{0.13]0.00{0.0910.40{0.61|0.68|0.56

Exponential (Incr.) [0.45]0.22]0.00|0.22(0.25|0.47]|0.650.45
Exponential (Decr.) {1.00{1.00{1.00|1.00(0.62{0.75]|0.75(0.70

Beta (Incr.) 0.00{0.00{0.00{0.000.20{0.20|0.43]0.27
Beta (Decr.) 0.51]0.51{0.58(0.53]0.56{0.75{0.75|0.68
Mean 0.44(0.31]0.26|0.34|0.33(0.46(0.54|0.44

Standard Deviation|0.35(0.38]0.43|0.37(0.23|0.30{0.29]0.27

Hence, from the results shown in Table 2, it can be seen that in average, both
methods have resulted in different risk levels (either to the SPs as to VOs as a whole)
when considered different historical behaviors. As expected, the distributions expo-
nential and beta (decreasing) obtained higher averaged risk level in relation to the
other historical behaviors for both methods (1.00 and 0.53, respectively for MARTP
method; 0.70 and 0.68, respectively for the proposed method), which is easily ex-
plained by the provision of their values (i.e., values start high and are decreasing
along the time series). It appears that the opposite is also true, i.e., the distributions
exponential and beta (increasing) presented lower averaged risk level for both meth-
ods (0.22 and 0.00 to the MARTP method; 0.45 and 0.27 for the proposed method).
The triangular distribution in turn showed differences in the risk level for both meth-
ods (0.09 to the MARTP method and 0.56 for the proposed method).

Finally, given that the proposed method has the variability of historical KPI data
as a criterion to measure risk, the SPs that were modeled by linear distribution
showed a risk level much lower compared to other SPs (0.00). This result is consis-
tent, because these SPs showed good performance and stability during all previous
VO participations, so there is no reason for them to have an increase in their risk
levels.
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However, except for this particular case, it is important to note that 0% or 100%
rarely exist in practice, and the method proposed in this work demonstrates to take
this aspect into account. One can clearly see the dissonance between the mean val-
ues of risk presented by both methods. While the method proposed in this work
provides more balanced average values, the MARTP computes most values as 0 or
1, which explains the larger standard deviations for it. Moreover, it can be seen that,
for the proposed method, the SP risk increases as its service importance also in-
creases (mean of 0.33, 0.46 and 0.54 for service importance 30%, 50% and 70%,
respectively).

5 Conclusion and future work

In general, risk analysis has become an inherent problem in Virtual Organization
(VO) formation since bad choices can lead to impairment as a whole. Therefore,
the delimitation of strategies for risk assessment are key to ensure the success of
the VO. In this way, the main contribution of this work is to propose and develop a
hybrid method that combines Data Envelopment Analysis (DEA) and Fuzzy Logic
to quantify and measure the risk in a number of Service Providers (SPs) that are
going to compose a VO.

In order to assess the performance of the proposed method, simulations were
performed involving pre-selected sets of SPs. The simulations explored the compar-
ison between the proposed method and the method previously proposed in [31]. The
results shown that:

e the proposed method may be more or less critical for the assessment of SPs in
a given VO, and this analysis is strongly dependent on the importance of the
service assigned to each SP. In this sense, the VO manager plays a key role in the
evaluation of the VO process, since it is the one that informs which service will
have greater or lesser importance;

e the DEA has shown a good alternative for analyzing the risk in large sets of SPs,
given its ability to compare a given SP with all the others that offer the same
service category. It allows to know, among all other possibilities, if a given SP
is a good choice or not, thus providing a more realistic assessment of the whole
process;

e the proposed method provides more balanced results for the averaged risk of the
VOs, as well as more resilient analysis regarding the variation in the historical
behaviors of each SP in relation to MARTP method. This aspect becomes desir-
able in practice because there are many scenarios where SPs will present different
distributions in its historical values.

Likewise, the proposed method presented many advantages compared to other
methods in the literature. The first one is the ability to prioritize services accord-
ing to their real importance to the success of the VO. In this case, the use of the
fuzzy theory become advantageous, by supporting the manipulation of inaccurate
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data provided by humans. In real circumstances, one can modify the fuzzy rules
to fit them to the interests of the VO. The criterion for determining the inputs and
outputs of the method (which considers the variation in historical values of each
SP) comprises another contribution of this work. Thus, the risk of a SP is related
not only to their level of performance, but also its predictability. It should also be
noted that the SPs are all members of a long-term alliance (VBE), which tends to
tremendously facilitate collaboration between them and their measurement and per-
formance management, which are key elements in the proposed method.

The method was evaluated in a simulated manner and using hypothetical data.
In fact, it is very difficult to obtain data from companies and VOs, especially those
related to its performance and historical behavior. Therefore, as a future work, it
has been designed to test the method in real scenarios in order to compare it with
other methods that have the same goal. It is also intended to test the method using
different fuzzy rules in order to assess any changes in its behavior. Finally, we aim
to integrate the proposed method in a framework for VO formation process.
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