Data-Centric Federated Learning for Anomaly
Detection 1n Smart Grids and other Industrial
Control Systems

Tables with Experimental Paper Results

Dylan Perdigao Tiago Cruz Paulo Simdes Pedro Henriques Abreu
CISUC, DEI CISUC, DEI CISUC, DEI CISUC, DEI
University of Coimbra University of Coimbra University of Coimbra University of Coimbra
Coimbra, Portugal Coimbra, Portugal Coimbra, Portugal Coimbra, Portugal
dgp@dei.uc.pt tjcruz@dei.uc.pt psimoes @dei.uc.pt pha@dei.uc.pt

This document presents, in the next pages, the tables with the detailed results from
our experiments for both detection (binary) and classification (multiclass) scenarios.
Columns describe measured time spent for detection and classification, percentage of
minority class examples, and evaluation metrics. The improvement difference between
the two approaches (baseline and proposed approach) is colored in green.
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TABLE I

ATTACK DETECTION FOR BOT-10T DATASET (BINARY)

Substation Round  Strategy \ Time [s] Safe [%] Borderline [%] Rare [%] Outlier [%] \ Accuracy Recall Precision F1-Score AUC
High-Volt. 1-25 Baseline 107.0 90.19 + 13.13 8.46 £ 11.7 0.0 0.0 135£1.76 | 099 +£0.02 099 +001 097006 098+005 0.99=+0.01
Proposed method 89.0 95.76 £ 6.54 348 £5.33 038+ 1.15 038+ 1.17 1.0 £0.0 1.0 £ 0.01 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0
-18.0 +6% -5% +0% -1% +1% +1% +3% +2% +1%
1-50 Baseline 187.0 94.37 + 10.18 432 +923 0.01 £ 0.08 131 £1.52 | 099 £0.01 099+0.01 099005 0.99+0.03 1.0 £ 0.01
Proposed method 143.0 9771 £5.1 1.9 £ 4.16 0.19 + 0.84 02 +0.85 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0
-44.0 +3% 2% +0% -1% +1% +1% +1% +1% 0%
1-75 Baseline 276.0 95.83 + 8.58 288 £7.8 0.01 £0.07 129 + 1.44 1.0 £ 0.01 0.99 £0.01 099 +£0.04 0.99 +0.03 1.0 £ 0.01
Proposed method 209.0 98.46 + 4.27 1.28 +3.49 0.13 £ 0.69 0.13 £0.7 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0 1.0 £ 0.0 1.0 £ 0.0
-67.0 +3% 2% +0% -1% 0% +1% +1% +1% 0%
1-100 Baseline 372.0 96.54 + 7.57 2.17 £ 6.88 0.0 = 0.06 1.29 + 1.39 1.0 £ 0.01 1.0 £ 0.01 0.99 £ 0.03 099 £ 0.02 1.0 £ 0.01
Proposed method 273.0 98.76 + 3.74 1.04 + 3.06 0.1+0.6 0.1+0.6 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0 1.0 £ 0.0 1.0 £ 0.0
-99.0 +2% -1% +0% -1% 0% 0% +1% +1% 0%
Distribution ~ 1-25 Baseline 107.0 85.77 + 18.42 1233 + 16.56 0.25 + 1.1 1.65 +2.57 | 099 £0.01 099 +0.03 099003 098+0.03 1.0 £ 0.02
Proposed method 89.0 91.27 £ 9.44 6.14 £ 7.48 1.16 £ 2.72 1424223 | 099 +001 099 +0.02 099 +0.02 099 +0.02 1.0 £ 0.01
-18.0 +6% -6% +1% +0% 0% 0% 0% +1% 0%
1-50 Baseline 187.0 91.98 + 14.47 6.44 £ 13.1 0.13 £ 0.79 145+£238 | 099 +0.01 099 +0.03 099 %002 0.99+0.02 1.0 £ 0.02
Proposed method 143.0 91.9 £ 9.04 571742 1.66 + 3.11 0.73 £ 1.74 1.0 £ 0.01 099 £0.02 099 +0.02 099 +0.01 1.0 £ 0.0
-44.0 +0% -1% +2% -1% +1% 0% 0% 0% 0%
1-75 Baseline 276.0 942 + 1228 433 +11.1 0.09 £ 0.65 1.38 £ 231 1.0 £ 0.01 0.99 £0.03 099 +0.02 0.99 +0.02 1.0 £ 0.01
Proposed method 209.0 91.91 + 8.94 59 +7.67 1.71 £ 3.16 0.48 £ 1.46 1.0 £ 0.01 0.99 £ 0.01 1.0 £ 0.01 0.99 £ 0.01 1.0 £ 0.0
-67.0 2% +2% +2% -1% 0% 0% +1% 0% 0%
1-100 Baseline 372.0 95.32 + 10.89 3.26 £9.81 0.07 £ 0.56 1.36 +£2.28 1.0 £ 0.01 099 £0.02 099 +£0.02 0.99 +0.02 1.0 £ 0.01
Proposed method 273.0 91.94 + 8.93 582+£7.73 1.88 £3.26 036 + 1.27 1.0 £ 0.01 0.99 + 0.01 1.0 £ 0.01 1.0 £ 0.01 1.0 £ 0.0
-99.0 -3% +3% +2% -1% 0% 0% +1% +1% 0%
Low-Volt. 1-25 Baseline 107.0 69.63 + 32.71 25.02 £ 27.97 34+753 1.95+397 | 098 £0.03 097 £0.08 097£0.09 096009 0.99+0.07
Proposed method 89.0 82.12 + 22.6 13.05 £ 19.8 236 +5.88 246+4.08 | 099+0.02 098+0.03 098+004 098+0.04 0.99+0.02
-18.0 +12% -12% -1% +1% +1% +1% +1% +2% 0%
1-50 Baseline 187.0 74.63 + 27.65 22.07 +23.94 1.7 £5.58 1.6 £ 3.67 099 £0.02 097 +£0.07 098+0.07 097+0.07 0.99 +0.05
Proposed method 143.0 84.95 + 18.86 9.31 + 16.06 2.86 £ 643 2.87+453 | 099+0.02 098+0.03 099+003 098+003 0.99=+0.01
-44.0 +10% -13% +1% +1% 0% +1% +1% +1% 0%
1-75 Baseline 276.0 76.27 + 25.51 21.11 £ 22.33 1.13 £ 4.63 099 £0.02 098 £0.06 098+0.06 098006 099 +0.04
Proposed method 209.0 85.66 + 17.51 8.41 £ 145 2.95 £ 6.76 099 £0.02 099 £0.03 099 £0.03 099 +0.03 1.0 £ 0.01
-67.0 +9% -13% +2% 0% +1% +1% +1% +1%
1-100 Baseline 372.0 77.16 + 244 20.56 + 21.53 0.85 + 4.04 142 +£35 099 £0.02 098 £0.05 099 +0.05 098 +0.05 099 +0.04
Proposed method 273.0 86.08 + 16.59 8.03 + 13.63 2854659 3.04£486 | 099+001 099+002 099+002 099 +0.02 1.0 £ 0.01
-99.0 +9% -13% 2% +2% 0% +1% 0% +1% +1%
TABLE I
ATTACK DETECTION FOR IEC61850-SECURITY DATASET (BINARY)
Substation Round  Strategy \ Time [s] Safe [%] Borderline [%] Rare [%] Outlier [%] \ Accuracy Recall Precision F1-Score AUC
High-Volt. 1-25 Baseline 169.0 15.31 + 16.59 29.87 +20.27 1747 £696  37.35+3096 | 061 £0.13 053+0.19 054+0.19 052+02 0.67 £0.07
Proposed method 100.0 14.95 + 14.85 379 £ 19.57 18.94 £ 12.01 2822 +£2239 | 0.63+£0.12 0.58 £0.16 0.6 +0.15 058 £0.16 0.72 £0.11
-69.0 +0% +8% +1% 9% +2% +5% +6% +6% +5%
1-50 Baseline 315.0 18.36 + 17.48 3299 + 17.54 16.05 + 7.69 32.6 + 28.02 0.67£0.13 059£0.19 06+0.19 059+0.19 0.74 £ 0.08
Proposed method 176.0 19.21 + 15.65 37.63 £ 15.7 16.46 = 10.14  26.7 + 20.65 0.7 £0.13 0.66 £0.17 0.68 £0.16 0.66 £0.17 0.78 £ 0.12
-139.0 +1% +5% +0% -6% +3% +7% +8% +1% +4%
1-75 Baseline 480.0 19.24 + 16.4 36.34 + 16.38 14.73 + 6.96 29.7 £26.09 071 £0.12  0.63 £0.18 0.65+0.18 0.63 £0.18 0.77 £ 0.08
Proposed method 252.0 20.37 + 1583 37.95 + 14.11 1594 £9.19 2574 +19.78 | 0.74 £ 0.13 07+0.16 072+0.15 0.7+0.16 0.82+0.11
-228.0 +1% +2% +1% -4% +3% +1% +1% +1% +5%
1-100 Baseline 692.0 18.4 + 15.01 39.58 + 17.02 14.11 £+ 6.65 279 249 073 £0.11 0.66 £0.17 0.68 £0.17 0.66 +0.17  0.79 + 0.08
Proposed method 337.0 20.65 + 15.36 39.47 + 13.49 15.24 + 8.57 2464 £19.17 | 076 £0.12 072+ 0.15 074 +£0.14 0.72 £ 0.15 0.83 £ 0.1
-355.0 +2% +0% +1% -3% +3% +6% +6% +6% +4%
Distribution ~ 1-25 Baseline 169.0 14.93 + 16.21 30.54 + 20.72 152 £7.29 39.33 £32.61 | 057 +£0.13 049+0.18 05%0.19 048 +0.18 0.64 +0.06
Proposed method 100.0 1541 £ 149 39.94 + 19.37 1831 £ 14.02 2634 £20.46 | 0.62+0.14 058 +0.17 059 +0.17 0.57 £0.17 0.72 £ 0.1
-69.0 +0% +9% +3% -13% +5% +9% +9% +9% +8%
1-50 Baseline 315.0 16.16 + 17.03 30.89 + 20.71 16.76 £ 11.61  36.19 +31.18 | 0.61 £0.12 054 +0.18 0.55+0.18 0.53+£0.18 0.69 + 0.07
Proposed method 176.0 17.96 + 15.44 38.78 + 17.41 1721 £ 11.87  26.05 £20.58 | 0.67 £0.13 0.63+0.16 0.65+0.16 0.62+0.16 0.76 £ 0.1
-139.0 +2% +8% +0% -10% +6% +9% +10% +9% +7%
1-75 Baseline 480.0 15.75 £ 16.47 32,52 +21.27 17.5 £ 11.9 3423 £3032 | 0.64 £0.11 057+0.16 058+0.16 0.56+0.17 0.71 £0.07
Proposed method 252.0 17.92 + 15.95 40.1 £ 16.15 16.73 £ 10.89  25.25 + 20.25 07+0.12 0.66+0.15 0.68+0.15 0.66%0.15 0.79 £ 0.1
-228.0 +2% +8% -1% -9% +6% +9% +10% +10% +8%
1-100 Baseline 692.0 14.37 + 15.36 35.01 +22.44 17.74 £ 11.59  32.88 + 29.63 0.66 £ 0.1 059 £0.16 061 £0.15 059 £0.16 0.72 £ 0.07
Proposed method 337.0 17.71 £ 15.84 41.54 £ 15.64 1633 £10.61 2443 +1987 | 072+ 0.11 068 +0.14 0.71 £0.14  0.68 £ 0.15 0.8 0.1
-355.0 +3% +1% -1% -8% +6% +9% +10% +9% +8%
Low-Volt. 1-25 Baseline 169.0 12.85 + 15.02 33.24 £ 2471 14.55 + 8.84 39.36 +33.59 | 0.51+0.13 045+0.17 043+0.19 043+0.18 0.59 +0.08
Proposed method 100.0 13.51 + 14.62 39.85 +23.7 20.0 £ 1542 26.64 £ 24.4 058 £0.17 054 £0.19 055+02 053 £02 0.68 £0.13
-69.0 +1% +1% +5% -13% +1% +9% +12% +10% +9%
1-50 Baseline 315.0 13.95 £ 15.24 31.82 +24.53 16.44 + 11.85 37.8 £ 32.85 051 £0.11 043 £0.17 043 £0.18 042x0.17 0.58 £0.07
Proposed method 176.0 16.04 + 15.68 37.71 +21.49 18.7 £ 1402  27.55 £23.92 0.6 +0.16 0.55£0.2 0.56 £ 0.2 0.54 £ 0.2 0.7 £0.13
-139.0 +2% +6% +2% -10% +9% +12% +13% +12% +12%
1-75 Baseline 480.0 13.39 + 14.5 32.83 +24.88 17.72 £ 11.89  36.06 + 31.91 0.5+0.1 042+0.16 042+0.16 041 £0.16 0.57 +£0.07
Proposed method 252.0 15.86 + 15.36 38.02 + 21.0 1821 £ 13.14 279 +24.22 0.62£0.16 057£0.19 059+£02 056+0.19 0.710.13
-228.0 +2% +5% +0% -8% +12% +15% +17% +15% +14%
1-100 Baseline 692.0 12.1 £ 13.42 34.39 + 26.49 1825 £ 11.54  35.26 +31.65 | 049 +£0.09 041+0.15 041£0.16 04%0.15 0.56 +0.07
Proposed method 337.0 15.59 + 14.73 39.29 +21.25 17.62 £ 12.66 275 + 23.96 062 £0.15 057£0.18 059£0.19 057+0.18 0.710.14
-355.0 +3% +5% -1% -8% +13% +16% +18% +17% +15%




TABLE III

ATTACK DETECTION FOR NSL-KDD DATASET (BINARY)

Substation Round  Strategy \ Time [s] Safe [%] Borderline [%] Rare [%] Outlier [%] \ Accuracy Recall Precision F1-Score AUC
High-Volt. 1-25 Baseline 150.0 8343 + 1.82 10.13 £ 3.2 173+ 1.12 471 + 141 094 £0.05 093 £0.05 094+005 094+005 093+0.05
Proposed method 286.0 90.29 + 3.39 548 £ 247 1.61 £ 1.13 2,62 + 1.05 0.96 £0.03 095+0.03 096+0.04 095+0.03 095=+0.03
136.0 -5% +0% 2% +2% +2% +2% +1% +2%
1-50 Baseline 298.0 10.66 + 3.11 1.37£092 342166 | 0.96+0.04 096+0.05 096+0.04 0.96=0.04 0.96=0.05
Proposed method 541.0 5.18 £ 1.87 1.22 £ 093 1.66 + 1.23 097 £0.03 097 £0.03 097 £0.03 097 £0.03 0.97 £ 0.03
243.0 -5% +0% 2% +1% +1% +1% +1% +1%
1-75 Baseline 468.0 86.42 3.7 9.88 +2.82 1.0 £ 0.92 2717 097 £0.03 097 £0.04 097 £0.04 097 £0.04 097 £ 0.04
Proposed method 843.0 92.86 + 2.77 497 + 1.63 0.93 £ 0.86 1.23 £ 1.18 098 £0.03 098 £0.03 098 +0.03 098 +0.03 098 +0.03
375.0 +6% -5% +0% -1% +1% +1% +1% +1% +1%
1-100 Baseline 676.0 87.43 +3.67 9.56 + 2.51 0.79 £ 0.88 221 %1.7 098 £0.03 097 £0.04 098 +0.03 098 +0.03 097 +0.04
Proposed method 1210.0 93.24 £ 249 5.04 £1.43 0.75 £ 0.81 097 £1.12 | 098 +0.02 098+0.02 098+0.02 098+002 098+0.02
534.0 +6% -5% +0% -1% 0% +1% 0% 0% +1%
Distribution  1-25 Baseline 150.0 83.15 + 3.64 57514 508 £297  6.02 £2.38 095 £0.03 094 £0.04 095£0.03 094£0.03 094 %0.04
Proposed method 286.0 86.6 + 4.24 7.89 + 3.61 2.08 £ 1.5 343 £1.28 097 £0.02 096 £0.03 096 +0.02 096 +0.03 0.96 % 0.03
136.0 +3% +2% -3% -3% +2% +2% +1% +2% +2%
1-50 Baseline 298.0 8243 + 3.08 6.82 +2.27 6.42 £3.13 434 +£245 096 £0.03 095£0.03 096+0.03 096+0.03 095+0.03
Proposed method 541.0 88.26 + 3.85 7.4 £3.02 208 £1.21 226 £ 1.53 097 £0.02 097+£0.02 097+£0.02 097+0.02 097 +0.02
243.0 +6% +1% -4% 2% +1% +2% +1% +1% +2%
1-75 Baseline 468.0 744 £22 542 £2.94 3.4 +241 097 £0.03 096 £0.03 097 £0.02 0.96£0.03 0.96 £ 0.03
Proposed method 843.0 6.78 +2.71 2.1 +£1.02 1.69 £ 1.49 | 098 £0.02 098 +0.02 098+0.02 098 +0.02 098+ 0.02
375.0 -1% -3% -2% +1% +2% +1% +2% +2%
1-100 Baseline 676.0 85.14 £ 3.72 7.01 £ 2.11 5.02 £ 2.64 283 £23 097 £0.02 097 £0.03 097 £0.02 097 £0.03 0.97 £0.03
Proposed method 1210.0 90.22 + 3.42 647 + 241 1.97 £ 0.92 1.34 £ 143 098 £0.02 098 £0.02 098 +0.02 098 +0.02 098 +0.02
534.0 +5% -1% -3% -1% +1% +1% +1% +1% +1%
Low-Volt. 1-25 Baseline 150.0 77.93 + 4.54 7.62 £ 3.85 5.6 £3.16 8.84 £ 2.15 0.92 + 0.05 0.9 + 0.06 0.92 £0.05 091 +0.06 0.9 + 0.06
Proposed method 286.0 82.19 + 591 9.25 +£4.23 416 £2.65 441 x194 | 094£0.05 094£0.05 095+0.04 094005 0.94=%0.05
136.0 +4% +2% -1% -4% +2% +4% +3% +3% +4%
1-50 Baseline 298.0 772 £3.72 9.7 +£3.76 507 £2.68 802216 | 092£0.04 091£0.05 093+0.04 091£0.05 091=%0.05
Proposed method 541.0 82.96 + 5.29 10.29 £ 3.94 3.08£233 3.66+1.72 | 095004 095£0.04 095£004 095£0.04 095+0.04
243.0 +6% +1% -2% -4% +3% +4% +2% +4% +4%
1-75 Baseline 468.0 7797 + 3.37 11.16 + 3.8 4.1 £2.65 6.77 £2.53 093 £0.04 092£0.05 093+0.04 092+£0.04 092+0.05
Proposed method 843.0 85.02 +£ 5.34 9.46 £ 3.55 246 £2.13 3.06 + 1.69 0.96 £0.04 096 £0.04 096 £0.03 0.96£0.04 0.96 £ 0.04
375.0 +1% 2% -2% -4% +3% +4% +3% +4% +4%
1-100 Baseline 676.0 80.18 + 4.97 10.39 + 3.77 3.5+£255 593+£264 | 093+0.04 093+004 094+004 093+004 093004
Proposed method 1210.0 86.8 £ 5.58 8.52£3.5 208197 261 +1.66 | 097003 096+0.04 097 £0.03 096+0.04 096+ 0.04
534.0 +1% 2% -1% -3% +4% +3% +3% +3% +3%
TABLE IV
ATTACK DETECTION FOR UNSW-NB15 DATASET (BINARY)
Substation Round  Strategy \ Time [s] Safe [%] Borderline [%] Rare [%] Outlier [%] \ Accuracy Recall Precision F1-Score AUC
High-Volt. 1-25 Baseline 113.0 33.72 £ 33.51 36.78 + 13.89 15.69 +13.59  13.81 £ 10.51 0.8 +0.11 0.74 £0.17 077 £0.14 074 £0.17 091 £ 0.03
Proposed method 96.0 44.03 + 27.85 40.09 £ 16.37 771 £5.92 8.18 £7.25 084 +£0.12 08+0.16 081+0.15 079+0.16 0.93+0.05
-17.0 +10% +3% -8% -6% +4% +6% +4% +5% +2%
1-50 Baseline 215.0 35.98 + 34.62 31.95 + 11.82 15.38 + 13.97 16.69 + 14.7 0.84 £ 0.1 077 £0.16 08+0.13 077 £0.15 093 £0.03
Proposed method 187.0 44.74 £ 29.9 35.91 = 15.06 9.2 +8.93 10.15 + 9.36 0.87 £ 0.1 0.84£0.13 085+0.12 0.84£0.13 0.95%0.04
-28.0 +9% +4% -6% -1% +3% +1% +5% +1% +2%
1-75 Baseline 324.0 40.02 + 34.15 31.34 + 11.65 1285 +£12.92 1579 + 1436 | 0.86 £0.09 0.79+0.15 0.82+0.13 079+0.15 0.94 +0.03
Proposed method 284.0 46.4 + 30.53 3342 + 14.78 9.28 + 9.06 10.89 +£10.02 | 0.89 £0.09 086+0.12 087 +0.11 085%0.12 0.96 + 0.04
-40.0 +6% +2% -4% -5% +3% +7% +5% +6% +2%
1-100 Baseline 457.0 41.59 + 3547 29.42 + 11.95 1224 + 12.75 16.75 + 16.1 0.88 £0.09 0.81+0.15 083+0.12 0.81+0.14 0.95+0.03
Proposed method 386.0 50.04 £ 29.99 32.24 + 15.54 7.82 £ 8.58 9.9 £ 941 0.9 £0.08 0.86+0.12 0.88+0.11 0.87£0.12 0.96 £ 0.03
-71.0 +8% +3% -4% -1% +2% +5% +5% +6% +1%
Distribution ~ 1-25 Baseline 113.0 30.82 +29.03 35.54 £5.77 1891 £15.07 1474+ 1134 | 0.77+£0.11 071 £0.17 073+0.16 0.71 £0.17 0.89 £ 0.04
Proposed method 96.0 40.22 + 28.92 41.96 £ 18.31 9.19 £ 8.25 8.64 £ 9.1 0.85£0.09 0.8 +0.13 0.82 £ 0.13 0.8 +0.14  0.93 +0.05
-17.0 +9% +6% -10% -6% +8% +9% +9% +9% +4%
1-50 Baseline 215.0 31.78 + 31.05 33.68 + 8.09 14.02 + 1348 20.52 + 20.45 0.81 £0.1 0.74 £0.16 076 £0.15 0.74 £0.17 091 £ 0.04
Proposed method 187.0 39.89 + 29.02 37.59 + 16.29 11.51 £10.59  11.02+12.15 | 0.87+£0.08 0.83+0.12 0.85+0.11 0.83+0.12 0.94 +0.04
-28.0 +8% +4% -3% -10% +6% +9% +9% +9% +3%
1-75 Baseline 324.0 32.73 £ 3235 37.43 + 14.67 11.78 £ 11.91 18.06 + 19.16 0.83 £0.1 076 £0.16 079 £0.14 076 £0.16  0.92 + 0.04
Proposed method 284.0 41.03 + 29.46 35.66 + 15.53 11.4 £10.11 11.91 £ 1248 | 0.89 £0.08 0.85x0.12 087 £0.1 0.85+0.12 095 +0.04
-40.0 +8% 2% +0% -6% +6% +9% +8% +9% +3%
1-100 Baseline 457.0 33.92 + 33.78 3433 + 16.74 11.63 £ 11.98  20.13 £2248 | 085£0.09 0.77£0.16 08+0.14 0.77x0.16 0.93 £0.04
Proposed method 386.0 42.09 + 30.02 35.97 + 16.41 10.77 £ 9.87 11.17 £ 11.84 0.9 +0.07 086012 0.88 0.1 0.86 £0.12  0.96 + 0.04
-71.0 +8% +2% -1% -9% +5% +9% +8% +9% +3%
Low-Volt. 1-25 Baseline 113.0 29.1 £ 29.62 24.61 + 13.63 20.28 +£1829  26.0 +23.15 071 £0.16 0.65+02 0.64+022 0.63+022 0.86+0.06
Proposed method 96.0 38.42 + 30.31 39.2£19.14 11.4 £ 1428 10.98 £ 10.54 | 0.82+0.11 079+ 0.14 0.8 +£0.13 0.78 £ 0.15 0.9 + 0.08
-17.0 +9% +15% 9% -15% +11% +14% +16% +15% +4%
1-50 Baseline 215.0 29.67 + 29.99 27.57 +13.43 18.4 £ 17.17 2437 £23.07 | 072+ 0.14  0.65+£02 0.64+021 0.63+021 0.86%0.06
Proposed method 187.0 37.52 +29.56 38.28 +17.45 1143 £1349 1277 1236 | 0.84 +0.09 0.81+0.13 083+0.12 08=%0.13 091 +£0.07
-28.0 +8% +11% 1% -12% +12% +16% +19% +17% +5%
1-75 Baseline 324.0 30.56 + 30.84 31.14 + 16.42 1555 £16.82  22.75+2284 | 074+ 0.13 0.65+021 0.65+022 0.63+022 0.87+0.05
Proposed method 284.0 37.62 £29.9 37.27 + 16.67 11.11 £ 13.19 14.0 + 13.39 0.85+0.09 082+£0.13 083+0.12 081=+0.14 0.92+0.07
-40.0 +1% +6% -4% 9% +11% +17% +18% +18% +5%
1-100 Baseline 457.0 31.74 £ 32.1 29.15 £ 16.52 14.84 £ 16.86 2427 +£2554 | 0.75+0.12  0.65+022 0.65+022 0.64 +022 0.87 +0.05
Proposed method 386.0 37.88 = 30.97 37.29 + 16.88 11.06 £ 1332 13.77 £ 13.15 | 0.85+0.09 0.81+0.14 0.83+0.13 0.81 £0.14 0.92 +0.06
-71.0 +6% +8% -4% -10% +10% +16% +18% +17% +5%
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Fig. 1. Gain between the baseline and proposed method for each substation (binary scenario) — different colors represent different time blocks



TABLE V

ATTACK CLASSIFICATION FOR BOT-10T DATASET (MULTICLASS)

Substation Round  Strategy \ Time [s] Safe [%] Borderline [%] Rare [%] Outlier [%] \ Accuracy Recall Precision F1-Score AUC
High-Volt. 1-25 Baseline 91.0 81.5 + 13.88 15.8 £ 12.86 0.0 £ 0.0 2716 1.0 £ 0.0 1.0 £ 0.01 1.0+ 0.0 1.0 £ 0.01 1.0 £ 0.0
Proposed method 89.0 91.51 £ 7.06 6.96 £ 5.73 0.76 £ 1.55  0.77 £ 1.57 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0
-2.0 +10% -9% +1% -2% 0% 0% 0% 0% 0%
1-50 Baseline 174.0 89.5 + 12.64 79 +12.03 0.0 £ 0.0 2.6 +1.12 1.0 £ 0.0 0.99 £ 0.01 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0
Proposed method 143.0 95.43 + 6.47 379 £5.27 0.39 + 1.16 0.39 £ 1.18 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0
-31.0 +6% -4% +0% -2% 0% +1% 0% 0% 0%
1-75 Baseline 253.0 92.17 + 10.96 527 £ 1048 0.0 £ 0.0 2.57 £0.92 1.0 £ 0.0 0.99 £ 0.01 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0
Proposed method 209.0 96.98 + 5.68 2.51 £ 4.64 0.26 £0.96  0.26 + 0.97 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0
-44.0 +5% -3% +0% -2% 0% +1% 0% 0% 0%
1-100 Baseline 337.0 93.5 £9.76 395 +935 0.0 £ 0.0 255 £0.79 1.0 £ 0.0 0.99 + 0.01 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0
Proposed method 273.0 97.61 + 5.04 201 £4.12 0.19£0.84 0.19+0.85 1.0 £ 0.0 1.0 £ 0.01 1.0 £ 0.0 1.0 £ 0.0 1.0 £ 0.0
-64.0 +4% -2% +0% -2% 0% +1% 0% 0% 0%
Distribution  1-25 Baseline 91.0 724 £ 17.88 23.8 £ 16.86 0.5+ 1.52 33279 0.99 £0.01 098 £0.03 0.99+0.02 098 +0.02 1.0 £ 0.0
Proposed method 89.0 82.54 + 4.94 12.29 £ 5.99 233 £348 284243 1.0 £ 0.01 0.99 £ 0.02 1.0 £ 0.01 0.99 + 0.02 1.0 £ 0.0
-2.0 +10% -12% +2% +0% +1% +1% +1% +1% 0%
1-50 Baseline 174.0 8495+ 17.9 11.9 + 16.84 025 £ 1.1 2.9 +2.68 0.99 £0.01 098 £0.03 0.99+0.01 0.99 +0.02 1.0 £ 0.0
Proposed method 143.0 83.85 +5.75 11.38 £ 6.75 332+£3.73 1.45 £ 2.24 1.0 £ 0.01 0.99 + 0.02 1.0 £ 0.01 0.99 + 0.01 1.0 £ 0.0
310 1% 1% +3% 1% +1% +1% +1% 0% 0%
1-75 Baseline 253.0 89.13 + 15.82 793 £ 14.84 0.17 £ 0.9 277 £2.63 0.99 £0.01 098 £0.03 0.99+0.02 0.99+0.03 1.0 £ 0.0
Proposed method 209.0 84.12 £ 6.16 11.49 £ 7.4 343 £3.76 0.96 £ 1.95 1.0 £ 0.01 0.99 £ 0.02 1.0 £ 0.0 0.99 £ 0.01 1.0 £ 0.0
-44.0 -5% +4% +3% -2% +1% +1% +1% 0% 0%
1-100 Baseline 337.0 91.22 + 14.22 595 £13.29 0.12 £ 0.78 2726 1.0 £ 0.01 098 £0.03 099 £0.02 099 £ 0.02 1.0 £ 0.0
Proposed method 273.0 8431 + 6.53 11.22 £ 7.81 375£378 072173 1.0 £ 0.01 0.99 £ 0.02 1.0 £ 0.0 0.99 + 0.01 1.0 £ 0.0
-64.0 -1% +5% +4% -2% 0% +1% +1% 0% 0%
Low-Volt. 1-25 Baseline 91.0 40.9 + 21.42 48.4 +21.07 6.8 £9.52 3949 098 £0.03 096 £0.06 097 +0.06 0.96+0.07 1.00.01
Proposed method 89.0 65.42 + 21.15 25.15 + 21.86 473 +£7.63 471 £466 | 099002 097+004 099+003 098 +0.04 1.0 £ 0.0
-2.0 +25% -23% 2% +1% +1% +1% +2% +2% 0%
1-50 Baseline 174.0 50.45 + 18.57 42.95 + 16.13 34+£753 3.2 +4.68 0.99 £0.02 096 +0.06 098 +0.05 097 +0.06 1.0 £ 0.01
Proposed method 143.0 70.73 £ 17.01 17.99 + 18.79 569 £8.13 559 +5.01 0.99 £0.02 098 £0.04 0.99£0.02 0.98 +0.03 1.0 £ 0.0
-31.0 +20% -25% +2% +2% 0% +2% +1% +1% 0%
1-75 Baseline 253.0 53.63 + 16.33 41.13 £ 13.64 227 £635 297 £4.58 099 £0.02 097 £0.05 098 +0.04 097005 1.0=0.0I
Proposed method 209.0 71.95 + 15.03 16.32 £ 16.97 587 £859 5.86+533 0.99 £0.01 098 £0.03 0.99+0.02 0.99+0.03 1.0 £ 0.0
-44.0 +18% -25% +4% +3% 0% +1% +1% +2% 0%
1-100 Baseline 337.0 55.22 + 14.83 40.22 £ 12.11 1.7 £5.58 285+£452 | 099+002 097005 099+004 098+005 10001
Proposed method 273.0 7271 £13.6 15.63 + 15.82 5.67 £8.4 599 +£54 0.99 + 0.01 0.99 £ 0.03 1.0 £ 0.02 0.99 +0.03 1.0 £ 0.0
-64.0 +17% -25% +4% +3% 0% +2% +1% +1% 0%
TABLE VI
ATTACK CLASSIFICATION FOR IEC61850-SECURITY DATASET (MULTICLASS)
Substation Round  Strategy \ Time [s] Safe [%] Borderline [%] Rare [%] Outlier [%] \ Accuracy Recall Precision F1-Score AUC
High-Volt. 1-25 Baseline 102.0 02509 10.62 + 6.29 21.61 + 4.88 67.52 £ 7.66 051 £0.09 035£0.05 036+0.08 033£0.06 0.64+0.06
Proposed method 100.0 0.95 £ 247 19.72 + 7.49 29.23 £ 843 50.11 + 4.56 0.57 £ 0.1 048 £0.12  0.52+0.13 048 £0.12 0.75 £ 0.09
-2.0 +1% +9% +8% -17% +6% +13% +16% +15% +11%
1-50 Baseline 190.0 2.07 £2.77 16.97 + 8.85 21.43 +5.53 59.53 +10.07 0.58 £ 0.1 042 £0.1 044 £0.11 042£0.11 071 £0.09
Proposed method 176.0 4.76 £ 5.04 23.98 + 835 244 £ 8.8 46.85 £ 5.47 0.64 £0.12 055+0.14 06+0.15 0.56 £0.15 0.81 £0.1
-14.0 +3% +1% +3% -13% +6% +13% +16% +14% +10%
1-75 Baseline 284.0 3.83 £3.41 2245+ 11.15 193 £5.78 5442 £ 1131 | 0.63£0.11 048 +0.12 052+0.14 048 +0.13 0.76 £ 0.09
Proposed method 240.0 5.56 + 4.89 26.38 + 8.97 23.13 +7.89 44.93 £ 6.25 0.69 £0.12 061 £0.14 0.65+0.15 0.62 £ 0.15 0.85 £ 0.1
-44.0 +2% +4% +4% 9% +6% +13% +13% +14% +9%
1-100 Baseline 382.0 4.53 £3.19 25.53 +11.35 18.52 £ 5.72 5142+ 11.15 | 0.66 +0.11 052+0.12 057+0.15 053+0.14 0.78 £ 0.09
Proposed method 310.0 6.19 + 4.68 28.92 + 9.42 21.71 + 7.64 43.18 £ 6.43 071 £0.12  0.64 £0.14 0.68 £0.14 0.64 £0.14  0.86 £ 0.1
-72.0 +2% +3% +3% -8% +5% +12% +11% +11% +8%
Distribution  1-25 Baseline 102.0 0.0 0.0 10.75 + 6.06 18.04 = 8.11 71.2 £8.33 0.46 £ 0.08  0.33 £ 0.07 0.33 £ 0.1 031 £0.07  0.63 = 0.05
Proposed method 100.0 1.81 £ 4.26 24.8 + 14.94 27.73 £ 1448  45.66 = 8.95 0.55+0.14 046+0.14 049 £0.18 045+0.15 0.74+0.11
-2.0 +2% +14% +10% -26% +9% +13% +16% +14% +11%
1-50 Baseline 190.0 0.0 0.0 11.0 £ 6.31 22.71 £ 1341 66.3 £ 10.85 0.53 £0.1 038 £0.1 0.4 +0.12 0.37 £ 0.1 0.68 + 0.08
Proposed method 176.0 381 +£57 2547 + 14.08 2527 £ 12.1 4545 £9.41 061 £0.14 052+£0.14 056+0.17 052+£0.16 0.79 £0.11
-14.0 +4% +14% +3% -21% +8% +14% +16% +15% +11%
1-75 Baseline 284.0 0.0 +0.0 12.23 + 6.81 2448 £ 13.06 633 + 11.69 0.57 £ 0.1 043 £0.11 046+0.14 043 £0.11 0.71 £ 0.08
Proposed method 240.0 298 £5.25 28.34 + 14.06 2434 £ 1076 4434 +£9.32 0.66 £0.13 057 £0.15 0.62+0.17 057+0.16 0.82%0.11
-44.0 +3% +16% +0% -19% +9% +14% +16% +14% +11%
1-100 Baseline 382.0 0.0 0.0 13.81 £6.8 24.88 £ 1239  61.31 £ 11.33 0.6 0.1 0.46 £ 0.11 05+0.14 046 +0.12 0.73+£0.08
Proposed method 310.0 274 £ 4.85 30.21 + 13.48 23.79 + 10.35 43.26 + 8.68 0.68 £0.13 059 +0.14 0.65+0.17 0.6 + 0.15 0.84 £ 0.1
-72.0 +3% +16% -1% -18% +8% +13% +15% +14% +11%
Low-Volt. 1-25 Baseline 102.0 0.0 £ 0.0 10.94 + 12.49 17.49 £ 10.04  71.56 + 1278 | 0.41 £0.09  0.29 + 0.09 0.27 £ 0.1 0.27 £0.08  0.57 £ 0.08
Proposed method 100.0 0.89 + 4.48 21.43 £ 188 30.79 = 15.14  46.9 + 18.96 049 £0.14 042£0.16 043 £0.18 0.4 +0.16 0.7 £0.12
-2.0 +1% +10% +13% -25% +8% +13% +16% +13% +13%
1-50 Baseline 190.0 0.0 0.0 9.08 £ 10.98 21.52 £ 1427  69.39 £ 12.17 | 043 £0.08 028 £0.08 0.28 £0.09 0.26 £ 0.08 0.58 £ 0.07
Proposed method 176.0 243 £7.02 20.99 + 16.89 283 £ 14.14 4829 +16.63 | 0.52+0.15 043+0.17 045+0.19 041017 0.71 £0.13
-14.0 +2% +12% +7% -21% +9% +15% +17% +15% +13%
1-75 Baseline 284.0 0.0 0.0 9.53 £9.71 2373 £13.69 6674 £11.94 | 043 £0.08 028 £0.08 028 £0.09 0.26+0.07 0.58 £ 0.07
Proposed method 240.0 22 +643 213 £ 1585 27.26 £ 13.11 49.24 + 16.01 0.56 £0.16  0.46 + 0.18 0.5 +0.22 046 £0.19  0.74 £ 0.14
-44.0 +2% +12% +4% -17% +13% +18% +22% +20% +16%
1-100 Baseline 382.0 0.0 +0.0 9.4 + 8.67 2477 £ 1272 6584 £ 11.08 | 043 £0.07 028 £0.07 0.28 £0.08 0.26 £ 0.07 0.57 £ 0.07
Proposed method 310.0 2.46 £ 6.45 22.05 + 15.03 2645+ 1234 49.04 £ 1459 | 058 £0.16 048 £0.18 053022 048 £0.19 0.76 £ 0.14
-72.0 +2% +13% +2% -17% +15% +20% +25% +22% +19%




TABLE VII
ATTACK CLASSIFICATION FOR UNSW-NB 15 DATASET (MULTICLASS)

Substation Round  Strategy \ Time [s] Safe [%] Borderline [%] Rare [%] Outlier [%] \ Accuracy Recall Precision F1-Score AUC
High-Volt. 1-25 Baseline 113.0 1.2 +1.27 47.8 £ 10.11 27.0 £9.97 24.0 £2.39 0.7+0.04 057+004 063+003 058+0.03 092001
Proposed method 96.0 17.25 £ 8.0 55.18 £7.42 13.14 £2.99 14.44 £ 5.01 075+ 0.11 0.67+0.13 0.69+0.13 0.67+0.13 093 +0.05
-17.0 +16% +7% -14% -10% +5% +10% +6% +9% +1%
1-50 Baseline 215.0 2.0 134 39.55 £ 11.9 28.05 + 7.66 30.4 £ 7.08 0.76 £ 0.07  0.62+0.06 0.67+0.06 0.63+0.06 0.94+0.02
Proposed method 158.0 15.57 £ 9.06 49.2 £9.47 16.77 = 6.77 18.46 + 6.25 0.81 £0.1 074 £0.12 077 £0.12 074 £0.12  0.96 £ 0.05
-57.0 +14% +10% -11% -12% +5% +12% +10% +11% +2%
1-75 Baseline 324.0 7.2 £10.19 40.07 £ 9.84 23.6 £9.78 29.13+£7.16 | 079 £0.07 0.65+0.07 0.7 £0.07 0.66+0.07 095+ 0.02
Proposed method 245.0 16.56 + 8.15 46.31 £ 9.35 17.12 + 6.48 20.01 £596 | 0.83+0.09 0.76+0.11 078+0.11 0.76+0.11 097 +0.04
-79.0 +9% +6% -6% -9% +4% +11% +8% +10% +2%
1-100 Baseline 457.0 7.54 +£10.84 38.26 £ 9.98 2279 £9.83 3141 £9.19 0.82+008 067+008 073+0.07 0.68+0.08 0.96=*0.02
Proposed method 347.0 21.56 + 12.14 45.93 £9.09 14.38 + 7.82 18.12 £ 6.52 0.85+0.09 0.77 £ 0.1 0.8 0.1 0.77 £ 0.1 0.97 £ 0.04
-110.0 +14% +8% -8% -13% +3% +10% +1% +9% +1%
Distribution  1-25 Baseline 113.0 25+253 38.8 £4.23 332 £471 25.5 £4.43 0.68 £0.06 0.56+0.07 0.58+0.09 0.55+007 091 +0.03
Proposed method 96.0 12.6 £ 10.73 58.18 + 10.9 14.35 + 8.77 14.87 £9.33 0.79 £ 0.1 071 £0.13 074 £0.13 071 £0.13  0.96 £ 0.03
-17.0 +10% +19% -19% -11% +11% +15% +16% +16% +5%
1-50 Baseline 215.0 125 +2.18 36.85 £ 9.45 2405 +12.18 3785+ 15.15 | 073 £0.07 059 £0.07 0.63+0.09 0.58+0.08 0.93+0.03
Proposed method 158.0 11.93 £ 1128 49.41 £1536  18.59 £ 11.07  20.07 £ 11.64 | 083 £0.09 075+0.12 0.79+0.12 0.75+0.12 0.97 +0.03
-57.0 +11% +13% -5% -18% +10% +16% +16% +17% +4%
1-75 Baseline 324.0 0.83 + 1.87 45.77 £ 16.36 1973 £12.12 33.67 £ 15.57 | 0.76 £ 0.08  0.61 +£0.07 0.66 +0.09 0.61 +0.08 0.94 + 0.03
Proposed method 245.0 12,9 £ 12.24 46.75 £ 14.87 18.39 £ 1024 2197 £10.55 | 085£0.09 0.77£0.12 081 £0.12 0.78£0.13 0.97 £ 0.03
-79.0 +12% +1% -1% -12% +9% +16% +15% +17% +3%
1-100 Baseline 457.0 0.62 £ 1.66 41.48 £ 20.69 19.64 £ 1224 3825 £ 18.69 | 0.78 £ 0.08 0.62 £ 0.07 0.69 £ 0.09 0.63 £ 0.08 0.95 £ 0.03
Proposed method 347.0 13.39 + 12.02 48.4 + 14.62 17.53 £ 10.06  20.68 £ 10.05 | 0.86 £0.08 0.78 £0.11 082 +0.11 078 £0.12 0.98 £ 0.02
-110.0 +13% +7% 2% -18% +8% +16% +13% +15% +3%
Low-Volt. 1-25 Baseline 113.0 0.0 £ 0.0 154 +12.26 36.5 £ 11.14 48.1 £9.29 0.58 + 0.1 047 £0.09 044+£0.09 042+0.08 0.88 £0.04
Proposed method 96.0 10.5 £ 15.69 52.2 £ 1898 19.91 £ 16.05 17.4 £ 11.51 079 +0.12 073+0.15 0.75+0.16 0.71 £0.17 0.95 + 0.05
-17.0 +10% +37% -17% -31% +21% +26% +31% +29% +71%
1-50 Baseline 215.0 0.0 +0.0 21.35 1575 3335+ 1149 453 + 1348 0.61 £0.09 046 +0.09 045=%0.1 0.43 £0.09 0.88 +0.04
Proposed method 158.0 10.24 £ 1598 48.77 £ 19.11 19.81 £ 1497 2118 £12.73 | 082 £0.11 0.75%0.15 0.79£0.15 0.74 £0.16 0.96 + 0.04
-57.0 +10% +27% -14% -24% +21% +29% +34% +31% +8%
1-75 Baseline 324.0 0.0 0.0 29.4 £2245 2797 £ 158 4263 £1573 | 0.64 £0.09 045+0.09 045£0.1 042 £0.08 0.89 + 0.04
Proposed method 245.0 9.77 + 15.22 46.76 + 1886 19.51 + 1437 2396+ 1259 | 0.83+0.11 076 +0.15 079 £0.15 0.75+0.16  0.96 + 0.04
-79.0 +10% +17% -8% -19% +19% +31% +34% +33% +1%
1-100 Baseline 457.0 0.0 +0.0 26.97 +22.48 27.02 £ 1629  46.01 £ 18.83 | 0.66 £0.09 0.44 £0.08 045 £0.09 042 £0.07 0.89 £ 0.04
Proposed method 347.0 8.74 £ 14.38 47.74 £ 18.18 19.66 £ 1436 23.86 + 11.84 0.82 £ 0.1 0.74 £0.16 077 £0.16 0.73 £0.16  0.96 + 0.04
-110.0 +9% +21% 1% -22% +16% +30% +32% +31% +1%
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Fig. 2. Gain between the baseline and proposed method for each substation (multiclass scenario) — different colors represent different time blocks



