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Preface

The Internet has evolved from an academic network for data applications such as
file transfer and net news, to a global general-purpose network used for a variety
of different applications covering electronic mail, voiceover IP, television, peer-
to-peer file sharing, video streaming and many more. The heterogeneity of appli-
cations results in rather different application requirements in terms of bandwidth,
delay, loss, etc. Ideally, the underlying network supportssuch Quality-of-Service
parameters such that applications can request the desired services from the network,
and do not need to take actions by themselves to achieve the desired communica-
tion quality. Initially, the Internet was not designed to support Quality-of-Service,
and only since the last decade have appropriate mechanisms been developed. Those
mechanisms mainly operate on the Internet Protocol (IP) level, but also network-
specific mechanisms—e.g., targeted to particular wired/wireless access network
technologies—are required.

The goal of the European 6th Framework Programme (FP6) Integrated Project
”End-to-end Quality of Service Support over HeterogeneousNetworks” (EuQoS)
was to develop, implement, and evaluate concepts and mechanisms to support QoS
end-to-end, meaning that QoS mechanisms in end systems, access networks, inter-
domain links and within domains must be supported. The EuQoSproject developed
an impressive set of innovative solutions and novel scientific ideas to support end-to-
end QoS in the Internet. New mechanisms and concepts were designed and imple-
mented in a European-wide distributed testbed. In additionto the rather technical
design and implementation work, the project also developedtraining material in-
troducing basic QoS mechanisms and techniques. Several e-learning modules were
developed and are currently being used at several partner universities for teaching
on MSc or PhD levels.

The significant technical and educational results achievedduring the EuQoS
project, motivated us to use the gained knowledge and experiences of the project
partners and write this book on end-to-end QoS in heterogeneous IP networks. The
book basically consists of three parts. In Chapters 1-4, we discuss QoS mecha-
nisms and protocols such as scheduling schemes, QoS architectures metrics and
measurement techniques, traffic engineering and signalling protocols, and the latest
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standardisation activities. Chapter 5 describes related work and recent development
in the area of transport protocols, in particular how TCP canbe optimised towards
QoS support and fairness. The EuQoS system presented in Chapter 6 extends and
combines the basic mechanisms discussed in the previous chapters. We show how a
combination of different QoS enabling mechanisms and protocols can be used and
extended to build a comprehensive end-to-end QoS architecture over heterogeneous
wired/wireless access networks. To evaluate QoS mechanisms and architectures, ap-
propriate evaluation schemes are required. The two chapters in the annex describe
how simulation—in particular the well-known network simulator ns-2—as well as
emulation techniques can be used for tests and evaluations.

This book, which is based on the achievements of the EuQoS project, would not
have been possible to compile without the funding from the European Commission,
as well as the tremendous efforts and enthusiasm of all the people involved in the
project. Special thanks to Mark Günter for proof-reading the text contributions to
this book.

Torsten Braun
Michel Diaz

Jośe Enriquez Gabeiras
Bern, Toulouse, Madrid. January 2008. Thomas Staub
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Chapter 4
Signalling

Ilaria Marchetti, Antonio Pietrabissa, Massimiliano Rossi, Fernando Boavida,
Luı́s Cordeiro, Edmundo Monteiro and Marilia Curado

Abstract Although the Internet does not rely on a connection-oriented paradigm
as the PSTN does including connection establishment, data transfer, and connec-
tion termination, several signalling protocols are required as well. The need for
signalling protocols is manifold. Three of such routing protocols with rather dif-
ferent purposes and goals are the Session Initiation Protocol (SIP), the Next Steps
In Signalling (NSIS) framework, and the Common Open Policy Service (COPS)
protocol. SIP supports application level signalling to establish, maintain and ter-
minate Voice over IP calls, while NSIS and COPS rather operate at the network
level. NSIS is a signalling framework supporting network-level signalling of QoS
parameters between network elements such as routers. COPS supports policy-based
network management and configuration of network elements.

4.1 Introduction

Several approaches to signalling exist on the current Internet. All of them have the
common objective of providing some form of control over—and support of—user
traffic and services, thus contributing to the smooth operation of the network.

For many years in the past, Internet users have looked at signalling-based ap-
proaches as something to avoid. Ideally, signalling on the Internet should be reduced
to a minimum and performed by end-systems in order to keep the network as sim-
ple as possible. The current use of the Internet is showing that this is not possible
anymore and that, for several reasons, some forms of signalling must be used.

Although the current Internet is still data-driven—as opposed to the signalling-
driven nature of, for instance, the telephone network—signalling is present in vir-
tually all its components for network operation support, quality of service support,
management and application/user support. Routing protocols, such as OSPF and
BGP, can be considered operation-oriented signalling protocols, as they are indis-
pensable to the operation of the current Internet. RSVP, MPLS and NSIS are ex-
amples of signalling protocols for the support of Quality of Service. SNMP and
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COPS are examples of management protocols. On the other hand, SIP and H.323
are examples of application/user support signalling protocols.

The purpose of this chapter is to address and explain three ofthe most used and
most promising signalling protocols/frameworks used in the current Internet: the
Session Initiation Protocol (SIP), the Next Steps In Signalling (NSIS) framework,
and the Common Open Policy Service (COPS) architecture and protocol.

This chapter starts off with a description of the Session Initiation Protocol. The
description addresses the protocol components, SIP messages, session description,
session establishment and SIP extensions. The next sectionis dedicated to the NSIS
framework providing some background and main characteristics, presenting the
overall architecture and an overview of the protocol structure, as well as describ-
ing the main aspects of the NSIS Layer Transport Protocol andof the two main
NSIS Signalling Layer Protocols. COPS is described in the last section of the chap-
ter. The description includes architectural and protocol overviews, message formats,
common operation and some examples.

4.2 Session Initiation Protocol (SIP)

4.2.1 SIP and Its Value Propositions

The SIP protocol has been developed with the main purpose of establishing a session
with two or more clients wishing to communicate with each other. It is similar to
the two major Internet protocols—HTTP (World Wide Web) and SMTP (e-mail)—
in that it uses symbolic addresses to represent persons in a session. Like both of
them, SIP is a textual client-server protocol, in which the client issues requests and
the server returns responses. SIP uses much of the syntax andsemantics of HTTP:
its response code architecture, many message headers and its overall operations.
Also like HTTP, each SIP request is an attempt to invoke some method at the server.
There are six SIP methods to establish a session: INVITE, ACK, CANCEL, REG-
ISTER, OPTION and BYE. The most basic is the INVITE method used to initiate a
call between the client and the server. Unlike HTTP and SMTP,SIP can run on top
of either the Transmission Control Protocol (TCP) or the User Datagram Protocol
(UDP). To assure the Quality of Service during the transmission of the messages, the
SIP protocol uses the time-out and request-response mechanisms. When the server
sends a request, if the answer does not return in a pre-established time (time-out), it
assumes that the request was lost and it re-issues the request. In the same way, the
caller must receive an ACK message when the response is received. But, if the re-
quest is unsuccessful for several times, the client can decide to open the connection
with TCP. However, the preferred transport protocol for theSIP is UDP, in order
to avoid the time spent in TCP connection set-up and tear-down. When used with
TCP, SIP allows many requests and responses to be sent over the same TCP connec-
tion, as in HTTP. The SIP protocol allows a perfect integration with other protocols
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developed for the IP network (for example: SAP, RTPRTCP, RTSP, RSVP, SDP,
MEGACO), but it does not depend on these, so it can be used withanother sig-
nalling protocols. In the following the most important capabilities of SIP protocol
will be analysed, such as:

• Identification of the locations of the target endpoint: SIP supports address reso-
lution, name mapping and call redirection.

• Identification of the media capabilities of the target endpoint: conferences can be
established only knowing the media capabilities supportedby all endpoints.

• Identification of the target endpoint availability: if the called party is already
connected to a call or did not answer in the allotted number ofrings, the SIP
protocol sends a message indicating why the target point wasunavailable.

• Establishment of a session with two or more parties.
• Handling of transfer and termination of calls: during a calltransfer, SIP can es-

tablish a session between the transferee (a proxy server in-between) and a new
endpoint and terminates a session between transferee and the transferring party.

• Supporting of the advanced personal mobility service: if anendpoint has two
addresses (for instance, one for the office and one for home),the user can set up
his/her computer to automatically forward the calls to the address where he/she
is.

4.2.2 Protocol Components

The SIP protocol is able to create, modify and terminate voice, video and multimedia
sessions thanks to messages sent between two or more parties(clients and servers).
SIP is a client-server protocol that involves the followingfour basic entities: User
Agents (that contains both a client protocol, called User Agent Client (UAC) and
a server protocol called User Agent Server (UAS)), Registrar, Proxy Server and
Redirect Server.

4.2.2.1 User Agent Client (UAC)

The User Agent Client is an entity that allows initiating a session by sending a re-
quest. When a client has to forward a call by the UAC SIP component, the UAC
determines the essential parameters to establish a conversation, which is the proto-
col, the port and the IP address of the UAS to which the requestis being sent. The
UAC is also capable of using the information in the request URI to establish the path
of the SIP request to its destination, as the request URI always specifies the host,
which is essential.
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4.2.2.2 User Agent Server (UAS)

The UAS is the server that hosts the application responsiblefor receiving the SIP
requests from a UAC, and on reception it returns a response tothe request back to
the UAC. The UAS can answer more requests from the UAC. The communication
between the UAC and the UAS is client-server and peer-to-peer.

4.2.2.3 Proxy Server

Proxy Servers are SIP routers. They receive a message and forward it to a user agent
or another proxy along the path. The Proxy Server is the most important entity to
understand how the SIP protocol routing works. A typical SIPsession is initiated by
the user agent client thanks to the services provided by the proxies. Users have their
UA configured to be directed to their respective proxy servers. The proxy servers
then communicate with each other to convey the message. If the proxy server is
used, the caller UA sends an INVITE message to the proxy server. When the proxy
server determines a path to send the call and then forwards itFigure 4.1(a), the callee
responds to the proxy server, which forwards the response tothe caller Figure 4.1(b).
Once the proxy server forwards the acknowledgments of both parties, a session is
then established between the two clients Figure 4.1(c).

A proxy server can be also used for name mapping. A proxy server can ask a
location service and map an external SIP identity to an internal SIP identity. These
proxy servers are not firewalls, they are independent servers on the Internet that
proxy the request on behalf of the user for various possible reasons. The Proxy
Server can use an inter-organisational configuration through which SIP communi-
cations are routed. This configuration is used when the messages are routed through
the proxy servers before the messages are relayed to the destination SIP client. This
can be useful for internal communications where security over an Internet link can
be a problem.

4.2.2.4 Registrar

The Registrar server allows redirecting a call to where the client is usually reachable.
This is possible by sending a request to change the address tothe registrar server.
When the server receives these messages, it forwards the requests to the registered
address. For instance, a client (that we will call Alice) canbe reachable by two
addresses:

• at home, where she has a computer - sip:alice@pc1.home.com
• and on her computer at the university laboratory - sip:alice@pc2.lab.uni.

edu

Alice registered both addresses with the registrar messageat domain.com. She wants
to receive the calls at the university between 9:00 and 13:30and at home from
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Fig. 4.1 Proxy Server Functionality.

16:00 to 20:00. When the registrar server receives a messageaddressed at the Alice’s
public URI (sip:Alice.Bianchi@domain.com) it decides where to forward
the request by checking when the message will be sent. In thisexample, we saw that
the registrar server routed the messages to Alice’s user agent. However, the entity
responsible for routing the message is the proxy. Proxies and registrars only play
logical roles. In the previous example, the registrar and proxy servers are within the
same box: when Alice registered her current location it actsas a registrar, when the
server routes the SIP messages it acts as the proxy. However,we can find a box for
each server to separate the roles.

4.2.2.5 Forking Proxies

An important feature of SIP is the possibility of forwardingsingle request calls to
multiple destination addresses during session establishment. This function supports
the provision of several advanced telephony services, suchas automatic call for-
warding to Voice Mail or simpler user location. The SIP proxyservers that route
messages to more than one destination are called forking proxies. For instance, if
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all the telephones ring at the same time in a house, the clienthas the time to pick up
the call in any rooms of the house. This is called parallel forking. A forking proxy
can also route a message sequentially. For instance, if a client has two addresses, the
server can let a user agent ring for a certain time at the first location. If the client
does not pick up the call, the forking proxy forwards the callto the second address.

4.2.2.6 Redirect Server

The Redirect Server helps the UAC to find a new location of the receiver of the
message. When it receives a message, it contacts the location server to determine the
path to the callee and then sends a reply, which provides the client with information
about the next hop (or hops) that the message should take. Thecaller then sends a
message directly to the device indicated in the redirectioninformation. Note that the
redirect server does not forward the message to its destination as proxies do.

4.2.3 SIP Messages

As previously mentioned, SIP is based on HTTP, thus it is a textual request-response
protocol. In order to establish a session, the clients send the requests and the servers
answer with responses. The format of SIP messages is composed by Start Line, a
number ofheader fields, anEmpty Lineand anOptional message body.

4.2.3.1 Start Line

Start Linediffers dependent on arequestor a response. Indeed, theRequest Line
consists of a method name (indicating the purpose of the request), theRequest-URI
(containing the address of the callee), and the protocol version (e.g., SIP2.0). For
instance, if the client wants to send an INVITE message to Alice Bianchi, it must
compile theStatus Lineas shown in the following table.

Method Name Request-URI Protocol Version
INVITE sip:Alice.Bianchi@domain.com SIP/ 2.0

Table 4.1 Start Line

Theresponseto theStart Lineis namedStatus Lineand it contains the protocol
version (SIP2.0) and the status of the transaction, which isin numerical (status code)
and in human-readable (reason phrase) format. For instance, Bob can answer the
previous invite request as follows:

In responses, the status code is described with an integer ofthree ciphers that
indicate the meaning of the response. The first cipher definesthe class of the re-
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Protocol Version Status Code Reason Phrase
SIP/ 2.0 200 OK

Table 4.2 Invite Request

sponse and the others have no particular meaning. Some possible response classes
are shown in the following table:

Status code Meaning
1XX (100−199) Provisional: the request has been received

but at the server there is not definitive
response so it is continuing to process the request.

2XX (200−299) Success: the request has been successful
3XX (300−399) Redirection: the callee has a new location
4XX (400−499) Request Failure: the request has a syntax

error so the server does not understand the message
5XX (500−599) Server Failure: the server does not implement

the request that appears to be good
6XX (600−699) Global Failure: the request is not identified from any server

Table 4.3 Possible Responses for the example

4.2.3.2 Header Field

All messages have the mandatory header fields. In the SIP messages there are dif-
ferent header fields. The most used are:

• To: contains the URI of the destination of the request. However, this address
cannot be definitive; in fact, as previously said, a client can change its location.
In the presence of forking proxies, this field includes a tag value to distinguish
among the different user agents that are identified with the same URI.

• From: contains the URI of the caller. Like theTo header field it can specify a tag
value.

• Call-ID: provides a unique identifier for a SIP message exchange.
• Cseq: contains a number and a method name. They are used to match requests

and responses.
• Contact: contains a list of addresses where the callee can find the caller.
• Via: indicates the request’s path among proxies. The response uses this header

field to keep the same proxies traversed by the request. So it returns more quickly.
• Max-Forwards: is used to avoid routing loops. Every proxy that handles a request

decrements its value by one, and if it reaches zero, the request is discarded.

Some header fields contain information on call services, addresses and protocol
features to establish a session, and a set of header fields provides information about
the message body, such as:
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• Content-Typeindicates which is the protocol used in the message body (in gen-
eral it uses the SDP protocol).

• Content-Lengthcontains the length of the body expressed in bytes.

4.2.3.3 Message Body

The message body is separated from the header field by an emptyline. SIP mes-
sages can carry any type of body, also multi-part bodies using MIME (Multipurpose
Internet Mail Extensions) encoding. The MIME is a format that allows sending a
message with multiple attachments of different formats. For example, an e-mail
message can carry a JPEG picture and an MPEG video. The most important aspect
of the Message bodies is that they are transmitted end-to-end. In fact, the proxy
server does not need the message body to route the message. Note that the body can
be empty.

4.2.3.4 SIP Methods

SIP defines some several methods that are summarised in the following table:

Method name Meaning
INVITE Establishes a session inviting a user to a call
ACK Confirms reliable message exchanges
CANCEL Terminates a pending request
INFO Transports PSTN telephony signalling
OPTIONS Solicits information about the capabilities

of the callee, but does not set up a call.
REGISTER Conveys location information to a SIP server.

Allows a user to tell a SIP server how to map an incoming
address into an outgoing address that will reach that user

BYE Terminates a session
NOTIFY Notifies the user agent about a particular event
PRACK Acknowledges the reception of a provisional response
PUBLISH Uploads information to a server
SUBSCRIBE Requests to be notified about a particular event
UPDATE Modifies some characteristic of a session
MESSAGE Carries an instant message
REFER Instructs a server to send a request

Table 4.4 SIP Methods
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4.2.4 Session Description

So far, we have seen the SIP body message where the information about the client
and the server are contained. The details of the session are not described using SIP.
Rather, the body of a SIP message contains a description of the session, encoded
in some other protocol format, called Session Description.SIP can use different
formats to describe the multimedia session. It is independent of the format of the
objects it transports.

An example of session description is:

• Subject: Conference about Internet Communication
• Time: 12 April from 9:00 to 12:00
• Location:La Sapienza

The most common format used by SIP, however, is the Session Description Proto-
col (SDP), a textual format for describing unicast and multicast multimedia sessions.
It contains information about codec, ports and protocol to be used for transmitting
media to the caller. A caller can use this information to invite a callee to participate
in an existing multicast session. For example, the information found in SDP is suf-
ficient to allow a caller to send and receive audio immediately. SDP enables a user
to indicate the ability to send and receive with multiple audio and video codecs, and
SDP can also rank those codecs in preference of usage. The SDPlines consist of
type = value, wheretypeis always one character long. The next table shows all the
types defined by SDP:

Type Meaning
v Protocol version
b Bandwidth information
o Owner of the session and session identifier
z Time zone adjustments
s Name of the session
k Encryption key
i Information about the session or the media line
a Attribute lines
u URL containing a description of the session
t Times when the session is active and will be repeated
e E-mail address to obtain the information about the session
p Phone number to obtain information about the session
m Media line
c Connection information

Table 4.5 SDP types

For example, Alice’s client wants to send an INVITE message to Bob to talk
about the holidays. Alice’s IP address is 123.4.5.6 and she wants to receive audio
via the port number 4561. The codec audio that Alice supportsis G.711, which
corresponds to the number 0 in the example:



88 4 Signalling

v =0
o =Alice 2649376915 734564836585 IN IP4 123.4.5.6
s =Talk about the next holidays
c =IN IP4 123.4.5.6
t =0 0
m=audio 4561 RTP/AVP 0
a =sendrecv
As we can see in this example, an SDP description consists of two parts: session-

level information and media-level information. The first part (before the m-line)
provides version and user identifiers (v-line and o-line), the subject of the session
(s-line), Alice’s IP address (c-line) and the time of the session (t-line). Note that in
this case the session is supposed to take place at the moment this session is received,
which is why the t-line is t = 0 0. The second part is stream-specific and consists of
an m-line and a number of optional a-lines that provide further information about the
media stream. The a-lines in the example indicates that the stream is bidirectional
(user and server receive media).

4.2.5 Establishment of a SIP Session

SIP supports five ways of establishing and terminating multimedia sessions:

• User location: determination of the end system to be used for communication
• User availability: determination of the willingness of the called party to engage

in communications
• User capabilities: determination of the media and media parameters to be used
• Session setup: ”ringing”, establishment of session parameters at both called and

calling party
• Session management: including transfer and termination of sessions, modifying

session parameters, and invoking services

To establish a session the caller sends an INVITE message addressed to the
callee’s SIP URI, which he/she wants to contact. The INVITE message contains a
number of header fields that provide additional informationabout the message (the
destination address, the caller’s address, session information, etc.) and the session
description. The session is established when the caller receives the OK response by
the callee. The 200 (OK) message contains a message body withthe SDP media
description of the type of the session that the callee is willing to establish with the
caller. As a result, there is a two-phase exchange of SDP messages - the first in
the request and the second in the response. This two-phase exchange provides basic
negotiation capabilities and is based on a simple request/response model of SDP
exchange. Now that we have introduced the generic information about the session
establishment, let us give some examples of how SIP works.
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4.2.5.1 Message Flow for Session Establishment

First of all, to establish a multimedia session, Alice must register her current loca-
tion with the REGISTER message at thedomain.com by sending a REGISTER
request, indicating that all messages addressed to the URI specified in theToheader
field

sip:Alice.Bianchi@domain.com

must be forwarded to the URI specified in the CONTACT header field

sip:Alice@pc1.home.com

The OK response by thedomain.com confirms that the request has been reg-
istered. If Bob wants to contact Alice to talk about a meeting, he sends an INVITE
message to Alice’s public URI. The proxy at thedomain.com routes the INVITE
request at Alice’s current location. Alice accepts the invitation by sending a200 OK
response. The proxy at thedomain.com routes the200 OKmessage at the Bob’s
URI.

Note that in the200 OKresponse Alice specifies her current location in the Con-
tact header field. This header field is used by Bob to send subsequent messages
directly to Alice, bypassing the proxy server. As soon as thesession has been es-
tablished, Bob and Alice can talk about whatever they want. If, in the middle of the
session, they want to make any changes to the session (e.g., add video), they should
issue another INVITE request with an updated session description.

When Bob and Alice finish their conversation, Bob sends a BYE request directly
to Alice without interaction with the proxy. Alice confirms the request with an OK
response. Session description is summarised in Figure 4.2.

Fig. 4.2 Session Description.
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4.2.5.2 Home Phone

One of the most interesting technical challenges for IP telephony is to mimic stan-
dard residential phone services. In particular, IP telephony requires the following
features:

• All phones in a home must ring if someone calls its number.
• When one of the lines is picked up, all other phones in the homemust stop ring-

ing.
• A user can join an existing call by picking up any other telephone in the home.
• A home can have multiple lines, enabling a user on another handset to initiate a

new call while one or more are in progress.
• All users involved in a single call are essentially involvedin a multi-party con-

ference call, and are thus able to hear each other.

A simple example further explains these features: Alice sends an invite message
to Bob’s parents. When the network server receives the message, it consults the
database to find the list of contact addresses, each of which constitutes a single
extension of the line. The server thus forks and sends out theINVITE messages at all
members of the family and the lines ring at each address. Whena user picks up the
call (Member 3), an acceptance message is sent back to the server. When a forking
proxy receives a call acceptance, it should send a cancel request on all unanswered
members of the family (Member 1 and Member 2). Then, the server forwards the
call acceptance. After that, if another callee picks up the call, an acceptance message
is acknowledged by the server and the new participants join the call. To terminate
the session, the caller sends a BYE message that is forwardedby the proxy to the
two currently active lines.

4.2.5.3 Personal Mobility

Alice is a university researcher. So, in addition to having acomputer at home
(sip: Alice.Bianchi@domain.com), she also has two location addresses at
the university, at the laboratory (sip:Alice@lab.uni.com) and at the office
(sip: Alice@office.uni.com). When Alice is at the university, she sends a
REGISTER message to thedomain.com server listing the university address (sip:
Alice@uni.com) as a forwarding address. Once at the university, Alice regis-
ters both her lab and office machine with the registration server of the university.
Now, if someone sends a request to Alice’s public URL (sip:Alice.Bianchi@
domain.com), thedomain.com server checks the current location of Alice in
the database and forwards the request to the university server. As soon as the re-
quest arrives, the university server looks up the database and determines that Alice
has two potential means of contact. The server then forks andsends the request to
both the lab and office machines at the same time, causing the ringing of the phones.
When Alice picks up the call, an acceptance message is sent back to the server and
the session is established, as we have seen above. We have a different situation if Al-
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ice forgets to register the lab machine, for instance, and restarts her user agent in the
lab to forward the call to herdomain.com server. When the lab phone receives the
request, according to its outdated configuration, it forwards it to thedomain.com
server. Using the loop detection capabilities in SIP, this server determines that an
error has occurred and returns an error response to the lab machine. In turn, it re-
turns an error code to the university server. If, in the meantime, Alice responds to
the call from the office, the university server also receivesan acceptance message.
Having now received both responses, the server forwards theacceptance answer
establishing a session.

4.2.6 SIP’s Extension

SIP’s extension negotiation mechanism uses three header fields: Supported, Re-
quired, and Unsupported. When a SIP session is being established, the user agent
client lists in the Required header field all the names of the extensions it wants to use
for that session, and all the names of the extensions it supports are not listed previ-
ously in aSupportedheader field. When the user agent server receives theRequired
header field, it checks the list and, if it does not support anyof the extensions listed,
it sends back an error message specifying that the session could not be established.
This error response contains anUnsupportedheader field listing the extensions the
user agent server did not support. If the user agent server supports all the required
extensions, it should decide whether or not it wants to use any extra extensions and,
if so, it includes the option tag for the extension in theRequiredheader of its re-
sponse. If this option was included in theSupportedheader field of the request, the
session will be established. Otherwise, the user agent server includes the extension
that is required by the server in aRequiredheader field in the error response.

4.3 The Next Steps In Signalling (NSIS)

4.3.1 Background and main Characteristics

The IETF’s Next Steps in Signalling Working Group is responsible for standardis-
ing an IP signalling protocol with QoS signalling as the firstuse case. This working
group will concentrate on a two-layer signalling paradigm.The intention is to re-
use, where appropriate, the protocol mechanisms of RSVP, while at the same time
simplifying it and applying a more general signalling model. The existing work on
the requirements, the framework and analysis of existing protocols will be com-
pleted and used as input for the protocol work. The NSIS WG is developing a trans-
port layer signalling protocol for the transport of upper layer signalling. In order
to support a toolbox or building block approach, the two-layer model will be used
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to separate the transport of the signalling from the application signalling. This al-
lows for a more general signalling protocol to be developed to support signalling for
different services or resources, such as NAT, firewall traversal, and QoS resources.
The initial NSIS application will be an optimised RSVP QoS signalling protocol.
The second application will be a middle box traversal protocol. Security is a very
important point for NSIS and the working group will study andanalyse the threats
and security requirements for signalling. Compatibility with authentication and au-
thorisation mechanisms such as Diameter, COPS for RSVP (RFC2749) and RSVP
Sessions will be addressed. NSIS is a signalling protocol framework for convey-
ing information about data flows along their path in the network, and interacting
with nodes along the data path. Moreover, the NSIS messages pass directly through
the same nodes as the data and only unicast data flows are considered. The inten-
tion is that the components of the NSIS protocol suite will beusable in different
parts of the Internet, for different needs, without requiring a complete end-to-end
deployment (signalling is intended not only for QoS). This flexibility is achieved by
dividing the signalling protocol stack in two layers: a generic (lower) layer and an
upper layer specific for each signalling application.

4.3.2 Background and Main Characteristics

In the signalling architecture, the messages are only received, processed and sent
by Signalling Entities (SE) that can be placed on all deviceson the data path (to
support signalling purposes) or on some devices not included on the data path. Two
different signalling architectures can be realised (distributed and centralised) and
will be analysed in the following sections. In the distributed signalling architec-
ture, SEs are placed on all devices (e.g., routers) on the data path. Thus, all devices
are signalling-aware and take part in signalling. In the centralised signalling archi-
tecture, signalling is managed by a centralised SE in a domain. This architecture
reduces the signalling charge on the interior devices in thedomain.

4.3.2.1 Signalling Entities (SE)

A Signalling Entity (SE) is the function that implements thesignalling protocol. It
can be placed in a network device (e.g., router, policy server) or in end systems.
SE can support many signalling applications (for instance resource reservation).
A Signalling Initiator (SI) is the SE that initiates the signalling, while Signalling
Responder (SR) is the SE that is at the end of the signalling path and terminates the
signalling. Signalling Forwarder (SF) is a SE that is on the signalling path between
SI and SR. SF receives, processes and forwards signalling messages from SI to
SR. Finally, Signalling Controller (SC) is the centralisedSE in a domain. A SC is
responsible for receiving, processing and sending signalling messages in a domain
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and it is used in the centralised signalling architecture toreduce the charge on the
edge routers and interior routers.

4.3.2.2 Distributed Signalling Architecture

In the distributed signalling architecture, SEs are placedin the network devices on
the data path and the signalling messages pass through the same network devices
as the data packets. Figure 4.3 shows a simple example of the architecture. After a
trigger from an application, the SE in user A initiates the signalling for a data flow
from A to B via nodes R1, R2, R3 and R4. Signalling entities areinstalled on all
routers between two end points to support the signalling. Inthe case the request
of the user must be done by multi-domains, signalling will bedone between the
devices at the edge of the domain and the interior devices. The advantage of this
architecture is that nodes on the data path can receive, process and send signalling
messages. When there is a change on the network (e.g., overload, errors), the nodes
can notify this to other entities in the network and rapidly adapt themselves to the
change.

Fig. 4.3 Distributed signalling architecture.

Every router uses the same routing mechanism for data packets to route signalling
messages. As a result, signalling message propagation doesnot require global in-
formation for routing signalling messages. When a routing change happens (e.g.,
handover in the case of a mobile user), the network devices can detect this change
and rapidly establish a new signalling path that follows thedata path. The disad-
vantage of the distributed architecture is that an SE must beinstalled on all network
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devices on the data path with consequently increased load ofsignalling on the inter-
mediate nodes between two end points. Moreover, when the number of user flows
increases, the information of state per flow contained in intermediate nodes can also
increase. This could cause serious scalability problems.

4.3.2.3 Centralised Signalling Architecture

In the centralised signalling architecture, a particular SE, called SC, (Signalling
Controller) is in charge of managing the signalling in the domain. A SC can be
installed on a centralised service management system (SMS), which manages ser-
vices in a domain. It can also be installed in resource management server, on a pol-
icy server, or in any server in a domain. Figure 4.4 shows the centralised signalling
architecture.

Fig. 4.4 Centralised signalling architecture.

User A can make direct contact with the SC to ask the network tosupport a sig-
nalling application. When the SC receives signalling messages from user A, it trans-
fers them to the SMS that knows the key information on the domain (e.g., topology
of domain, routing table, resource availability of devicesin the network) and is able
to answer the request from the user. Finally, the SMS can invoke signalling enti-
ties or other entities implementing the request of user by configuring devices in the
network.



4.3 The Next Steps In Signalling (NSIS) 95

4.3.3 Overview of Signalling Scenarios and Protocol Structure

4.3.3.1 Layer Model for the Protocol Suite

In order to achieve a modular solution for the NSIS requirements, the NSIS WG
proposed a split-layer protocol suite structured in two layers:

The NSIS Transport Layer Protocol, named General Internet Signaling Transport
(GIST) [Schulzrinne2006], is responsible for moving signalling messages among
network entities. This process should be independent of thesignalling applications.
The NSLP (NSIS Signalling Layer Protocol contains the specific functionalities of
the signalling applications. As described in the followingsubsection, this two-layer
protocol model allows the support of various signalling applications, such as QoS
[Manner2006] and Network Address Translation (NAT) & Firewall (FW) [Stiemer-
ling2006] (see Figure 4.5.

Fig. 4.5 Protocol Signalling Architecture.

4.3.3.2 Signalling Application Properties

For some signalling applications and scenarios, signalling may only be considered
for a uni-directional data flow. However, in other cases there may be interesting
relationships between the signalling for the two flows of a bi-directional session.
An example is QoS for a voice call. Note that the path may be different for two
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directions, due to asymmetric routing. In the basic case, bi-directional signalling
can simply use a separate instance of the same signalling mechanism in each di-
rection. In constrained topologies where parts of the routeare symmetric, it may
be possible to use a more unified approach to bidirectional signalling, e.g. carry-
ing the two signalling directions in common messages. This optimisation might be
used for example to make mobile QoS signalling more efficient. In either case, the
correlation of the signalling for the two flow directions is carried out in the NSLP.
The NTLP would simply be enabled to bundle the messages together. Moreover,
to provide additional flexibility in defining the objects carried by the NSLP such
that only the objects applicable in a particular setting areused. One approach for
reflecting the distinction is that local objects could be putinto separate local mes-
sages that are initiated and terminated within one single domain; an alternative is
that they could be ”stacked” within the NSLP messages that are used anyway for
inter-domain signalling. We are assuming that the NTLP provides a simple message
transfer service, and any acknowledgments or notificationsit generates are handled
purely internally (and applied within the scope of a single NTLP peer relationship).
However, we expect that some signalling applications will require acknowledgments
regarding the failure/success of state installation alongthe data path, and this will be
an NSLP function. Acknowledgments can be sent along the sequence of NTLP peer
relationships toward the signalling initiator, which relieves the requirements on the
security associations that need to be maintained by NEs and can allow NAT traversal
in both directions (if this direction is toward the sender, it implies maintaining re-
verse routing state in the NTLP). In certain circumstances,e.g. trusted domains, an
optimisation could be to send acknowledgments directly to the signalling initiator
outside the NTLP, although any such approach would have to take into account the
necessity of handling denial of service attacks launched from outside the network.
The semantics of the acknowledgment messages are of particular importance. A
NE sending a message could assume responsibility for the entire downstream chain
of NEs, indicating for instance the availability of reserved resources for the entire
downstream path. Alternatively, the message could have a more local meaning, indi-
cating for instance that a certain failure or degradation occurred at a particular point
in the network. Notifications differ from acknowledgments,because they are not
(necessarily) generated in response to other signalling messages. This means that it
may not be obvious to determine where the notification shouldbe sent.

4.3.4 The NSIS Layer Transport Protocol

4.3.4.1 GIST Description

The GIST layer is responsible for the transport of signalling messages. When a
signalling message is ready to be sent, it is given to the GISTlayer along with
information about the flow it is for; it is then up to the GIST layer to get the message
to the next network element (NE) along the path (downstream,in the flow direction
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from the source to the destination; or upstream, in the opposite direction of the
flow from the destination to the source), where it is receivedand the local GIST
responsibility ends.

In the receiving NE, the GIST either forwards the message directly to the next
hop or, if there is an appropriate signalling application, passes it upwards for further
processing; the signalling application can then generate another message to be sent
via GIST.

Figure 4.6. is an example of the NSIS two-layer architecture, showing two differ-
ent signalling applications and how NEs handle the signalling messages accordingly.

Fig. 4.6 Signalling with Heterogeneous NSLPs.

In this example, the first NE in the path has the NTLP and NSLP 1.NSLP 1
generates a signalling message and sends it to the local NTLPso that it can be for-
warded to the flow destination. In the next NE, there are no NSLPs, so the message
is forwarded without being processed by the NTLP. In the nexthop the NTLP and
NSLP 2 are present. Since the message NSLP ID does not correspond to the con-
nected NSLP 2, the message is forwarded to the flow destination again. In the next
hop there is again NTLP and NSLP 1. Since the correct NSLP is available, NTLP
sends the message to NSLP 1. When NSLP receives the message from NTLP, it
processes it accordingly.

GIST allows two modes of operation, the Datagram mode (D-mode) and the
Connection mode (C-mode). D-mode uses UDP to encapsulate the messages and
is used for small and infrequent messages. All Query messages must be sent in
D-mode. The C-mode uses TCP or any other stream or message oriented transport
protocol (currently only Stream Control Transmission Protocol, SCTP [83], is being
researched in addition to TCP) which allows GIST to support reliability and security
(for example using Transport Layer Security, TLS, [84] overTCP) in the message
transport.

To meet the routing requirement, GIST defines a 3-way handshake to set up
the necessary connection with the adjacent peers. This 3-way handshake contains
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a QUERY, a RESPONSE and an optional CONFIRM message. Figure 4.7 describes
the 3-way handshake process between two entities that support GIST. In this hand-
shake, the QUERY message is the first message to be sent. This message is always
sent in D-mode and with the IP Router Alert Option (RAO) [85] flag active. With
this flag, the message sent by GIST travels along the network and every router that
checks this flag analyses the packet content. GIST entities in the network analyse
all packets flagged with the IP RAO and process all QUERY messages.

Fig. 4.7 GIST 3-way handshake.

When a QUERY message is intercepted, the NSLP ID is checked and if the cor-
responding NSLP is present, the message is processed by GIST. Otherwise, the mes-
sage is forwarded to the flow destination so that other GIST entities can intercept
the message, or the destination is reached.

The purpose of the QUERY message is the discovery of the next NSIS hop in
the path and the transport of a proposal for the establishment of a connection be-
tween the two entities. These messages contain a QUERY Cookie object and when
a connection is requested, the association characteristics (for instance the protocol
and port to use in the association) are also present. The QUERY Cookie is a secu-
rity payload that is carried by the QUERY message, which allows the detection and
prevention of several security problems in the handshake.

GIST entities that receive a QUERY message need to reply witha RESPONSE
message. This message is sent to the previous GIST entity by getting its identity
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from the QUERY message. This message contains a RESPONSE Cookie, which is a
cryptographic key based on the received QUERY Cookie. This RESPONSE Cookie
increases the security of the protocol, allowing the upstream hop to check if the
Response message is not sent by a fake NSIS entity. If the received QUERY message
requested an association, the RESPONSE message also includes the association
response.

If the association between the two GIST entities is requested (by the NSLP or
by a local GIST decision/configuration) when the RESPONSE message is received
in the upstream GIST, the association is created and a CONFIRM message is sent
to the downstream GIST using the association. This association can be supported
through TCP, secure TCP with Transport Layer Security (TCP/TLS) or the Stream
Control Transmission Protocol (SCTP). Only after the CONFIRM message is sent,
the NSLPs payloads can start flowing between the two GISTs.

The associations created via the 3-way handshake can be re-used for different
sessions and NSLPs when the downstream peer and the association characteristics
are the same. Even though the 3-way handshake is needed for each new session,
the RESPONSE and CONFIRM messages are sent using the alreadyestablished
association.

GIST was designed as a soft-state protocol to manage all the messages and as-
sociations. GIST uses states for each action occurred in thesystem and associates a
timer to each state. Each time the state is updated, the timeris restarted. If the state
is not updated, the timer expires and the state is removed. GIST has two main state
tables: Message Routing State (MRS) and Message Association State (MAS). The
MRS is responsible for managing individual flows and the MAS is responsible for
managing the associations between individual peers. When atimer expires (if no
message is received for the corresponding flow or association), the state automati-
cally is removed from the state tables. If a state is requiredagain, a new handshake
is needed and a new association must be created.

After the handshake is completed, data messages can be sent with the NSLP
payload. GIST does not check the NSLP payload, the only processing done to the
message is the decrement of the message hop-count, the corresponding states are
refreshed (MRS and MAS) and finally the payload is sent to the corresponding
NSLP.

QoS NSLP is described in the following subsection. This NSLPis one example
of an NSLP that uses GIST as its transport protocol.

4.3.4.2 Signalling for Quality of Service

In the case of signalling for QoS, we can apply all the basic NSIS concepts. In
addition, there is an assumed directionality of the signalling process in that one end
of the signalling flow takes responsibility for actually requesting the resources. This
leads to the following definitions:

• The protocol employs a client/server model where the PEP requests, updates and
deletes to the remote PDP and the PDP returns decisions back to the PEP.
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• QoS NSIS Responder (QNR): the signalling entity that acts asthe endpoint for
the signalling and can optionally interact with applications as well.

• QoS NSIS Forwarder (QNF): a signalling entity between a QNI and QNR, which
propagates NSIS signalling further through the network.

• COPS provides message level security for authentication, replay protection and
message integrity. COPS can also reuse existing protocol for security (IPSEC) or
to authenticate and secure the channel between the PEP and the PDP.

Each of these entities will interact with a resource management function (RMF),
which actually allocates network resources (router buffers, interface bandwidth,
etc.). Note that there is no constraint on which end of the signalling flow should
take the QNI role: with respect to the data flow direction it could be at the sending
or receiving end.

4.3.4.3 Protocol Message Semantics

The QoS NSLP will include a set of messages to reserve resources along the sig-
nalling path. A possible set of message semantics for the QoSNSLP is shown below.
Note that the ”direction” column in the table below only indicates the ”orientation”
of the message. Messages can be originated and absorbed at QNF nodes as well as
the QNI or QNR. An example might be QNFs at the edge of a domain exchanging
messages to set up resources for a flow across it. Note that it is left open whether
the responder can release or modify a reservation, during orafter setup. This seems
mainly a matter of assumptions about authorisation, and thepossibilities might de-
pend on resource type specifics. The table also explicitly includes a refresh opera-
tion. This does nothing to a reservation except extend its lifetime, and is one possible
state management mechanism.

Operation Direction Description
Request I to R Create a new reservation for a flow
Modify I to R Modify an existing reservation

(R to I)
Release I to R Delete (tear down) an existing reservation

(R to I)
Accept/Reject R to I Confirm or reject a reservation request
Notify I to R Report an event detected within the network

(R to I)
Refresh I to R State Management

Table 4.6 NSIS Protocol Messages
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4.3.4.4 Route Changes and QoS Reservations

The normal operation of the NSIS protocol will lead to the situation depicted in
Figure 4.8. , where the reserved resources match the data path

Fig. 4.8 Normal NSIS Protocol Operation.

A route change can occur while such a reservation is in place.The route change
will be installed immediately and any data will be forwardedon the new path. This
situation is depicted in Figure4.9.

Fig. 4.9 Route Change.

Resource reservation on the new path will only be started when the next control
message is routed along the new path. This means that there isa certain time interval
during which resources are not reserved on (part of) the datapath, and certain delay
or drop-sensitive applications will require this time interval to be minimised. Sev-
eral techniques to achieve this could be considered. As an example, RSVP has the
concept of local repair, where the router may be triggered bya route change. In that
case the RSVP node can start sending PATH messages directly after the route has
been changed. Another approach would be to pre-install back-up state, and it would
be the responsibility of the QoS-NSLP to do this, but mechanisms for identifying
back-up paths and routing the necessary signalling messages along them are not
currently considered in the NSIS requirements and framework. It is not guaranteed
that the new path will be able to provide the same guarantees that were available
on the old path. Therefore, it might be desirable for the QNF to wait until resources
have been reserved on the new path before allowing the route change to be installed
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(unless of course the old path no longer exists). However, delaying the route change
installation while waiting for reservation setup needs careful analysis of the inter-
action with the routing protocol being used, in order to avoid routing loops. This
solution adapts to a route change when a route change createscongestion on the
new routed path.

4.3.4.5 Resource Management Interactions

The QoS NSLP itself is not involved in any specific resource allocation or manage-
ment techniques. The definition of an NSLP for resource reservation with Quality
of Service, however, implies the notion of admission control. For a QoS NSLP, the
measure of signalling success will be the ability to reserveresources from the total
resource pool that is provisioned in the network. Resource Management Function
(RMF) is responsible for all resource provisioning, monitoring and assurance func-
tions in the network. A QoS NSLP will rely on the RMF to do resource management
and to provide input for admission control. In this model, the RMF acts as a server
toward the client NSLP(s). It should be noted, however, thatthe RMF may in turn
use another NSLP instance to do the actual resource provisioning in the network. In
this case, the RMF acts as the initiator (client) of an NSLP. This essentially corre-
sponds to a multi-level signalling paradigm with an ”upper”level handling Internet
working QoS signalling, possibly running end-to-end, and a”lower” level handling
the more specialised intra-domain QoS signalling, runningbetween just the edges
of the network. Given that NSIS signalling is already supposed to be able to support
multiple instances of NSLPs for a given flow, and limited scope (e.g., edge-to-edge)
operation, it is not currently clear that supporting the multi-level model leads to any
new protocol requirements for the QoS NSLP.

4.3.4.6 NAT & Firewall NSLP

The NAT and Firewall (NATFW) NSIS Signalling Layer Protocol(NSLP) [86] is
being defined in the NSIS IETF Working Group to provide dynamic configuration
of NATs and firewalls along the data path of a specific flow. NATsand firewalls are
devices in the network that may create obstacles to some applications. Applications
such as IP telephony and peer-to-peer applications generate traffic that is unable to
traverse these obstacles. This NSLP is designed to dynamically configure NATs and
firewalls along the data path. It is required to load firewall rules with an action that
allows data flow packets passing the firewall. In NAT, it is required to create NAT
bindings to the data flow packets.

A simple scenario of the NATFW NSLP between a sender and a receiver with two
middle-boxes (device in the network that intercepts the flowof packets between end
hosts and performs control actions, like NATs and firewalls)is depicted in Figure
4.10. In this example, the NAT or firewall representation is integrated within the



4.3 The Next Steps In Signalling (NSIS) 103

NSIS entity, but they can be two separate entities where the NSIS entity requests the
middle-box to change configuration.

Fig. 4.10 Simple NATFW NSLP overview.

This example describes a source host (sender) that generates a NATFW NSLP
signalling message and sends it to the destination host (receiver). This message fol-
lows the data path and every NSIS entity along the data path with the NATFW
NSLP application processes the message. Based on the processing of the message,
the NATFW NSLP changes the middle-boxes accordingly and forwards the message
to the receiver. After all the middle-boxes are configured for the specific flow, the
data can start to flow with no obstacles.

If the sender or the receiver is not NATFW NSLP aware, the NSLPspecifica-
tion allows the usage of a NATFW NSLP proxy. This is referred to as proxy mode
operation.

The described scenario does not work if the receiver is behind NATs. The sender
cannot address the receiver directly. To solve this issue, amode of operation was
defined as the RESERVE-EXTERNAL-ADDRESS (REA) mode. This mode allows
a receiver to locate upstream NATs and pre-allocate a publicaddress.

NATFW NSLP signalling messages contain general information (like IP address,
ports, protocol) and policy rules. The policy rules are abstractions of the network
equipment policy rules that need to be installed. The request initiator generates the
abstract policy rules and in each NATFW NSLP in the path theserules must be
mapped to the particular NAT or firewall rules. This mapping is vendor and model
dependent.

To provide the described functionalities, five message types have been de-
fined: CREATE, RESERVE-EXTERNAL-ADDRESS, TRACE, NOTIFY and RE-
SPONSE. The CREATE message creates, changes, refreshes anddeletes NATFW
NSLP sessions on the data path from the sender to the destination. The REA mes-
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sage is forwarded from the receiver to the edge NAT to allow inbound CREATE
messages to be forwarded to the receiver. This message reserves an external address
(and a port number if needed) in the edge router and requests the configuration of all
intermediate middle-boxes (between the receiver and the edge NAT). The TRACE
message gathers information from all NATFW NSLP in the data path. The NOTIFY
message is an asynchronous message used by the NSLP to notifyupstream peers
about specific events. The RESPONSE message is a response to CREATE, REA
and TRACE messages.

All messages received by a NATFW NSLP before being processedare checked
as to whether the requested actions are authenticated and authorised. For this pur-
pose all the NATFW NSLP messages carry the NATFW CREDENTIAL object. The
information and structure of this object depends on the authentication and authori-
sation model used in each domain.

4.4 Common Open Policy Service (COPS)

4.4.1 COPS Overview

COPS (Common Open Policy Service specified in the RFC 2748 [87] is a sim-
ple query and response protocol that can be used to exchange policy information
between a policy server (Policy Decision Point or PDP) and its clients (Policy En-
forcement Points or PEPs). COPS supports two models of policy control: outsourc-
ing and configuration (also known as provisioning). In the outsourcing model the
PEP contacts the PDP every time a policy decision has to be made. The PDP makes
the decision and communicates it back to the PEP, which enforces it. In the con-
figuration model the PDP configures the PEP with the policy to be used. The PEP
stores the policy received from the PDP locally and uses it tomake decisions instead
of contacting the PDP every time a new event occurs. The main characteristics of
COPS protocol include:

• The protocol employs a client/server model where the PEP requests, updates and
deletes to the remote PDP and the PDP returns decisions back to the PEP.

• The protocol uses TCP (Transfer Control Protocol) as its transport protocol for
reliable exchange of messages between policy clients and a server.

• The protocol is extensible in that it is designed to leverageoff self-identifying ob-
jects and can support diverse client specific information without requiring modi-
fications to the COPS protocol itself.

• COPS provides message level security for authentication, replay protection and
message integrity. COPS can also reuse existing protocol for security (IPSEC) or
to authenticate and secure the channel between the PEP and the PDP.

• The protocol allows the server to push configuration information to the client,
and than allows the server to remove such state from the client when it is no
longer applicable.
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• The protocol is stateful in two main aspects:

– TheRequest/Decisionstate is shared between client and server. The requests
from the client PEP are installed or remembered by the remotePDP until they
are explicitly deleted by the PEP. At the same time, decisions from the remote
PDP can be generate asynchronously at any time for a currently installed re-
quest state.

– In theInter-associatedstate, the server may respond to new queries differently
because of previously installedRequest/Decisionstate(s) that are related.

4.4.2 Basic Model

The basic model of COPS and the framework of policy-based admission control are
shown in the Figure 4.11. The network nodes can be routers, switches or hubs. The
resources are allocated or released inside a node by PEP (Policy Enforcement Point).
A node can be a policy ignorant node, which does not support the COPS protocol.
The network nodes are grouped into administrative domains.There is always at least
one policy server in each administrative domain. Inside thepolicy server there is the
PDP (Policy Decision Point), which makes the final decision about the handling of
the resources. There can also be a local PDP in the network node (see Figure 4.11.
).

The PEP may communicate with a policy server to obtain policydecisions or
directives. It is responsible for initiating a persistent TCP connection to a PDP, for
notifying the PDP when a request state has changed on the PEP and, finally, for the
deletion of any state that is no longer applicable. When the PEP sends a configura-
tion request, it expects the PDP to continuously send the named units of configu-
ration data until it is successfully installed, and then thePEP should send a report
message to the PDP confirming the installation. The policy protocol is designed to
communicate self-identifying objects that contain the data necessary for identifying
request states, establishing the context for a request, identifying the type of the re-
quest, referencing previously installed request, relaying policy decisions, reporting
errors and providing message integrity. When a failure is detected, the PEP must try
to reconnect to the remote PDP or attempt to connect to a backupalternative PDP.
While disconnected, the PEP should revert to making local decision with LPDP;
once the connection is re-established, the PEP is expected to notify the PDP of any
deleted state or new event that passed local admission control after the connection
was lost. The PDP can also send unsolicited decisions to the PEP, e.g., the PDP can
force the PEP to change previous decisions. Respectively, the PDP can send infor-
mation for accounting or monitoring purposes to the PDP. ThePEP outsources the
decision making to the PDP. Although the PEP can make local decisions with the
LPDP, the final decision is made by the remote PDP. There are three different types
of outsourcing events that need the decision from the PDP andone not outsourcing
type (Figure 4.12. ). These define the context of the each request and decision. The
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Fig. 4.11 COPS in the framework of policy-based admission.

incoming message (e.g., RSVP message) causes the PEP to ask the PDP how to
handle the incoming signal (1), e.g. to accept or reject it. The next step to be done
is to allocate local resources (2) in order to process the message and finally the PEP
enforces the forwarding decision made by PDP (3).

1. arrival of an incoming message
2. allocation of local resources
3. forwarding of an outgoing message
4. configuration information

The fourth type of event, which is not counted as an outsourcing event, is the
request for configuration information from the remote PDP. The PEP can make the
request, for example when it is booting up. The PEP can also ask for configura-
tion information later, for instance when the PEP notices that it must install new
instructions in order to handle a new module or interface.

4.4.3 COPS Protocol

The COPS protocol is designed so that the messages are self-identifying policy ob-
jects, which contain policy elements. The policy elements are units of information



4.4 Common Open Policy Service (COPS) 107

Fig. 4.12 COPS processing of QoS requests.

necessary for the evaluation of policy rules. A single policy element may carry user
or application identification, whereas another policy element may carry user creden-
tials or credit card information. The policy elements themselves are expected to be
independent of which QoS signalling protocol is used.

4.4.3.1 COPS Header

COPS messages are binary-encoded and consist of the common header followed by
a number of typed objects.

Version Flags Op Code Client Type
Message Length

Table 4.7 The COPS common header.

The fields in the header are as follows:

• Version: 4 bits. COPS version number. Current version is 1.
• Flags: 4 bits. Defined the flag values (all other flags must be set to 0): 0x1 So-

licited Message Flag
• Bit: This flag is set when the message is solicited by another COPSmessage.
• Op Code: 8 bits. Contains a message type, indicates the COPS operations, which

are:
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1 =Request (REQ)
2 =Decision (DEC)
3 =Report State (RPT)
4 =Delete Request State (DRQ)
5 =Synchronise State Req (SSQ)
6 =Client-Open (OPN)
7 =Client-Accept (CAT)
8 =Client-Close (CC)
9 =Keep-Alive (KA)
10=Synchronise Complete (SSC)

• Client-type: 16 bits. It indicates that type of policy client. Interpretation of all
encapsulated objects is relative to the client-type. Client-types that set the most
significant bit in the client-type field are enterprise specific (these are client-types
0x8000 - 0xFFFF). For KA Messages, the client-type in the header must always
be set to 0 as the KA is used for connection verification (not per client session
verification).

• Message Length: 32 bits. Size of message in octets including the standard COPS
header and all encapsulated objects. Messages must be aligned on 4 octet inter-
vals.

4.4.3.2 COPS Specific Object Formats

The COPS header defines the message type. A number of policy elements follow af-
ter the header. These elements are used for transferring theinformation for decision-
making and the actual decisions. The contents of the policy elements depend on the
QoS signaling protocol, but the main structure of the COPS protocol remains in-
tact. The policy elements, which are defined in the COPS protocol, conform to the
following structure:

Length (octets) C-Num C-Type
Object Contents

Table 4.8 The COPS specific object format.

The length is a two-octet value that describes the number of octets (including the
header) composing the object. If the length in octets does not fall on a 32-bit word
boundary, padding must be added to the end of the object so that it is aligned to
the next 32-bit boundary before the object can be sent on the wire. On the receiving
side, a subsequent object boundary can be found by simply rounding up the previous
stated object length to the next 32-bit boundary. Typically, C-Num (8 bits) identifies
the class of information contained in the object, and the C-Type (8 bits) identifies
the subtype or version of the information contained in the object. For instance, with
In Interface (C-Num = 3) and Out Interface (C-Num = 4) objectsC-Type = 1 means
that interface is IPv4 and C-Type = 2 means that the interfaceis IPv6.
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The possible values of the C-Num fields and their meanings arepresented in Ta-
ble 6.3.2.1. Every COPS specific object has respective contents of the object. This
content is of variable length depending of the C-Num and C-Type. The messages
between the PEP and the PDP are constructed from these objects. In the next sub-
section some examples of the messages are shown.

C Num Name Explanation
1 Handle The Handle Object encapsulates a unique value

that identifies an installed state. This identification is
used by most COPS operations.

2 Context Specifies the type of event(s) that triggered the query.
Required for request messages.

3 In-Interface This object is used to identify the incoming interface
on which a particular request applies and the address where
the received message originated.

4 Out-Interface This object is used to identify the outgoing
interface to which a specific request applies and the address
for where the forwarded message is to be sent.

5 Reason Code This object specifies the reason why a request
state was deleted. It appears in the delete request (DRQ)
message.

6 Decision Appears in the reply as the decision taken by the PDP
7 LPDP Decision May appear in the request as local point decision
8 Error Identifies a particular COPS protocol error
9 Client Specific Info (SI) This contains client-type specific

information, e.g. the contents of RSVP Path-message, if the
client is RSVP.

10 Keep-alive timer Maximum time interval over which a COPS
message has to be sent or received

11 PEP Identification Allows client identification to the PDP,
required for Client-Open messages

12 Report Type Type of report in request state associated
with handle

13 PDP Redirect Address A PDP when closing a PEP
session for a particular client-type may optionally use this
object to redirect the PEP to the specified PDP server
address and TCP port number.

14 Last PDP Address Used from PEP to specify the PDP
the last PDP that has accepted to open session since
he last rebooted, when PDP sends Open message

15 Accounting timer Optional timer value used to
determine the minimum interval between
accounting type reports

16 Message Integrity Sequence of number used for
authentication and validating COPS messages

Table 4.9 COPS Specific objects.
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4.4.4 COPS Messages

A PEP and a PDP exchange COPS traffic over a TCP connection thatis always
initiated by the PEP. One PDP implementation per server mustlisten on a well-
known TCP port number (COPS=3288 by IANA). The location of the remote PDP
can either be configured or obtained via a service location mechanism. If a single
PEP can support multiple client-types, it may send multipleClient-Open messages,
each specifying a particular client-type to a PDP over one ormore TCP connections.

Request (REQ)[PEP→ PDP]: The PEP establishes a request state client han-
dle for which the remote PDP may maintain state. The handle isthe identification
with which the PDP communicates. If there are local changes in the PEP, the PEP is
responsible to inform the PDP about the changes. The Contextobject tells the con-
text where all the other objects must be interpreted. ClientSI is the client specific
information; it can be the contents of a message of some QoS signaling protocol.
Also, the incoming and outgoing interfaces are depicted in the message. LPDPDe-
cision contains the decisions that the local PDP has done andthey must be verified,
completed or overwritten by the remote PDP. There are 5 different kinds of remote
and local PDP decisions. Flags indicate the normal request/decision, stateless data
means local decision, which does not affect the state of the request, replacement
data replaces the existing data in a signaled message, client specific decision data
is to used to introduce additional decision types and, finally, named data contains
configuration information. The instructions on the usage ofthe four last mentioned
types should be specified in several documents on COPS extension for the given
client-type.

Decision (DEC)[PDP → PEP]: The PDP responds to the REQ with a DEC
message that includes the associated client handle and one or more decision ob-
jects grouped relative to a Context object and Decision Flags object type pair. It
is required that the first decision message for a new/updatedrequest will have the
Solicited Message flag set (value = 1) in the COPS header. Thisavoids the issue of
keeping track which updated request (that is, a request reissued for the same handle)
a particular decision corresponds to. It is important that for a given handle there will
be at most one outstanding solicited decision per request. This essentially means that
the PEP should not issue more than one REQ (for a given handle)before it receives a
corresponding DEC with the solicited message flag set. The PDP must always issue
decisions for requests on a particular handle in the order they arrive, and all requests
must have a corresponding decision. To avoid deadlocks, thePEP can always time-
out after issuing a request that does not receive a decision.It must then delete the
expired handle, and may try again using a new handle. The Decision message may
include either an Error object or one or more context plus associated decision ob-
jects. COPS protocol problems are reported in the Error object (e.g., an error with
the format of the original request including malformed request messages, unknown
COPS objects in the Request, etc.). The applicable Decisionobjects depend on the
context and the type of client. The only ordering requirement for decision objects is
that the required Decision Flags object type must precede the other Decision object
types per context binding.
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Report State (RPT)[PEP→ PDP]: The RPT message is used by the PEP to
communicate to the PDP its success or failure in carrying outthe PDP’s decision,
or to report an accounting related change in state. The Report-Type specifies the
kind of report and the optional ClientSI can carry additional information per Client-
Type. For every DEC message containing a configuration context that is received
by a PEP, the PEP must generate a corresponding Report State message with the
Solicited Message flag set, describing its success or failure in applying the config-
uration decision. In addition, outsourcing decisions fromthe PDP may result in a
corresponding solicited Report State from the PEP depending on the context and
the type of client. RPT messages solicited by decisions for agiven Client Handle
must set the Solicited Message flag and must be sent in the sameorder as their cor-
responding Decision messages were received. There must never be more than one
Report State message generated with the Solicited Message flag set per Decision.
The Report State may also be used to provide periodic updatesof client specific
information for accounting and state monitoring purposes depending on the type of
the client. In such cases, the accounting report type shouldbe specified, utilising the
appropriate client specific information object.

Delete Request State (DRQ)[PEP→ PDP]: This message indicates to the remote
PDP that the state identified by the client handle is no longeravailablerelevant. This
information will then be used by the remote PDP to initiate the appropriate house-
keeping actions. The reason code object is interpreted withrespect to the client-type
and signifies the reason for the removal. The format of the Delete Request State
message is as follows: It is important that when a request state is finally removed
from the PEP, a DRQ message for this request state is sent to the PDP so the corre-
sponding state may likewise be removed on the PDP. Request states not explicitly
deleted by the PEP will be maintained by the PDP until either the client session is
closed or the connection is terminated.

Synchronise State Query (SSQ): This message indicates that the remote PDP re-
quests the client (which appears in the common header) to re-send its state. If the
optional Client Handle is present, only the state associated with this handle is syn-
chronised. If the PEP does not recognise the requested handle, it must immediately
send a DRQ message to the PDP for the handle that was specified in the SSQ mes-
sage. If no handle is specified in the SSQ message, all of the active client state
must be synchronised with the PDP. The client performs statesynchronisation by
re-issuing request queries of the specified client-type forthe existing state in the
PEP. When the synchronisation is complete, the PEP must issue a synchronise state
complete message to the PDP.

Client-Open (OPN)[PEP→ PDP]: The PEP uses the Client-Open message to
tell the PDP what kind of client-types the PEP support. The PEP can also specify
the last PDP to which the PEP connected. The PEPID is a symbolic name of the
PEP, which identifies it inside the administrative domain. The identifier is an ASCII
string that can be an IP address or DNS name of the PEP. The PEP can forward some
additional client specific information to the PDP. The last PDP address describes the
last PDP for which the PEP is still caching decisions. The integrity object is used if
security is in use or when the security is wanted in the usage.
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Client-Accept (CAT)[PDP→ PEP]: The Client-Accept message is used to pos-
itively respond to the Client-Open message. This message will return to the PEP a
timer object, indicating the maximum time interval betweenkeep-alive messages.
Optionally, a timer specifying the minimum allowed interval between accounting
report messages may be included when applicable. If the PDP refuses the client, it
will instead issue a Client-Close message. The Keep-Alive (KA) timer corresponds
to maximum acceptable intermediate time between the generation of messages by
the PDP and PEP. The timer value is determined by the PDP and isspecified in sec-
onds. A timer value of 0 implies no secondary connection verification is necessary.
The optional Accounting (ACCT) timer allows the PDP to indicate to the PEP that
periodic accounting reports should not exceed the specifiedtimer interval per client
handle. This allows the PDP to control the rate at which accounting reports are sent
by the PEP (when applicable). In general, accounting type Report messages are sent
to the PDP when determined appropriate by the PEP. The accounting timer is merely
used by the PDP to keep the rate of such updates in check (i.e.,preventing the PEP
from blasting the PDP with accounting reports). Not including this object implies
that there are no PDP restrictions on the rate at which accounting updates are gen-
erated. If the PEP receives a malformed Client-Accept message, it must generate a
Client-Close message specifying the appropriate error code.

Client-Close (CC)[PEP→ PDP, PDP→ PEP]: The Client-Close message can be
issued by either the PDP or PEP to notify each other that a particular type of client
is no longer being supported. The Error object is included todescribe the reason for
the closing (e.g., the requested client-type is not supported by the remote PDP or
client failure).

Keep-Alive (KA)[PEP→ PDP, PDP→ PEP]: The keep-alive message must be
transmitted by the PEP within the period defined by the minimum of all KA Timer
values specified in all received CAT messages for the connection. A KA message
must be generated randomly between1

4 and 3
4 of this minimum KA timer interval.

When the PDP receives a keep-alive message from a PEP, it mustecho a keep-alive
back to the PEP. This message provides validation for each side that the connec-
tion is still functioning even when there is no other messageexchange. Note: The
client-type in the header must always be set to 0, as the KA is used for connection
verification (not per client session verification). Both client and server may assume
the TCP connection is insufficient for the client-type with the minimum time value
(specified in the CAT message), if no communication activityis detected for a pe-
riod exceeding the timer period. For the PEP, such detectionimplies the remote PDP
or connection is down and the PEP should now attempt to use an alternativebackup
PDP.

Synchronise State Complete (SSC)[PEP→ PDP]: The Synchronise State Com-
plete is sent by the PEP to the PDP after the PDP sends a synchronise state request
to the PEP and the PEP has finished synchronisation. It is useful, since the PDP will
know when all of the old client state has been successfully re-requested and, thus,
the PEP and PDP are completely synchronised. The Client Handle object only needs
to be included if the corresponding Synchronise State Message originally referenced
a specific handle.
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4.4.5 Common Operation

COPS supports two models of policy control: outsourcing andconfiguration (also
known as provisioning). In the outsourcing model the PEP contacts the PDP every
time a policy decision has to be made. The PDP makes the decision and commu-
nicates it back to the PEP, which enforces it. In the configuration model the PDP
configures the PEP with the policy to be used. The PEP stores the policy received
from the PDP locally and uses it to make decisions instead of contacting the PDP
every time a new event occurs.

4.4.5.1 Outsourcing Operation

In the outsourcing scenario the PEP contacts the PDP every time a policy decision
needs to be made. Since the request is stateful, the request will be remembered, or
installed, on the remote PDP. The unique handle (unique per TCP connection and
client-type), specified in both the request and its corresponding decision identifies
this request state. The PEP is responsible for deleting thisrequest state once the
request is no longer applicable. The PEP can update a previously installed request
state by re-issuing a request for the previously installed handle. The remote PDP
is then expected to make new decisions and send a decision message back to the
PEP. Likewise, the server may change a previously issued decision on any currently
installed request state at any time by issuing an unsolicited decision message. At
all times the PEP module is expected to enforce the PDP’s decisions and notify the
PDP of any state changes. An example of this model is COPS usage for RSVP.
RSVP-enabled routers, which act as PEPs and use COPS client-type 1, query the
PDP when an RSVP message is received. The client specifies which RSVP message
was received (e.g., PATH or RESV) and the expected behaviourof the router. The
PDP decides whether or not the requested reservation is acceptable, according to the
policy of the domain and communicates its decision back to the PEP (e.g., remove
the resources assigned to a particular flow).

4.4.5.2 Configuration Operations

In the configuration scenario (known as COPS-PR), the PDP provides PEPs with
policies and the PEP applies these policies. The PDP will then potentially send sev-
eral decisions containing named units of configuration datato the PEP. The PEP
is expected to install and use the configuration locally. When the PDP no longer
wishes that the PEP uses a piece of configuration information, it will send a deci-
sion message specifying the named configuration and a decision flags object with
the remove configuration command. The PEP should then proceed to remove the
corresponding configuration and send a report message to thePDP that specifies it
has been deleted. When the client downloads this policy, it does not need to con-
tact the server to make individual decisions. This makes COPS-PR a highly scalable
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protocol; moreover, the COPS-PR could potentially be used to transfer configuration
parameters beyond policy information.

4.4.5.3 Security

In the typical exchanges between remote PDP servers and PEP clients there are also
the COPS security messages. If COPS level security is required, it must be nego-
tiated during the initial Client-Open/Client-Accept message exchange specifying a
Client-Type of zero (which is reserved for connection levelsecurity negotiation and
connection verification). Security can be initiated by the PEP, if the PDP accepts the
PEP’s security key and algorithm by validating the message digest using the iden-
tified key, the PDP must send a Client-Accept message with a Client-Type of zero
to the PEP carrying an Integrity object. This Integrity object will contain the initial
sequence number that the PDP requires the PEP to increment during all subsequent
communication with the PDP and the Key ID, identifying the key and algorithm
used to compute the digest. The COPS protocol provides the Integrity object that
can achieve authentication, message integrity, and replayprevention. Furthermore,
it is good practice to use localised keys specific to a particular PEP such that a stolen
PEP will not compromise the security of an entire administrative domain. The COPS
Integrity object also provides sequence numbers to avoid replay attacks. The PDP
chooses the initial sequence number for the PEP and the PEP chooses the initial
sequence number for the PDP. These initial numbers are then incremented with
each successive message sent over the connection in the corresponding direction.
The initial sequence numbers should be chosen such that theyare monotonically
increasing and never repeat for a particular key. Security between the client (PEP)
and server (PDP) may be provided by IP Security [IPSEC]. In this case, the IPSEC
Authentication Header (AH) should be used for the validation of the connection.
Additionally, IPSEC Encapsulation Security Payload (ESP)may be used to provide
both validation and secrecy.

4.4.6 Illustrative Examples, Using COPS for RSVP

4.4.6.1 Unicast Flow Example

This subsection details the steps in using COPS for controlling a Unicast RSVP
flow. It details the contents of the COPS messages with respect to Figure 4.13.

The PEP router has two interfaces (if1, if2). Sender S1 sendsto receiver R1. A
Path message arrives from S1:

PEP --> PDP REQ := <Handle A>
<Context: in & out, Path>
<In-Interface if2> <Out-Interface if1>
<ClientSI: all objects in Path message>



4.4 Common Open Policy Service (COPS) 115

Fig. 4.13 Unicast Example: a single PEP view.

PDP --> PEP DEC := <Handle A> <Context: in & out, Path>
<Decision: Command, Install>

A Resv message arrives from R1:

PEP --> PDP REQ := <Handle B>
<Context: in & allocation & out, Resv>
<In-Interface if1> <Out-Interface if2>
<ClientSI: all objects in Resv message>

PDP --> PEP DEC := <Handle B>
<Context: in, Resv>
<Decision: command, Install>
<Context: allocation, Resv>
<Decision: command, Install>
<Decision: Stateless, Priority=7>
<Context: out, Resv>
<Decision: command, Install>
<Decision: replacement, POLICY-DATA1>

PEP --> PDP RPT := <Handle B>
<Report type: commit>

Notice that the Decision was split because of the need to specify different deci-
sion objects for different context flags. Time passes, the PDP changes its decision:

PDP --> PEP DEC := <Handle B>
<Context: allocation, Resv>
<Decision: command, Install>
<Decision: Stateless, Priority=3>

Because the priority is too low, the PEP preempts the flow:
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PEP --> PDP DRQ := <Handle B>
<Reason Code: Preempted>

Time Passes, the sender S1 ceases to send Path messages:

PEP --> PDP DRQ := <Handle A>
<Reason: Timeout>

4.5 Conclusions

This chapter provided an overview on the signalling protocols and analysed in detail
three of the most popular and promising signalling protocols/frameworks that are
used in the current Internet: the Session Initiation Protocol (SIP), the Next Steps
In Signalling (NSIS) framework, and the Common Open Policy Service (COPS)
architecture and protocol.

For each signalling protocol/framework, background information was given and
the main characteristics were described, presenting the overall architecture and
overview of the protocol structure. The descriptions included architectural and pro-
tocol overviews, message formats, common operation and some examples.



References 255

References

1. R. Steinmetz and K. Nahrstedt,Multimedia Fundamentals: Medai Coding and Content Pro-
cessing, 2nd ed. Prentice-Hall PTR, 2002, vol. 1.

2. ——,Multimedia Systems, 1st ed. Berlin, Germany: Springer Verlag, 2004.
3. S. Floyd, “Connections with multiple congested gatewaysin packet-switched networks part

1: One-way traffic,”Computer Communications Review, vol. 21, no. 5, pp. 30–47, October
1991.

4. M. Mathis, J. Semke, and J. Mahdavi, “The macroscopic behavior of the tcp congestion
avoidance algorithm,”SIGCOMM Comput. Commun. Rev., vol. 27, no. 3, pp. 67–82, 1997.

5. ITU-T, “Itu t recommendation g.114: One-way transmission time.” 2003.
6. ——, “Itu t recommendation g.1010: End-user multimedia qos categories.” 2001.
7. T. Szigeti and C. Hattingh,End-to-End QoS Network Design: Quality of Service in LANs,

WANs, and VPNs (Networking Technology). CISCO Press, 2005.
8. S. Keshav,An Engineering Approach to Computer Networking. Addison Wesley, 1997.
9. R. Braden, D. Clark, and S. Shenker, “Integrated servicesin the internet architecture: an

overview,” RFC 1633, June 1994.
10. S. Shenker and J. Wroclawski, “General characterization parameters for integrated service

network elements,” RFC 2215, September 1997.
11. J. Wroclawski, “Specification of the Controlled-Load Network Element Service,” RFC 2211

(Proposed Standard), September 1997. [Online]. Available: http://www.ietf.org/rfc/rfc2211.
txt

12. S. Shenker, C. Partridge, and R. Guerin, “Specification of Guaranteed Quality
of Service,” RFC 2212 (Proposed Standard), September 1997.[Online]. Available:
http://www.ietf.org/rfc/rfc2212.txt

13. J. Solomon, “Applicability Statement for IP Mobility Support,” RFC 2005 (Proposed
Standard), Oktober 1996. [Online]. Available: http://www.ietf.org/rfc/rfc2005.txt

14. S. Blake, D. Black, M. Carlson, E. Davies, Z. Wang, and W. Weiss, “An Architecture for
Differentiated Service,” RFC 2475 (Informational), Dezember 1998, updated by RFC 3260.
[Online]. Available: http://www.ietf.org/rfc/rfc2475.txt

15. K. Nichols, S. Blake, F. Baker, and D. Black, “Definition of the Differentiated Services
Field (DS Field) in the IPv4 and IPv6 Headers,” RFC 2474 (Proposed Standard), Dezember
1998, updated by RFCs 3168, 3260. [Online]. Available: http://www.ietf.org/rfc/rfc2474.txt

16. K. Nichols and B. Carpenter, “Definition of Differentiated Services Per Domain Behaviors
and Rules for their Specification,” RFC 3086 (Informational), April 2001. [Online].
Available: http://www.ietf.org/rfc/rfc3086.txt

17. K. Nichols, V. Jacobson, and K. Poduri, “A per-domain behavior for circuit emulation in ip
networks,”SIGCOMM Comput. Commun. Rev., vol. 34, no. 2, pp. 71–83, 2004.

18. B. Davie, A. Charny, J. Bennet, K. Benson, J. L. Boudec, W.Courtney, S. Davari,
V. Firoiu, and D. Stiliadis, “An Expedited Forwarding PHB (Per-Hop Behavior),” RFC 3246
(Proposed Standard), März 2002. [Online]. Available: http://www.ietf.org/rfc/rfc3246.txt

19. J. Heinanen, F. Baker, W. Weiss, and J. Wroclawski, “Assured Forwarding PHB Group,”
RFC 2597 (Proposed Standard), June 1999, updated by RFC 3260. [Online]. Available:
http://www.ietf.org/rfc/rfc2597.txt

20. J. Babiarz, K. Chan, and F. Baker, “Configuration Guidelines for DiffServ Service
Classes,” RFC 4594 (Informational), August 2006. [Online]. Available: http://www.ietf.org/
rfc/rfc4594.txt

21. L. Breslau, E. W. Knightly, S. Shenker, I. Stoica, and H. Zhang, “Endpoint admission control:
architectural issues and performance,” inSIGCOMM ’00: Proceedings of the conference
on Applications, Technologies, Architectures, and Protocols for Computer Communication.
New York, NY, USA: ACM, 2000, pp. 57–69.

22. K. Ramakrishnan and S. Floyd, “A Proposal to add ExplicitCongestion Notification (ECN)
to IP,” RFC 2481 (Experimental), Januar 1999, obsoleted by RFC 3168. [Online]. Available:
http://www.ietf.org/rfc/rfc2481.txt



256 B Network Emulation Focusing on QoS-Oriented SatelliteCommunication

23. C. Cetinkaya, V. Kanodia, and E. W. Knightly, “Scalable services via egress admission
control,” IEEE Transactions on Multimedia, vol. 3, no. 1, pp. 69–81, 2001. [Online].
Available: citeseer.ist.psu.edu/cetinkaya01scalable.html

24. S. McCanne, V. Jacobson, and M. Vetterli, “Receiver-driven layered multicast,” inACM SIG-
COMM, vol. 26, no. 4. New York: ACM Press, Aug. 1996, pp. 117–130.

25. V. Paxson, “Strategies for Sound Internet Measurement,” in 4rth Internet Measurements Con-
ference, 2004.

26. V. Paxson, G. Almes, J. Mahdavi, and M. Mathis, “Framework for IP Performance Metrics,”
RFC 2330, May 1998.

27. J. Mahdavi and V. Paxson, “IPPM Metrics for Measuring Connectivity,” RFC 2678, Sept.
1999.

28. G. Almes, S. Kalidindi, and M. Zekauskas, “A One-way Delay Metric for IPPM,” RFC 2679,
Sept. 1999.

29. I.-T. R. Y.1541, “Network Performance Objectives fo IP-based Services,” Review Jan 2005.
30. G. Almes, S. Kalidindi, and M. Zekauskas, “A Round-trip Delay Metric for IPPM,” RFC

2681, Sept. 1999.
31. ——, “A One-way Packet Loss Metric for IPPM,” RFC 2680, Sept. 1999.
32. C. Demichelis and P. Chimento, “IP Packet Delay Variation Metric for IP Performance Met-

rics (IPPM),” RFC 3393, Nov. 2002.
33. M. Mathis and M. Allman, “A Framework for Defining Empirical Bulk Transfer Capacity

Metrics,” RFC 3148, July 2001.
34. I.-T. R. P.800.1, “Mean Opinion Score (MOS) terminology,” 2003.
35. A. Takahashi, H. Yoshino, and N. Kitawaki, “Perceptual qos assessment technologies for

voip,” IEEE/Comm. Mag, vol. 42, no. 7, pp. 28–34, 2004.
36. I.-T. R. G.107, “The E-model, a computational model for use in transmission planning,”

2003.
37. I.-T. R. P.910, “Subjective video quality assessment methods for multimedia applications,”

1999.
38. I.-T. R. P.862, “Perceptual evaluation of speech quality (PESQ): An objective method

for end-to-end speech quality assessment of narrow-band telephone networks and speech
codecs,” 2001.

39. D. L. Mills, “Network Time Protocol (Version 3) Specification, Implementation and Analy-
sis,” RFC 1305, Mar. 1992.
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