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1 Intr oduction

Not writtenyet.

2 Traf�c theory and �o w aware networking

We argueherethattraf�c theoryshouldbeincreasinglyusedto guidethedesignof the
futuremultiserviceInternet.By traf�c theorywemeantheapplicationof mathematical
modelingto explain the traf�c-performancerelation linking network capacity, traf�c
demandandrealizedperformance.Traf�c theoreticconsiderationsleadusto arguethat
aneffectiveQoSnetwork architecturemustbe�o w aware.

Traf�c theory is fundamentalto the designof the telephonenetwork. The traf�c-
performancerelationhereis typi�ed by theErlanglossformulawhich givestheprob-
ability of call blocking,
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, whena certainvolumeof traf�c, � , is offeredto a given
numberof circuits, � :

���

�����	��


�	��
����

�����

�

�

�


������

The formula reliesessentiallyonly on the reasonableassumptionthat telephonecalls
arrive asa stationaryPoissonprocess.It demonstratesthe remarkablefact that,given
this assumption,performancedependsonly on a simplemeasureof theofferedtraf�c,

� , equalto theproductof thecall arrival rateandtheaveragecall duration.
We claim that it is possibleto derive similar traf�c-performancerelationsfor the

Internet,even if thesecannotalwaysbeexpressedasconciselyastheErlangformula.
Deriving suchrelationsallows usto understandwhatkindsof performanceguarantees
arefeasibleandwhatkindsof traf�c controlarenecessary.

It hasbeensuggestedthatInternettraf�c is far toocomplicatedto bemodeledusing
thetechniquesdevelopedfor thetelephonenetwork or for computersystems[1]. While
we mustagreethatthemodelingtoolscannotignorerealtraf�c characteristicsandthat
new traf�c theory doesneedto be developed,we seekto show herethat traditional
techniquesand classicalresultsdo have their applicationand can shedlight on the
impactof possiblenetworkingevolutions.
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Folowing abrief discussiononInternettraf�c characteristicsweoutlineelementsof
a traf�c theoryfor thetwo maintypesof demand:streamingandelastic.We conclude
with thevision of a future �o w awarenetwork architecturebuilt on the lessonsof this
theory.

2.1 Statistical characterization of traf�c

Traf�c in theInternetresultsfrom theuncoordinatedactionsof a very largepopulation
of usersandmustbe describedin statisticalterms.It is importantto be abledescribe
this traf�c succinctlyin a mannerwhich is usefulfor network engineering.

The relative traf�c proportionsof TCP andUDP hasvariedlittle over at leastthe
last� veyearsandtendto bethesamethroughouttheInternet.More than90%of bytes
arein TCPconnections.New streamingapplicationsarecertainlygainingin popularity
but theextraUDP traf�c is offsetby increasesin regulardatatransfersusingTCP. The
applicationsdriving thesedocumenttransfersis evolving, however, with the notable
impactover recentyears�rst of theWebandthenof peerto peerapplications.

For traf�c engineeringpurposesit is not necessaryto identify all thedifferentap-
plicationscomprisingInternettraf�c. It is generallysuf�cient to distinguishjust three
fundamentallydifferenttypesof traf�c: elastictraf�c, streamingtraf�c andcontroltraf-
�c. Elastic traf�c correspondsto the transferof documentsunderthe control of TCP
andis so-namedbecausetherateof transfercanvary in responseto evolving network
load.Streamingtraf�c resultsfrom audioandvideoapplicationswhich generate�o ws
of packetshavinganintrinsicratewhichmustbepreservedby limiting packetdelayand
loss.Control traf�c derivesfrom a varietyof signallingandnetwork controlprotocols.
While theef�cient handlingof controltraf�c is clearlyvital for thecorrectoperationof
thenetwork, its relatively small volumemakesit a somewhatminor considerationfor
traf�c managementpurposes.

Fig.1. Traf®c on anOC192backbonelink.

Observationsof traf�c volumeon network links typically revealintensitylevels(in
bits/sec)averagedoverperiodsof 5 to 10minuteswhicharerelatively predictablefrom
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dayto day(seeFigure2.1).It is possibleto detectabusyperiodduringwhichthetraf�c
intensity is roughly constant.This suggeststhat Internettraf�c, like telephonetraf�c,
canbemodelledasastationarystochasticprocess.Busyhourperformanceis evaluated
throughexpectedvaluespertainingto thecorrespondingstationaryprocess.

The traf�c processcanbe describedin termsof thecharacteristicsof a numberof
objects,includingpackets,bursts,�o ws,sessionsandconnections.Thepreferredchoice
for modelingpurposesdependsontheobjectto which traf�c controlsareapplied.Con-
versely, in designingtraf�c controlsit is necessaryto bearin mind thefacility of char-
acterizingthe implied traf�c object.Traf�c characterizationprovesmostconvenientat
�o w level.

A �o w is de�ned for presentpurposesastheunidirectionalsuccessionof packets
relatingto oneinstanceof an application(sometimesreferredto asa micro�ow). For
practicalpurposes,thepacketsbelongingto a given�o w have thesameidenti�er (e.g.,
sourceanddestinationaddressesandport numbers)andoccurwith a maximumsepa-
rationof a few seconds.Packet level characteristicsof elastic�o wsaremainly induced
by thetransportprotocolandits interactionswith thenetwork. Streaming�o ws,on the
otherhand,haveintrinsic(generallyvariable)ratecharacteristicsthatmustbepreserved
asthe�o w traversesthenetwork.

Flowsarefrequentlyemittedsuccessively andin parallelin whatarelooselytermed
sessions.A sessioncorrespondsto a continuousperiodof activity duringwhich a user
generatesa setof elasticor streaming�o ws.For dial-upcustomers,thesessioncanbe
de�ned to correspondto the modemconnectiontime but, in general,a sessionis not
materializedby any speci�c network controlfunctions.

Thearrival processof �o wsin abackbonelink typically resultsfrom thesuperposi-
tion of a largenumberof independentsessionsandhassomewhatcomplex correlation
behaviour. However, observationscon�rm thepredictablepropertythatsessionarrivals
in thebusyperiodcanbeassimilatedto a Poissonprocess.

The sizeof elastic�o ws (i.e., the sizeof the documentstransferred)is extremely
variableandhasaso-calledheavy-taileddistribution:mostdocumentsaresmall(a few
kilobytes)but thenumberwhicharevery longtendto contributethemajorityof traf�c.
The precisedistribution clearly dependson the underlyingmix of applications(e.g.,
mail hasvery differentcharacteristicsto MP3 �les) andis likely to changein time as
networkusageevolves.It is thereforehighly desirableto implementtraf�c controlssuch
thatperformanceis largely insensitive to theprecisedocumentsizecharacteristics.

Thedurationof streaming�o ws alsotypically hasa heavy-taileddistribution.Fur-
thermore,thepacket arrival processwithin a variableratestreaming�o w is oftenself-
similar [2, Chapter12].As for elastic�o ws,it provesverydif�cult to preciselydescribe
thesecharacteristics.It is thusagainimportantto designtraf�c controlswhich make
performancelargely insensitive to them.

2.2 Traf�c theory for elastictraf�c

Exploiting the toleranceof documenttransfersto rate variationsimplies the useof
closed-loopcontrol to adjusttherateat which sourcesemit. In this sectionwe assume
closed-loopcontrolis appliedend-to-endona �o w-by-�o w basisusingTCP.
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TCPrealizesclosedloop controlby implementinganadditive increase,multiplica-
tivedecreasecongestionavoidancealgorithm:therateincreaseslinearly in theabsence
of packet lossbut is halved whenever lossoccurs.This behavior causeseach�o w to
adjustits averagesendingrateto a valuedependingon thecapacityandthecurrentset
of competing�o ws on the links of its path.Availablebandwidthis sharedin roughly
fair proportionsbetweenall �o ws in progress.

A simplemodelof TCPresultsin the following well-known relationshipbetween
�o w throughput� andpacket lossrate� :

�

�

� � 


constant
RTT � � �

whereRTT is the �o w roundtrip time (see[3] for a moreaccurateformula).This for-
mula illustratesthat, if we assumethe lossrateis thesamefor all �o ws, bandwidthis
sharedin inverseproportionto theroundtrip timeof thecontending�o ws.

To estimatethe lossrateonemight be temptedto deducethe (self-similar, multi-
fractal)characteristicsof thepacket arrival processandapplyqueuingtheoryto derive
the probability of buffer over�ow. This would be an error, however, sincethe closed-
loopcontrolof TCPmakesthearrivalprocessdependentonthecurrentandpastconges-
tion statusof thebuffer. Thisdependenceis capturedin theabovethroughputformula.

Theformulacanalternatively beinterpretedasrelating� to therealizedthroughput
� . Since � actuallydependson thesetof �o ws in progress(eachreceiving a certain
shareof availablebandwidth),we deducethatpacket scaleperformanceis mainly de-
terminedby �o w level traf�c dynamics.It can,in particular, deterioraterapidly asthe
numberof �o wssharinga link increases.

Considerthefollowing �uid modelof anisolatedbottlenecklink where�o wsarrive
accordingto a Poissonprocess.Assumethatall �o ws usingthe link receive an equal
shareof bandwidthignoring, therefore,the impactof different round trip times.We
furtherassumethatratesharesareadjustedimmediatelyasnew �o wsbeginandexisting
�o wscease.

Thenumberof �o ws in progressin this modelis a randomprocesswhich behaves
like the numberof customersin a so-calledprocessorsharingqueue[4]. Let the link
bandwidthbe � bits/s,the�o w arrival rate � �o ws/sandthemean�o w size � bits.The
distributionof thenumberof �o ws in progressis geometric:

���
	

� �o ws� 


�
�����

�

�

�

�

where
�


���� 
�� is thelink utilization.Theexpectedresponsetime �

���

� of a �o w of
size

�

is:
�

���

��


�

�

�
�����

� �

Fromthelastexpressionwededucethatthemeasureof throughput
�


��

���

� is indepen-
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It is well known that the above resultsaretrue for any �o w sizedistribution. It is

further shown in [5] that they alsoapply with the following relaxationof the Poisson
�o w arrivalsassumption:sessionsarriveasaPoissonprocessandgeneratea �nite suc-
cessionof �o ws interspersedby think times;the numberof �o ws in thesession,�o w
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sizesandthink timesaregenerallydistributedandcanbe correlated.Statisticalband-
width sharingperformancethusdependsessentiallyonly on link capacityandoffered
traf�c.

Noticethattheabovemodelpredictsexcellentperformancefor ahighcapacitylink
with utilization not too closeto 100%. In practice,�o ws handledby suchlinks are
limited in rateelsewhere(in theaccessnetwork, by a modem,...).Thebackbonelink is
thenpracticallytransparentwith respectto perceivedperformance.

Fig.2. Depictionof ¯ow throughputfor 90%link load.

The above model of ideally fair bandwidthsharingusefully illustratestwo inter-
estingpoints which turn out to be more generallytrue. First, performancedepends
primarily on expectedtraf�c demand(in bits/second)andonly marginally on parame-
tersdescribingtheprecisetraf�c process(distributions,correlation).Second,backbone
performancetendsto be excellentaslong asexpecteddemandis somewhat lessthan
availablecapacity. Thelatterpoint is illustratedin Figure2.

The �gure depictsthe throughputof �o ws traversinga bottlenecklink of capacity
10 Mbpsundera loadof 90%(i.e., �o w arrival rate � average�o w size= 9 Mbps),as
evaluatedby ns2simulations.Flows arerepresentedasrectangleswhoseleft andright
coordinatescorrespondto the �o w start and stop time and whoseheight represents
the averagethroughput.The �o w throughputis also representedby the shadeof the
rectangle:thelightestgrey correspondsto anaveragerategreaterthan400Kbps,black
correspondsto lessthan20 Kbps.In Figure2, despitetherelatively high loadof 90%,
most�o wsattaina high rate,asthemodelpredicts.

In overload,whenexpecteddemandexceedslink capacity, the processorsharing
queueis unstable:thenumberof �o ws in progressincreasesinde�nitely as�o ws take
longerand longer to completewhile new �o ws continueto arrive. Figure3 shows a
rectangleplot similarto Figure2 for anofferedloadequalto 140%of link capacity. The
rectanglestendto becomeblack lines sincethenumberof competing�o ws increases
steadilyasthesimulationprogresses.
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In practice,instability is controlledby usersabandoningtransfers,interruptingses-
sionsor simplychoosingnot to usethenetwork atall in busyperiods.Theendresultis
thatlink capacityis inef�ciently usedwhile perceivedthroughputperformancebecomes
unacceptable,especiallyfor long transfers[6]. An effective overloadcontrolwould be
to implementsomeform of proactiveadmissioncontrol:a new �o w would berejected
wheneverthebandwidthit wouldreceivefallsbelow acertainthreshold.Figure4 is the
rectangleplot of thebottlenecklink under140%loadwith theapplicationof admission
control.Flow throughputis maintainedataround100Kbpsrepresentedby themedium
grey colourof therectangles.

Fig.3. Depictionof ¯ow throughputfor 140%link load.

Fig.4. Depictionof ¯ow throughputwith admissioncontrol.

The above traf�c theory doesnot lead to an explicit traf�c-performancerelation
showing how a providercanmeetprecisethroughputguarantees.In fact,consideration
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of thestatisticalnatureof traf�c, thefairnessbiasdueto differentroundtrip timesand
theimpactof slow-starton thethroughputof short�o ws suggeststhatsuchguarantees
areunrealizable.A morereasonableobjectivefor theproviderwouldbeto ensurealink
is capableof meetingaminimal throughputobjectivefor ahypotheticalvery large�o w.
This throughputis equalto �

�
�����

� , evenwhensharingis notperfectlyfair.

2.3 Traf�c theory for streamingtraf�c

We assumethat streamingtraf�c is subjectto open-loopcontrol: an arriving �o w is
assumedto havecertaintraf�c characteristics;thenetwork performsadmissioncontrol,
only acceptingthe �o w if quality of servicecan be maintained;admitted�o ws are
policedto ensuretheir traf�c characteristicsareindeedasassumed.

Theeffectivenessof open-loopcontroldependsonhow accuratelyperformancecan
be predictedgiven thecharacteristicsof audioandvideo �o ws. To discussmultiplex-
ing optionswe �rst make the simplifying assumptionthat �o ws have unambiguously
de�ned rateslike �uids. It is usefulthento distinguishtwo forms of statisticalmulti-
plexing: bufferlessmultiplexing andbufferedmultiplexing.

In the�uid model,statisticalmultiplexing is possiblewithout buffering if thecom-
binedinput rateis maintainedbelow link capacity. As all excesstraf�c is lost, theover-
all lossrateis simply theratioof expectedexcesstraf�c to expectedofferedtraf�c, i.e.,
E

	 ����� �

� ��� � 
 E
	 ���

� where
���

is theinput rateprocessand � is thelink capacity. It is
importantto noticethatthis lossrateonly dependson thestationarydistribution of the
combinedinput ratebut noton its timedependentproperties.

The level of link utilization compatiblewith a given lossratecanbe increasedby
providing a buffer to absorbsomeof theinput rateexcess.However, thelossratereal-
ized with a givenbuffer sizeandlink capacitythendependsin a complicatedway on
thenatureof theofferedtraf�c. In particular, lossanddelayperformanceturnout to be
very dif�cult to predictwhenthe input processis self-similar(see[2, p. 540]).This is
a signi�cant observationin that it impliesbufferedmultiplexing leadsto extremedif�-
culty in controllingquality of service.Eventhoughsomeapplicationsmaybetolerant
of quitelong packet delaysit doesnot appearfeasibleto exploit this tolerance.Simple
errorsmayleadto delaysthataremorethantwicetheobjectiveor buffer over�ow rates
thataretentimestheacceptablelossrate,for example.

An alternative to meetingQoSrequirementsby controlledstatisticalmultiplexing
is to guaranteedeterministicdelayboundsfor �o wswhoserateis controlledat thenet-
work ingress.Network provisioningandresourceallocationthenrelieson resultsfrom
theso-callednetwork calculus[7]. Thedisadvantagewith this approachis that it typi-
cally leadsto considerableoverprovisioningsincetheboundsareonly ever attainedin
unreasonablypessimisticworst-casetraf�c con�gurations.Actual delayscanbeorders
of magnitudesmaller.

Bufferlessstatisticalmultiplexing hasclearadvantageswith respectto the facility
with which quality of servicecanbecontrolled.It is alsoef�cient whenthepeakrate
of anindividual �o w is smallcomparedto thelink ratebecausehighutilization is com-
patiblewith negligible loss

Packet queuingoccursevenwith so-calledbufferlessmultiplexing dueto thecoin-
cidenceof arrivals from independentinputs.While we assumedabove that rateswere
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well de�ned, it is necessaryin practiceto accountfor thefact thatpacketsin any �o w
arrive in burstsandpacketsfrom different�o ws arrive asynchronously. Fortunately, it
turnsout that theaccumulationof jitter doesnot constitutea seriousproblem,aslong
as�o wsarecorrectlyspacedat thenetwork ingress[8].

Fig.5. Bandwidthsharingbetweenstreamingandelastic¯ows.

Thoughwehavediscussedtraf�c theoryfor elasticandstreamingtraf�c separately,
integrationof both typesof �o w on the samelinks hasconsiderableadvantages.By
giving priority to streaming�o ws, they effectively seea link with very low utilization
yielding extremelylow packet lossanddelay. Elastic�o ws naturallybene�t from the
bandwidthwhichwouldbeunusedif dedicatedbandwidthwerereservedfor streaming
traf�c andthusgaingreaterthroughput.This kind of sharingis depictedin Figure5.

It is generallyacceptedthat admissioncontrol must be employed for streaming
�o wsto guaranteetheir low packet lossanddelayrequirements.Amongthelargenum-
ber of schemeswhich have beenproposedin the literature,our preferenceis clearly
for a form of measurement-basedcontrol wherethe only traf�c descriptoris the �o w
peakrateandtheavailablerateis estimatedin real time.A particularlysimplescheme
is proposedby Gibbenset al. [9]. In an integratednetwork with a majority of elastic
traf�c, it maynotevenbenecessaryto explicitly monitorthelevel of streamingtraf�c.

2.4 A �o w awaretraf�c managementframework

The above considerationson traf�c theory for elasticandstreaming�o ws leadus to
questionthe effectivenessof the classicalQoS solutionsof resourcereservation and
classof servicedifferentiation[10]. In this sectionwe outline a possiblealternative
�o w awarenetwork architecture.

It appearsnecessaryto distinguishtwo classesof service,namelystreamingand
elastic.Streamingpacketsmust be given priority in order to avoid unduedelay and
loss.Bufferlessmultiplexingmustbeusedto allow controlledperformanceof streaming
�o ws.Packet delayandlossarethenassmallasthey canbeproviding thebestquality
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of servicefor all applications.Bufferlessmultiplexing is particularlyef�cient underthe
realisticconditionsthat the �o w peakrateis a small fraction of link capacityandthe
majorityof traf�c usingthelink is elastic.

Elastic�o ws areassumedto fairly sharetheresidualbandwidthleft by thepriority
streaming�o ws. From resultsof the processorsharingmodel introducedabove, we
deducethat the network will be virtually transparentto �o w throughputas long as
overall link load is not too closeto one.This observation hasbeencon�rmed by NS
simulationsof anintegratedsystem[11].

Per�o w admissioncontrolis necessaryto preserveperformancein casedemandex-
ceedslink capacity. Weadvocateapplyingadmissioncontrolsimilarly to bothstreaming
andelastic�o ws.If elastictraf�c is in themajority (at least90%atpresent),theadmis-
siondecisioncouldbebasedsimplyona measureof thebandwidthcurrentlyavailable
to a new elastic�o w. If relative streamingtraf�c volumeincreases,anadditionalcrite-
rion usinganestimationof thecurrentoverallstreamingtraf�c ratecouldbeappliedas
envisagedin [9].

Implementationof �o w awarenetworking obviously requiresa reliablemeansof
identifyingindividual�o ws.A �o w identi�er couldbederivedfrom theusualmicro�ow
5-tupleof IPv4.A more�e xible solutionwouldbeto usethe�o w label�eld of theIPv6
packetheaderallowing theuserto freelyde�ne whatheconsidersto constitutea `�o w'
(e.g.,all theelementsof agivenWebpage).

Flow identi�cation for admissioncontrolwould beperformed̀ on the�y' by com-
paringthepacket �o w identi�er to a list of �o ws in progressonacontrolledlink. If the
packetcorrespondsto anew �o w, andtheadmissioncriteriaarenotsatis�ed,thepacket
would bediscarded.This is a congestionsignalto be interpretedby theuser, asin the
probe-basedadmissionschemesdiscussedin SectionXX. If admissible,thenew �o w
identi�er is addedto thelist. It is purgedfrom thelist whenno packet is observedin a
certaintimeoutinterval.

Admissioncontrolpreservestheef�ciency of links whosedemandexceedscapac-
ity. Ratherthanrejectingexcess�o ws,a moresatisfactorysolutionwouldbeto choose
an alternative route.This constitutesa form of adaptive routing andwould consider-
ably improve network robustnessandef�ciency comparedto thatcurrentlyofferedby
Internetroutingprotocols.

Admissioncontrolcanbeappliedselectively dependingonaclassof serviceassoci-
atedwith the�o w. Regular�o wswouldberejectedat theonsetof congestion,premium
�o ws only if congestioneven thendegradesto somehigherdegree.This constitutesa
form of servicedifferentiationwith respectto accessibility.

Note �nally thatall admitted�o ws have adequatequality of serviceandarethere-
foresubjectto charging.A simplechargingschemeis appropriatebasedonbytecount-
ing withoutany needto distinguishdifferentserviceclasses:streaming�o wsexperience
negligible packet loss and delay while elastic �o ws are guaranteeda higher overall
throughput.
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3 An IP Service Model for the Support of Traf�c Classes

3.1 Intr oduction

The projectthat led to thedevelopmentof the IP servicemodelpresentedin this text
startedwith thedevelopmentof a metricfor evaluatingthequality of servicein packet
switchednetworks.Sucha metric,presentedin [12] andhereafternamedQoSmetric,
is aimedatmeasuringquanti�ableQoScharacteristics[13] in communicationsystems,
asthroughput,transitdelayor packetsloss.It is especiallytailoredto theintermediary
layersof communicationsystems,namelythenetwork layer. Duringthemetricdevelop-
mentsomeideasaroseandweresubsequentlyre�ned, progressively leadingto a novel
IP servicemodel.

The central idea behindthe proposedmodel is still to treat the traf�c using the
classicalbesteffort approach,but with the traf�c divided into several classesinstead
of a singleclass.This correspondsto a shift from a single-classbest-effort paradigm
to a multiple-classbest-effort paradigm.In orderto do this, a strategy which dynami-
cally redistributesthecommunicationresourcesis adopted,allowing classesfor which
degradationdoesnot causea signi�cant impactto absorbthemajorpartof congestion,
therebyrelieving theremainingclasses.

Classesarecharacterizedby traf�c volumes,whichcanbepotentiallyverydifferent,
andcanbetreatedbetteror worseinsidethecommunicationsystemaccordingto their
needsandto theavailableresources.Thismeansthatclassesmaysuffer betteror worse
losslevelsinsidethenetwork andtheirpacketsmayexperiencebiggeror smallertransit
delays.Themodel'scapacityto differentiatetraf�c is achievedby controllingthetransit
delayandlossessufferedby packetsbelongingto differentclasses,throughthedynamic
distribution of processingandmemoryresources.Thebandwidthusedby thetraf�c is
notdirectlycontrolled,becausethecharacteristicsof themodelmake it unnecessary.

3.2 ServiceModel

Themodelproposaldiscussedherefollows thedifferentiatedservicesarchitecture[14]
andconsidersthattraf�c is classi�ed into classesaccordingto its QoSneeds.Thecen-
tral idea is still to treat the traf�c using the besteffort approach,but with the traf�c
dividedinto severalclassesinsteadof a singleone.Thus,traf�c is still treatedaswell
aspossible, but thatnow meansdifferentthingsaccordingto theconsideredclass.

In orderto do that,a strategy is adoptedwhich dynamicallyredistributesthecom-
municationsresources,allowing classesfor which degradationdoesnot have a signi�-
cantimpactto absorbthemajorpartof it, therebyrelieving theremainingones.

The model's capacityto differentiatetraf�c is achieved by controlling the transit
delayandlossessufferedby packetsof thedifferentclasses(which is thegoal of the
dynamicdistributionof resources).Thebandwidthusedby thetraf�c is not controlled.
Given the characteristicsof the model,this kind of control is not necessary(andnot
possibleeither).

In fact,asoneof themain goalsof themodelis to avoid complexity, traf�c spec-
i�cations and explicit resourcereservationsare not considered.As a result, it is not
possibleto anticipatethebandwidthusedby thedifferentclassesand,consequently, it
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doesnot make senseto basea strategy of differentiationon the active control of this
QoScharacteristic.Classesarecharacterizedby very differentvolumes,which canbe
treatedbetteror worseinsidethecommunicationsystem.This meansthatclassesmay
suffer betteror worselosslevels insidethenetwork andtheir packetsmayexperience
biggeror smallertransitdelays.Consequently, this modelexertsits actioncontrolling
thesetwo characteristics.

TheproposedIP servicemodelis basedon thefollowing threemaincomponents:

– network elements,comprisingthe resourcesandmechanismsthat implementthe
multiple-class-best-effort service;

– dynamicQoS-awarerouting,which accountsfor the routing of traf�c taking into
accountits QoSneeds;

– communicationssystemmanagement,which accountsfor the dimensioningand
operabilityof thecommunicationsystem,includingtraf�c admissioncontrolfunc-
tions,themaingoalof which is to avoid scenariosof extremehigh load.

Themodelpresentedhereproposestheevolutionof thesingle-class-best-effort paradigm,
currently usedin the Internet,into a multiple-class-best-effort paradigm.One of the
mostimportantchallengesfor building sucha paradigm,given that the framework of
thisproposalis theIETF DSmodel,is thede�nition of aPHBableto rulethebehaviour
of network elements,namedD3 PHB.

In generalterms,traf�c is dividedinto classesaccordingto theirsensitivity to transit
delayandpacketslossdegradation.As a resultof network elementsbehaviour, traf�c
with highersensitivity to degradationis protectedat theexpenseof lesssensitivetraf�c.
Thus,theideais to dynamicallyandasymmetricallyredistributethedegradationamong
thedifferentclasses,protectingsomeclassesat theexpenseof others– hencethename
D3, whichstandsfor DynamicDegradationDistribution.

The strategy for this effect is built on measuringcontinuouslythe quality of ser-
vice given to eachtraf�c classand,accordingto theobtainedmeasures,adjustingthe
mechanismsresponsiblefor packet processingdynamically. Thequestionis which cri-
terion shouldbe usedfor a degradationdistribution amongclassesthat is considered
reasonableor sensible?

TheQoSmetricmentionedaboveis particularlyadequatefor thispurpose,asshown
below. The metric's main principle is to evaluatethe impactof the variationsof QoS
characteristics(not the QoScharacteristicsvariationsthemselves)in oneor the other
directionwith respectto the normalrangeof values.The metric de�nes degradations
andsuper�uity zoneswhich, in turn,de�ne how theimpactvarieswith QoScharacter-
isticsvariations.It de�nessuchzonesfor eachQoScharacteristic(e.g.transitdelayor
packetsloss)andfor eachtraf�c �o w or traf�c class.Throughtheaggregationof �ner
measurements(e.g. the onescorrespondingto a given QoS characteristicof a given
�o w) it is possibleto constructbroadermeasures(e.g.measurementscorrespondingto
agiventraf�c class,constitutedby acombinationof agivensetof QoScharacteristics).

TheD3 PHB was�rst presentedin [15], from which Figure6 hasbeenextracted.
In this �gure (upperleft corner),anexampleis presentedof threeclasseswith different
sensitivity to transitdelaydegradation– high,mediumandlow, respectively.

Thenetwork elements'maingoalis to guaranteethattheimpactof thetransitdelay
andpacket lossdegradationon theapplicationsis thesamefor all thethreeclasses(to
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facilitatethepresentationlet usconsiderfor now transitdelayonly).Therefore,network
elementsmustcontrolthetransitdelaysufferedby packetsof thethreedifferentclasses
in suchawaythatthecongestionindexesrelatedto thisQoScharacteristicarethesame
for all classes.ConsideringagainFigure6 asareference,supposethatfor acertainload
level,whichhappensin theinstantof timet1, thisimpactis evaluatedby theindex value
CI

���

. Then,thetransitdelayssufferedby thepacketsof eachclassare,from themostto
theleastsensitive,d1,d2andd3,respectively.

Fig.6. Congestionindexesfor threetraf®c classeswith differentsensitivity to delaydegradation.

In amoreformalmanner, theabovementionedgoalmeansthatthefollowing equa-
tion holdsfor any time interval [t
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Exactlythesamereasoningshouldbemadeif packetlosses,insteadof transitdelay,
areusedastheQoScharacteristicfor evaluatingthedegradationof quality of service.
In this casetheformulawhichappliesto any time interval [t
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] is thefollowing:
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(2)

Thus,equations1 and2 establishtheformal criterionwhich rulesthenetwork ele-
ments'behaviour in respectto thewayIP packetsaretreated.Throughits simultaneous
application,network elementscontrol, in an integratedway, the transitdelayandloss
level sufferedby thedifferentclasses.
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To understandtheway traf�c from classesmoresensitive to degradationis, in fact,
protectedfrom lesssensitive traf�c, let usconsideragainFigure7. Its upperleft corner
representsa loadsituationthatcorresponds,asseenbefore,to acongestionindex equal
to CI

���

.
Supposethatat a giveninstantof time, t2, theloadlevel to which thenetwork ele-

mentis submitted,rises.Theimpactof thedegradationfelt by thedifferentapplications
(which generatetraf�c for thedifferentclasses)will alsorise.Themechanismsof the
network elementwill adjustthemselvestaking into accountthe criterion for resource
distribution,thatis, thevaluesof suchanimpact(thecongestionindexes)mustbeequal
for all theclasses.As canbeseenin Figure7 (right side),thiscorrespondsto transitde-
laysfrom themostto theleastsensitiveclassof d'1, d'2 andd'3, respectively.

It is possibleto seeclearly in the�gure thatthevalueof (d'1-d1) is lower thanthe
valueof (d'2-d2) which, in turn, is lower thanthevalueof (d'3-d3). Thus,theincrease
in transitdelaysufferedby packetsof the differentclasses,when the load grows, is
lower for classesthat are more sensitive to transit delaydegradationandgreaterfor
lesssensitive classes.Hence,the degradationthat happenedat t2 wasasymmetrically
distributedamongthedifferentclasses,themajorpartof it beingabsorbedby theones
lesssensitive to degradation.Summingup,moresensitive classesarein factprotected
at theexpenseof lesssensitiveclasses,which is oneof themostimportantgoalsof this
proposal.

Finally, it is importantto saythatthecontrolof theway in which someclassesare
protectedat theexpenseof others,or evenof thedegradationparteffectively absorbed
by lesssensitive classes,is materializedthroughthede�nition of thedegradationsen-
sitivity for eachclass(or, which is thesame,throughthede�nition of thesizeof each
degradationzone).

3.3 An implementation of the D3 per-hop behaviour

It orderto testtheideasput forwardin theproposedIP servicemodel,it wasdecidedto
build aprototypeof theD3 PHB.Thissectiondescribesthisprototype.

The packet scheduler Thebasicideaof thework describedin this sectionwasthein-
tegrationof thecharacteristicsof thework-conserving(WC) andnon-work-conserving
(NWC) disciplinesin onesinglemechanism,in orderto obtainanew packetscheduler,
which wassimplebut very functional– consideringthe characteristicsof the PHB it
would have to support– andableto effectively overcomethe dif�culties revealedby
theexperimentsreferredto in theprevioussub-section.

Sucha schedulerwas�rst describedin [16]. Figure7 – extractedfrom thatpaper–
presentsthelogicaldiagramof thescheduler. This �gure showstheschedulerorganised
into two modulesthatre�ect two stagesof thecontroller'sdevelopment.

TakingDEQUEUE TIME astheinstantof timeafterwhich thecontrollermaypro-
cessthenext packet in a certainqueue,XDELAY astheperiodof time thatmustpass
betweentheprocessingof two consecutivepacketsin acertainqueue(thatis to say, the
minimumtime thatapacketmustwait in its queue),andTEMPOasthecurrentsystem
time, this is, concisely, how theschedulerworks:
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Fig.7. Logicaldiagramof theschedulerimplementedat LCT.

– it sequentiallyvisits (round-robin) eachIP queue,meaning,eachclass;
– oneachvisit it comparesTEMPOagainstthevalueof thevariableDEQUEUE TIME

thatcharacterisesthequeue;if the�rst is greaterthanthesecond,thepacketat the
headof thequeueis processed;

– oneachvisit it updates,if necessary, thequeue'sDEQUEUE TIME (whichis done
by addingthevalueof thevariableXDELAY1 to TEMPO);

– for themostimportantclass(thereferenceclass), XDELAY is zero,which means
thattheschedulerbehavesasa WC one.For all theotherclassesXDELAY will be
greaterthanzeroandwill re�ect therelative importanceof eachclass.In this way,
in thesecases,thecontrollerbehavesasa NWC controller.

The packet dropper Having developedthe packet scheduler, the next challengebe-
cametheconceptionof anintegratedsolutionto controlthelossof packets.In this text
it hasbeenreferredto asthe packet dropper(asopposedto the packet scheduler). In
reality, theconstructionof themodeldemandsfar morethatonepacket dropper. It de-
mandsanactivequeuemanagementstrategy thatallowsnotonly anintelligentdropof
thepacketsto beeliminated,but alsoaneffective controlof the losslevel sufferedby
thedifferentclasses(withoutthis,theoperationalprincipleof equalityof thecongestion
indexesrelatedto lossescannotbeaccomplished).

The queuemanagementsystemwas �rst presentedin [17]. In generalterms,the
presentsysteminvolvesthestoringof packetsin queuesandtheirdiscardingwhennec-
essary. It is composedof two essentialmodules– thequeuelengthmanagementmodule
(QLMM) andthe packet drop managementmodule(PDMM)

�

The network element's
generalarchitecture,includingthequeuemanagementsystemandthepacketscheduler,
is presentedin Figure8.

1 X DELAY meansthetime, in � s, thatthepacket mustwait in its queue.



15

Fig.8. Network element's generalarchitecture[15].

3.4 Testsmadeto the D3 PHB implementation

The testsmadeto the D3 implementationcanbe subdivided into threemain groups:
robustnesstests,performancetestsandfunctionaltests.During thedevelopmentof the
work presentedhere,testspertainingto eachof thesegroupswerecarriedout.

Thetestswerecarriedout usingboththeQoStattool [18] andnetiQ's Chariot tool
[19]. QoStatis a graphicaluserinterfacetool with thefollowing characteristics:

– Graphicalandnumericalreal-timevisualisationof all valuespertainingto thepro-
vision of quality of serviceby network elements,suchastransitdelay, numberof
processedpackets,numberof droppedpacketsperunit of time,queues'length,and
usedbandwidth.

– On the �y modi�cation of all QoS-relatedoperationalparametersof network ele-
ments,suchasmaximumqueuelengths,WFQ/ALTQ queueweights,virtual and
physicalqueuelimits, sensitivity of classesto delaydegradation,andsensitivity of
classesto lossdegradation.

Thetestsmadeto thepacketschedulerwhoseobjectivewasto performa�rst evaluation
of thedifferentiationcapabilityof theprototype,clearlyshowedtheeffectivenessof the
scheduler. Thetests'descriptionandtheir resultsarepresentedin [16].

One example is the test carriedout over a small isolatednetwork composedof
two sourcehostsindependentlyconnectedthrougha router (with the new scheduler
installed)to a destinationhost.All the hostswereconnectedthrough100 Mbps Fast
Ethernetinterfacesandcon�guredwith queueswith a maximumlengthof 50 packets.
Two independentUDP �o ws composedof 1400bytespacketsweregeneratedat the
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Fig.9. left) AverageIP transit delay (over 1-secintervals); right) Numberof packets sentper
second

maximumpossiblerate,usingthe two differentsourcehosts.They wereassociatedto
two differentclasses.

The generalteststrategy wasthe following: to setthe X DELAY associatedwith
class12 to zero,to vary the X DELAY associatedwith class3 (qostattool wasused
to dynamicallychangethosevalues,at theendof each25 secondstime interval3, from
0, to 10, 15, 50 and200).Moreover, each25 secinterval wasdivided into two parts.
Duringthe�rst parttheschedulermodule2 (seeFigure7)4 wasactivated;in thesecond
partmodule2 wasdeactivated.

Figure9 showstheresultsof suchatest.Its left partshowstheaveragetransitdelay
of packetsat IP level,measuredover1-secondtime intervals.Theright partthenumber
of packetssentby theoutputinterfaceper1-secondinterval.

It is apparentthat for the referredconditionsthe scheduleris ableto differentiate
traf�c. It is alsoevident the importanceof theschedulermodule2. Without theaction
of thatmodulethescheduleris notableto differentiatetraf�c.

Testsmadeto thepacket dropper, or, moreprecisely, on theactive queuemanage-
mentsystem,werecarriedout in two distinctphases.In the�rst phase,thequeuelength
managementmodule(QLMM) wastested.Thesecondphasetestedthepacketdropper
managementmodule(PDMM). Thesetestsarepresentedin [15,17] andthey will be
summed-uphere.

Reference[16] presentsteststhatpertainto ascenariowherethesensitivity to transit
delaydegradationis kept constantand the sensitivity to lossdegradationvariesover
time. A variety of testswereperformed.The resultsof oneof thesetests(usingtwo
classes)are shown in Figure 10 (�x ed DSLOPE�

!

���

�

�

5, equal to 20
!

for one of the
�o wsandto 70

!

for theother).

2 Whosequeueis namedq1 in the®gures.
3 Wedid notuseclass2 in thetests.As weareonly usingtraf®c of classes1 and3 themeasured

valuesof class0 arealwaysnull.
4 This moduleguaranteesthatno packet canbeprocessed,underany circumstances,beforeits

DEQUEUE TIME hascome,evenif thereis only oneclasswith outstandingpackets.
5 DSLOPE(DegradationSlope)
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Fig.10.Testsresultsin thefollowing scenario:®xedDSLOPElosses,equalto 20� for theq2¯ow
andto 70� for theq1 ¯ow; delaysensitivity variedover time.

It is possibleto observe that,undertheseconditions,thebehaviour is asexpected.
The numberof packetsthatgetprocessedper unit of time, which is a complementof
the numberof droppedpacketsper unit of time, is constantand consistentwith the
respective lossclasssensitivity, DSLOPE�

!

���

�

� . This happenedin spiteof thefactthat
transitdelaywasmadeto varyover time.

3.5 Conclusionsand further work

Oneof themainobjectivesof thework presentedin this paperwastheconceptionof
anIP servicemodelbasedonthesocalledmultiple-class-best-effort (mc-be)paradigm.
Thismodelis intendedto dealwith traf�c classestakinginto accounttheirspeci�c QoS
needs,while still treatingthemaswell aspossible(without leaving asidetheactualIP
technology).

Theapplicationsdo not have to specifythecharacteristicsof thetraf�c they gener-
ate,norexplicitly requesttheQoSlevelsthey need.Underheavy loadconditionsin the
communicationsystem(i.e. whenperformancedegradationis likely to happen),they
receivea betteror worsetreatmentaccordingto thetraf�c classthey havechosen.This
re�ects thesensitivity to degradationpre-con�guredfor eachclass,namely, the traf�c
sensitivity to delaydegradationandthetraf�c sensitivity to thedegradationof thelevel
of packet losses.

Thework presentedherehasstrategically focusedonthenetwork element.Thiswas
achievedthroughtheconceptionof a PerHop Behaviour (PHB) capableof supporting
the referredto model(theD3 PHB – DynamicDegradationDistribution), andby the
constructionof therespectiveprototype.

The testscarriedout on the prototypeshowed a very promisingbehaviour with
regardto its capacityfor differentiatingthetreatmentappliedto theclassesin a coher-
entandcontrollableway. However, in orderto characteriseandevaluatethepresented
modelin amoreprecisemanner, it is clearthattheprototypemustbefurthertested,us-
ing network loadconditionscloserto thosewhich actuallyhappeninsideIP networks.
Thedevelopmentof othercomponentsof themodelalso�ts into futurework, namely,
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thedevelopmentof theQoS-basedroutingcomponentandthetraf�c admissioncontrol
componentwhich, asreferredto above,arecurrentlybeingdevelopedat theLCT-UC
[20–22].

Meanwhile,thereis a setof contributionsthatstandout,asresultsof thework pre-
sentedin this text: (1) a metric for the evaluationof QoS in IP networks; (2) an IP
servicemodel that supportsthe mc-beparadigm;(3) a PHB that supportsthe model,
speci�cally consideringthenetwork element– theD3 PHB; (4) an implementationof
sucha PHBmodelinvolving thebuilding of apacketschedulerandaqueuingmanage-
mentsystem,whichwork togethertowardstheD3 purposes.

4 Probe±basedadmissioncontrol in IP networks

4.1 Intr oduction

Today's new applicationson the Internet requirea betterand more predictableser-
vice quality thanwhat is possiblewith the availablebest–effort service.Audio-visual
applicationscanhandlelimited packet lossanddelayvariationwithout affecting the
perceived quality. Interactive communicationin addition requiresstringentdelay re-
quirements.For example,IP telephony requiresroughlyspeakinga maximumof 150
msone–waydelaythatneedsto bekeptduringthewholecall.

Thequestionof whethertoprovidetherequiredservicequalitybyover–provisioning
network resources,or by admissioncontrol and reservation schemes,hasbeendis-
cussedextensively in the last years.In [23], Breslauand Shenker comparenetwork
performanceandcostwith over–provisioningandreservation.Consideringnon–elastic
applications,their analysisshows that the amountof incrementalcapacityneededto
obtainthesameperformancewith a best–effort network aswith a reservation–capable
network divergesascapacityincreases.Reservation retainssigni�cant advantagesin
somecasesover over–provisioning,no matterhow inexpensive thecapacitybecomes.
Consequently, ef�cient reservation schemescan play an importantrole in the future
Internet.

TheIETF hasproposedtwo differentapproachesto providequalityof serviceguar-
antees:IntegratedServices(IntServ)[24] andDifferentiatedServices(Dif fServ) [25].
IntServprovidesthreeclassesof serviceto theusers:Theguaranteedservice(GS)of-
fers transmissionwithout packet loss and boundedend-to-enddelaysby assuringa
�x ed amountof capacityfor the traf�c �o ws [26]; the controlledload service(CLS)
providesa servicesimilar to a best–effort servicein a lightly loadednetwork by pre-
ventingnetwork congestion[27]; and,�nally , thebest–effort servicelacksany kind of
QoSassurances.

In the IntServarchitecture,GSandCLS �o ws have to requestadmissionfrom the
network usingtheresourcereservationprotocolRSVP[28]. RSVPprovidesunidirec-
tionalper–�o w resourcereservations.Whenasenderwantsto startanew �o w, it sends
apathmessageto thereceiver. Themessagetraversesall theroutersin thepathto there-
ceiver, which replieswith a resvmessageindicatingtheresourcesneededat everyhop.
Thisresvmessagecanbedeniedby any routerin thepath,dependingontheavailability
of resources.Whenthesenderreceivestheresvmessage,thenetwork hasreservedthe
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requiredresourcesalongthetransmissionpathandthe�o w is admitted.IntServrouters
thusneedto keepper–�o w statesandmustprocessper–�o w reservationrequests,which
cancreatean unmanageableprocessingload in the caseof many simultaneous�o ws.
Consequently, the IntServarchitectureprovidesexcellentquality in theGS class,and
tight performanceboundsin theCLSclass,but hasknown scalabilitylimitations.

Thesecondapproachfor providing QoSin the Internet,theDiffServarchitecture,
putsmuchlessburdenon therouters,thusproviding muchbetterscalability. DiffServ
usesanapproachreferredto asclassof service(CoS),by mappingmultiple �o ws into
two default classes.Applicationsor ingressnodesmarkpacketswith a DiffServcode
point(DSCP)accordingto their QoS requirements.This DSCPis then mappedinto
differentper–hopbehaviors (PHB) at eachrouteron thepath,like expeditedforward-
ing [29], or assuredforwarding[30]. Theroutersadditionallyprovide a setof priority
classeswith associatedqueuesandschedulingmechanisms,andthey schedulepackets
basedon theper–hopbehavior.

Thedrawbackof theDiffServschemeis thatasit doesnot containadmissioncon-
trol. The serviceclassesmay be overloadedandall the �o ws belongingto that class
maysuffer increasedpacket loss.To handleoverloadsituations,DiffServrelieson ser-
vice level agreements(SLA) betweenDiffServ domains,which establishthe policy
criteria,andde�ne thetraf�c pro�les. Traf�c is policedandsmoothedat ingresspoints
accordingto theSLA. Traf�c that is out of pro�le (i.e. above theupperboundsof ca-
pacityusagestatedin theSLA) at aningresspoint hasno guaranteesandcanbeeither
dropped,over charged,or downgradedto a lower QoSclass.Comparedto the IntServ
solution,DiffServ improvesscalabilityat thecostof a lesspredictableserviceto user
�o ws.Moreover, DiffServeliminatesthepossibilityto changetheservicerequirements
dynamicallyby theenduser, sinceit wouldrequiresigninganew SLA. Thusproviding
of qualityof serviceis almoststatic.

Both IETF schemesprovide end–to–endQoSwith differentapproachesandthus
with differentadvantagesanddrawbacks.Recenteffortsfocusoncombiningbothschemes,
like RSVPaggregation[31], theRSVPDCLASSobject[32], or theproposalof thein-
tegratedservicesoverspeci�c link layerworkinggroup(ISSLL) to provideIntServover
DiffServnetworks[33], thatbuildsonRSVPassignalingprotocolbut usesDiffServto
actuallysharetheresourcesamongthe�o ws.

4.2 Per–hopMeasurementBasedAdmissionControl Schemes

Recently, a setof measurement–basedadmissioncontrol schemeshasappearedin the
literature.Theseschemesfollow theideasof IntServ, with connectionadmissioncontrol
algorithmsto limit network load, but without the needof per–�o w statesand exact
traf�c descriptors.They usesomeworst–casetraf�c descriptor, like the peakrate,to
describe�o ws trying to enterthenetwork, andthento basetheacceptancedecisionin
eachhopon real–timemeasurementsof theindividualor aggregate�o ws.

All thesealgorithmsfocuson provisioningresourcesat a singlenetwork nodeand
follow someadmissionpolicy, likecompletepartitioningor completesharing.Thecom-
pletepartitioningschemeassumesa �x edpartitionof thelink capacityfor thedifferent
classesof connections.Eachpartition correspondsto a rangeof declaredpeakrates,
andthepartitionscover togetherthe full rangeof allowedpeakrateswithout overlap.
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A new �o w is admittedonly if thereis enoughcapacityin its classpartition.This pro-
videsafair distributionof theblockingprobabilityamongstthedifferenttraf�c classes,
but it risks lowering the total throughputif someclassesarelightly loadedwhile oth-
ersareoverloaded.Thecompletesharingscheme,on thecontrary, makesnodifference
among�o ws. A new �o w is admittedif thereis capacityfor it, which may leadto a
dominanceof �o ws with smallerpeakrate.To performthe actualadmissioncontrol,
measurement–basedschemesuseRSVPsignaling.

The ideaof measurementbasedadmissioncontrol is further simpli�ed in [34]. In
this proposaltheedgeroutersdecideabouttheadmissionof a new �o w. Edgerouters
passively monitor the aggregatetraf�c on transmissionpaths,and acceptnew �o ws
basedon thesemeasurements.

An overview of severalMBAC schemesis presentedin [35]. This overview reveals
thatall theconsideredalgorithmshave similar performance,independentlyof their al-
gorithmic complexity. While measurement–basedadmissioncontrol schemesrequire
limited capabilitiesfrom theroutersandsourcenodes,comparedto traditionaladmis-
sioncontrolor reservationschemes,like RSVP, they show a setof drawbacks:Not all
proposedalgorithmscanselectthe target lossratefreely, �o ws with longertransmis-
sion pathsexperiencehigher blocking probabilitiesthan �o ws with short paths,and
�o wswith low capacityrequirementsarefavoredover thosewith high capacityneeds.

4.3 Endpoint AdmissionControl Schemes

In the recentyearsa new family of admissioncontrol solutionshasbeenproposed
to provide admissioncontrol for controlled–loadlike services,with very little or no
supportfrom routers.Theseproposalssharethe commonideaof endpointadmission
control: A hostsendsprobepacketsbeforestartinga new sessionanddecidesabout
the�o w admissionbasedonstatisticsof probepacket loss[36,37], explicit congestion
noti�cation (ECN) marks[38–40], delay or delay variation [41–43]. The admission
decisionis thusmoved to the edgenodes,andit is madefor the entirepathfrom the
sourceto the destination,rather than per–hop.Consequently, the serviceclassdoes
not requireexplicit supportfrom therouters,otherthanoneof thevariousscheduling
mechanismssuppliedby DiffServ, andpossiblythecapabilityof markingpackets.

In mostof theschemestheaccuracy of theprobeprocessrequiresthetransmission
of a large numberof probepackets to provide measurementswith good con�dence.
Furthermore,theschemesrequirea high multiplexing level on the links to make sure
thattheloadvariationsaresmallcomparedto theaverageload.

A detailedcomparisonof thedifferentendpointadmissioncontrolproposalsis given
in [44], showing that the performanceof the different admissioncontrol algorithms
is quite similar, and thus the complexity of the schemesmay be the most important
designconsideration.The following sectionsbrie�y summarizethe threemainsetsof
proposals.

Admission control basedon probe lossstatistics In the proposalfrom Karlssonet
al. [36,37,45,46] the call admissionis decidedbasedon the experiencedpacket loss
during a shortprobephase,ensuringthat the lossratio of accepted�o ws is bounded.
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Delayanddelayjitter arelimited by usingsmallbuffersin thenetwork. Probepackets
anddatapacketsof accepted�o ws aretransmittedwith low andhigh priority respec-
tively, to protectaccepted�o wsfrom theloadof theprobestreams.Theprobingis done
at thepeakrateof theconnectionandthe�o w is acceptedif theprobepacket lossrate
is below aprede�nedthreshold.Thisprocedureensuresthatthepacket lossof accepted
�o ws is alwaysbelow thethresholdvalue.

Admission control basedon ECN marks Thecongestionlevel in thenetwork in the
proposalfrom F. Kelly et al. [39] andT. Kelly [40] is determinedby the numberof
probepacketsreceived with ECN marksby the endhost. In this case,probepackets
are transmittedtogetherwith datapackets.To avoid network overloadcausedby the
probesthemselvestheprobingis doneincrementallyin proberoundsthat lastapprox-
imately oneRTT, up to the peakrateof the incomingcall. ECN–enabledrouterson
the transmissionpathsettheECN congestionexperiencedbit whentherouterdetects
congestion,e.g.,whenthebuffer contentexceedsathresholdor afterapacket loss[38].
Thecall is acceptedif thenumberof markedpacketsis below a prede�nedvalue.This
proposalsuggeststhatby runningappropriateend–systemresponseto theECN marks,
a low delayandlossnetwork canbeachieved.

Thecall admissioncontrolis coupledwith a pricingscheme[47]. In this caseusers
areallowed to sendasmuchdataasthey wish, but they pay for the congestionthey
create(thepacketsthataremarked).In thiscongestionpricingschemetheprobingpro-
tocol estimatesthepriceof a call, that is comparedwith theamounttheend–systemis
willing to pay. Theschemedoesnot provide connectionswith hardguaranteesof ser-
vice; it merelyallowsconnectionsto infer whetherit is acceptableto enterthenetwork
or not.

Admission control basedon delay variations Bianchi et al. [43,48] (�rst version
publishedin [42]) proposeto usemeasurementson thevariationof packet inter–arrival
time to decideaboutcall admission,basedon thefactthata non–negligible delayjitter
canbe observed even for acceptedloadswell underthe link capacity. The admission
control is designedto supportIP telephony, thusit considerslow andconstantbit rate
�o ws. The probepacketsaresentat a lower priority thandatapackets.The probing
phaseconsistsof the consecutive transmissionof a numberof probepacketswith a
�x ed inter–departuretime. A maximumtoleranceon the delay jitter of the received
probepacketsis setat the receiving node,andthe �o w is rejectedimmediatelyif the
conditionfails for oneprobepacket.Themaximumtoleranceonthedelayjitter andthe
numberof probepacketstransmittedregulatesthemaximumlevel of acceptedloadon
the network links. This maximumload is selectedin a way suchthat the packet loss
probabilityandend–to–enddelayrequirementsfor theacceptedcallsaremet.

4.4 PBAC: Probe–BasedAdmission Control

As anexample,we discusstheendpointadmissioncontrolprocedurebasedon packet
lossstatisticsin detail [36,37,45,46]. This solutionoffers a reliableupperboundon
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thepacket lossfor theaccepted�o ws, while it limits thedelayanddelayjitter by the
useof smallbuffersin therouters.

Theadmissioncontrol is doneby measuringthe lossratio of probepacketssentat
thepeakrateof the�o w andtransmittedwith low priority at therouters.Thescheduling
systemof theroutersconsequentlyhasto differentiatedatapacketsfrom probepackets.
To achieve this, two differentapproachesare possible.In the �rst one thereare two
queues,onewith highpriority for dataandonewith low priority for probepackets(see
Figure11). In thesecondapproach,thereis just onequeuewith a discardthresholdfor
theprobes.Consideringthedouble–queuesolutionthesizeof thehigh priority buffer
for thedatapacketsis selectedto ensurea low maximumqueuingdelayandanaccept-
ablepacket lossprobability, i.e., to provide packet scalebuffering [49]. Thebuffer for
theprobepacketson theotherhandcanaccommodateonepacket at a time, to ensure
an over–estimationof the datapacket loss.The threshold–queuecan be designedto
provide similar performance,as it is shown in [45], and the choicebetweenthe two
approachescanbeleft asadecisionfor therouterdesigner.

Figure12showsthephasesof thePBAC sessionestablishmentscheme.Whenahost
wishesto setupanew �o w, it startsby sendingaconstantbit rateprobeatthemaximum
ratethedata�o w will require.Theprobingtime is chosenby thesenderfrom a range
of valuesde�ned in the servicecontract.This rangeforcesnew �o ws to probefor a
suf�cient time to obtaina suf�ciently accuratemeasurement,while it prohibits them
from performingunnecessarilylong probes.The probepacket size shouldbe small
enoughsothat therearesuf�cient numberof packetsin theprobingperiodto perform
the acceptancedecision.Whenthe hostsendsthe probepackets,it includesthe peak
bit rateandthe lengthof theprobe,aswell asa packet and�o w sequencenumberin
thedata�eld of eachpacket. With this informationtheendhostcanperformanearly
rejection,basedon theexpectednumberof packetsthatit shouldreceivenot to surpass
thetargetlossprobability. Theprobecontainsa �o w identi�er to allow theendhostto
distinguishprobesfor differentsessions.Sinceonesendercould openmorethanone
sessionsimultaneously, theIP addressin theprobesis notenoughto differentiatethem.
Whentheprobeprocess�nishes, thesenderstartsa timer with a valueover two times
the expectedroundtrip time. This timer goesoff in casethe senderdoesnot receive
an acknowledgementto the probe.The timer allows the senderto infer that noneof
the probepacketswent throughor the acknowledgementpacket with the acceptance
decisionfrom thereceivergot lost.Thesenderassumesthe�rst scenarioandbacksoff
for alongperiodof time,still waitingfor apossiblelateacknowledgement.In casealate
acknowledgementarrivesthesenderactsaccordinglyandcancelsthebackoff process.

Upon receiving the �rst probepacket for a �o w, the endhoststartscountingthe
numberof receivedpacketsandthenumberof lost packets(by checkingthesequence
numberof thepacketsit receives).Whentheprobingperiod�nishes andtheendhost
receivesthelastprobepacket, it comparestheprobelossmeasuredwith thetargetloss
andsendsbackanacknowledgementpacket acceptingor rejectingthe incoming�o w.
Thisacknowledgementpacket is sentbackat highpriority to minimizetherisk of loss.
If thedecisionis positive,thereceiverstartsatimerto controlthearrival of datapackets.
Thevalueof this timer shouldbe slightly morethantwo RTTs. If this timer goesoff,
thehostassumesthattheacceptancepackethasbeenlostandresendsit.
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Fig.12.Theprobingprocedure.

Finally, whenthe sendinghost receivesthe acceptancedecision,it startssending
datawith high priority, or, in thecaseof a rejection,it backsoff for a certainamount
of time,beforestartingto probeagain.In subsequenttries,thesenderhostcanincrease
the probelength,up to the maximumlevel allowed,so that a higheraccuracy on the
measurementisachieved.Thereisamaximumnumberof retriesthatahostis allowedto
performbeforehaving to giveup.Thebackoff strategy andthenumberof retriesaffect
theconnectionsetuptimefor new sessionsandshouldbecarefullytunedto balancethe
acceptanceprobabilitywith theexpectedsetupdelay.

Theacceptancethresholdis �x ed for theserviceclassandis thesamefor all ses-
sions.The reasonfor this is that the QoSexperiencedby a �o w is a function of the
load from the �o ws alreadyacceptedin the class.Consideringthat this load depends
on thehighestacceptancethresholdamongall sessions,by having differentthresholds
all �o ws would degradeto theQoSrequiredby theonewith thelessstringentrequire-
ments.Theclassde�nition alsohasto statethemaximumdatarateallowedto limit the
sizeof thesessionsthatcanbesetup.Eachdata�o w shouldnot representmorethana
smallfractionof theserviceclasscapacity(in theorderof 1%),to ensurethatstatistical
multiplexing workswell.

A critical aspectof end–to–endmeasurementbasedadmissioncontrol schemesis
thattheadmissionprocedurereliesoncommontrustbetweenthehostsandthenetwork.
If this trust is not present,securitymechanismshave to protectthe scheme.First, as
endhostsdecideaboutthe admissiondecisionbasedon measurementsperformedin
the network, their behavior hasto be monitoredto avoid resourcemisuse.Second,as
information on the call acceptancehasto be transmittedfrom the receiving nodeto
the source,intruderattackson the transmissionpathalteringthis informationhave to
beavoided.Thespeci�c securitymechanismsof thegeneralend–to–endmeasurement
basedadmissioncontrolschemescanbeaddressedin differentwaysthatareoutof the
scopeof thisoverview, but a simplecryptographicschemehasbeenproposedin [50].

Application to Multicast A solutionto extendthe ideaof end-to-endmeasurement
basedadmissioncontrol for multicastcommunicationis presentedin [46]. The pro-
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posedschemebuilds on the unicastPBAC process.The admissioncontrol procedure
assumesasender–basedmulticastroutingprotocolwith arootnode(rendez-vouspoint)
implemented.Therootnodeof themulticasttreetakesactivepartin theprobingprocess
of the admissioncontrol,while the restof the routersonly needto have the priority–
basedqueueingsystemto differentiateprobesanddata,asin theoriginalunicastPBAC
scheme.

In orderto adapttheadmissioncontrol for multicastcommunicationtwo multicast
groupsarecreated:onefor theprobeprocessandonefor thedatasessionitself.Senders
�rst probethe pathuntil the root nodeof the multicasttree,andstart to senddataif
acceptedby thisnode.Theprobefrom thesenderis continuouslysentto theroot node,
andis forwardedalongthemulticasttreeof theprobegroupwhenever receivershave
joinedthis group.

Receiverstrying to join themulticastdatagroup�rst join theprobegroupto perform
the admissioncontrol. They receive the probepackets sentby the sendernodeand
forwardedby the root node,anddecideaboutthe admissionbasedon thepacket loss
ratio.If thecall is acceptedthereceiverleavestheprobegroupandjoinsthedatagroup.
Consequently, receivers have to know the addressesof both the probeand the data
multicastgroupto takepartin themulticastcommunication.

The unicastPBAC schemeis thusextendedfor multicastoperationwithout addi-
tional requirementson therouters.Theprocedureto join a multicastgroupis receiver
initiatedto allow dynamicgroupmembership.Theschemeis de�ned to supportmany
simultaneousor non–simultaneoussenders,andit is well suitedto multicastsessions
with a singlemultimediastreamor with severallayeredstreams.

4.5 Summary

This chapterpresentsan overview on probe–basedadmissioncontrol schemes.These
solutionsprovide call admissioncontrol for CLS–like services.Theadmissioncontrol
processis basedon actively probingthe transmissionpathfrom the senderto the re-
ceiver anddecidingaboutthecall acceptancebasedon end–to–endpacket loss,packet
markingondelayjitter statistics.As only theendnodes,senderandreceiver, takeactive
part in the admissioncontrol process,thesemechanismsareableto provide per–�o w
QoSguaranteesin thecurrentstatelessInternetarchitecture.

5 A component-basedapproachto QoSmonitoring

Theoffering of Quality of Service(QoS)basedcommunicationservicesfacesseveral
challenges.Amongthese,theprovisioningof anopenandformalizedframework for the
collectionandinterchangeof monitoringandperformancedatais oneof themostim-
portantissuesto besolved.Consider, for example,scenarioswheremultiple providers
areteaming(intentionallyor not) for theconstructionof a complex serviceto be sold
to a �nal user, suchasin thecaseof thecreationof a Virtual PrivateNetwork infras-
tructurespanningmultiple network operatorsandarchitectures.In this case,failure to
provide certainrequiredlevels in thequality parametersshouldbemetwith an imme-
diateattributionof responsibilityacrossthedifferententitiesinvolvedin theend-to-end
provisioningof theservice.
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Thesameis alsotruein casesapparentlymuchsimpler, suchas,for example,where
a useris requiringa video streamingserviceacrossa singleoperatornetwork infras-
tructure.In thesesituationsthereis alsoaneedfor mechanismsto measurethereceived
quality of serviceacrossall of theelementsinvolvedin theserviceprovisioningchain:
theserver system,thenetwork infrastructure,theclient terminalandtheuserapplica-
tion.

In describedscenarios,theserviceandits deliveryquality arenegotiatedthrougha
contract,namedServiceLevelAgreement(SLA), betweenauserandaserviceprovider.
Suchaserviceprovider is intendedasanentity capableto assembleservicecontentsas
well as to engineernetwork andserver sideresources.The subscriptionof a Service
Level Agreementimpliestwo aspects,only apparentlyun-related:�rst, theauditingof
the actualsatisfactionof currentSLA with the serviceprovider; second,the dynamic
re-negotiationof theservicelevel agreementsthemselves.

As far asthe �rst aspect,we canreasonablyforecastthat assoonascommunica-
tion serviceswith QoSor otherservice-relatedguarantees(e.g.serviceavailability) are
available,andassoonasusersstartto payfor them,it will berequiredto verify whether
or not theconditionsspeci�ed in theSLA areactuallymetby theprovider. With refer-
enceto thesecondaspect,indeed,re-negotiationof QoShasbeenalwaysacceptedas
animportantservicein performanceguaranteedcommunications,stronglyconnectedto
critical problemssuchastheef�ciency of network resourceallocation,theend-to-end
applicationlevel performance,and the reductionof communicationcosts.For exam-
ple we might considera scenariowherethequality of servicereceivedby a distributed
applicationcanbeseenasin�uencedby several factors:thenetwork performance,the
serverloadandtheclientcomputationalcapability. Sincethosefactorscanbevaryingin
time, it is logical to allow applicationsto modify ServiceLevel Agreementson theba-
sisof theQoSachievableandperceivableat theapplicationlayer. We thereforebelieve
that thepossibility to modify the existing QoSbasedagreementsbetweenthe service
providerandthe�nal userwill assumeanimportantrole in PremiumIP networks.Such
networksprovide userswith a portfolio of servicesthanksto their intrinsic capability
to performa servicecreationprocesswhile relyingonaQoS-enabledinfrastructure.In
orderto allow theSLA auditandre-negotiationa framework for themonitoringof the
receivedQualityof Serviceis necessary.

In this document,we proposea novel approachto thecollectionanddistribution of
performancedata.Theideawhichpavesthegroundto our proposalis mainlybasedon
thede�nition of aninformationdocument,thatwecalledServiceLevelIndication(SLI).
TheSLI-basedmonitoringframework is quitesimplein its formulation;nonethelessit
bringsin a numberof issues,relatedto its practicalimplementation,to its deployment
in real-life scenarios,andto its scalabilityin complex andheterogeneousnetwork in-
frastructures.Someof theseissueswill behighlightedin thefollowing, wherewe will
alsosketchsomepossibleguidelinesfor deployment,togetherwith somepointersto
potentialinnovativeapproachesto thiscomplex task.

The documentis organizedasfollows. The referenceframework wherethis work
hasto be positionedis presentedin Section5.1 . In Section5.2 we introduceQoS
monitoring issuesin SLA-basedinfrastructures.In Section5.3 we illustrate the data
exportprocess.Section5.4explainssomeimplementationissuesrelatedto theproposed
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framework. Finally, Section5.5 providessomeconcludingremarksto the presented
work.

5.1 ReferenceFramework

Thissectionintroducesthegeneralarchitectureproposedfor thedynamiccreation,pro-
visioning andmonitoringof QoSbasedcommunicationserviceson top of Premium
IP networks [51][52]. Suchanarchitectureincludeskey functionalblocksat theuser-
providerinterface,within theserviceproviderdomainandbetweentheserviceprovider
andthenetwork provider. Thecombinedroleof theseblocksis to manageuser'saccess
to the service,to presentthe portfolio of availableservices,to appropriatelycon�g-
ureandmanagetheQoS-awarenetwork elementsavailablein theunderlyingnetwork
infrastructure,andto producemonitoringdocumentson thebasisof measurementdata.

Main componentsof theproposedarchitecturearethefollowing: (i) ResourceMe-
diator(s): it hasto managetheavailableresources,by con�guring the involvednodes.
Eachservicecan concerndifferent domainsand then different ResourceMediators.
Now, the ResourceMediator also hasto gatherbasicmonitoring dataandexport it;
(ii) Service Mediator(s): it is in charge of creatingthe serviceasrequiredfrom the
user, usingtheresourcesmadeavailableby oneor moreResourceMediators.It hasto
maptheSLA from theAccessMediatorinto theassociatedServiceLevel Speci�cation
(SLS)[4] to beinstantiatedin cooperationwith theResourceMediator(s);(iii) Access
Mediator(s): it is theentity thatallows theusersto input their requeststo thesystem.
It addsvaluefor theuser, in termsof presentinga wider selectionof services,ensuring
the lowestcost,andoffering a harmonisedinterface:theAccessMediatorpresentsto
theuserthecurrentlyavailableservices.

5.2 A Monitoring Document: the ServiceLevel Indication

Computernetworksareevolving to supportserviceswith diverseperformancerequire-
ments.To provide QoSguaranteesto theseservicesandassurethat theagreedQoSis
sustained,it is not suf�cient to just commit resourcessinceQoSdegradationis often
unavoidable.Any fault or weakeningof theperformanceof a network elementmayre-
sult in thedegradationof thecontractedQoS.Thus,QoSmonitoringis requiredto track
the ongoingQoS,comparethe monitoredQoSagainstthe expectedperformance,de-
tectpossibleQoSdegradation,andthentunenetwork resourcesaccordinglyto sustain
thedeliveredQoS.In SLA-basednetworksit becomesof primaryimportancetheavail-
ability of mechanismsfor themonitoringof serviceperformanceparametersrelatedto
a speci�ed serviceinstance.This capabilityis of interestboth to theend-users,asthe
entitiesthat `use' the service,andto the serviceproviders,asthe entitiesthat create,
con�gure anddeliver theservice.QoSmonitoringinformationshouldbe providedby
thenetwork to theuserapplication,by collectingandappropriatelycombiningperfor-
mancemeasuresin adocumentwhichis linkedto theSLA itself andwhichis conceived
following thesamephilosophythat inspiredtheSLA design:i) cleardifferentiationof
user-level, service-level andnetwork-level issues;ii) de�nition of leanandmeanin-
terfacesbetweenneighbouringroles/components;iii) de�nition of rules/protocolsto
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appropriatelycombineandexport informationavailableat differentlevelsof thearchi-
tecture.

In PremiumIP networks,theserviceprovisioningis theresultof anagreementbe-
tweentheuserandtheserviceprovider, andit is regulatedby a contract.The SLA is
thedocumentresultingfrom thenegotiationprocessandestablishesthekind of service
and its delivery quality. The servicede�nition statedin the SLA is understoodfrom
both theuserandtheserviceprovider, andit representstheserviceexpectationwhich
theusercanrefer to. SuchSLA is not usefulto give a technicaldescriptionof theser-
vice, functional to its deployment.Therefore,a new andmoretechnicaldocumentis
needed.TheServiceLevel Speci�cationdocumentderivesfrom theSLA andprovides
a setof technicalparameterswith thecorrespondingsemantics,sothattheservicemay
beappropriatelymodelledandprocessed,possiblyin anautomatedfashion.In orderto
evaluatetheserviceconformanceto speci�cationsreportedin SLA andSLSdocuments,
we introducea new kind of document,theServiceLevel Indication.By mirroring the
hierarchicalstructureof theproposedarchitecture,it is possibleto distinguishamong
threekindsof SLIs:(i) TemplateSLI, whichprovidesageneraltemplatefor thecreation
of documentscontainingmonitoringdataassociatedto aspeci�c service;(ii) Technical
SLI, whichcontainsdetailedinformationabouttheresourceutilization and/ora techni-
cal reportbasedon theSLSrequirements.This document,which pertainsto thesame
level of abstractionastheSLS,is built by theResourceMediator;(iii) UserSLI, i.e. the
�nal documentforwardedto theuserandcontaining,in a friendly fashion,information
abouttheserviceconformanceto thenegotiatedSLA. TheUserSLI is createdby the
ServiceMediatoron thebasisof theSLS,theTemplateSLI andtheTechnicalSLI.

Theservicemonitoringhasto be�nalized to thedelivery of oneor moreSLI doc-
uments.In the SLI issue,multiple entitiesareinvolved,asnetwork elements,content
servers,anduserterminals.Involving all theseelementshasa cost:it is dueto theus-
ageof bothcomputationalandnetwork resources,neededfor informationanalysisand
distribution.This costdependsonboththenumberof elementsinvolvedandtheinfor-
mationgranularity. Fromthis point of view, monitoringmaybeunderall perspectives
consideredasa service,for which adhocde�ned pricing policieshave to bespeci�ed
andinstantiated.Moreprecisely, drawing inspirationfrom theconceptof metadata, we
might hazarda de�nition of monitoringasa metaservice, i.e. a `serviceabouta ser-
vice'. This de�nition is mainly dueto the fact that a monitoringservicecannotexist
on its own: monitoringis strictly linkedto a pre-existingservicecategory, for which it
providessomevalue-addedinformation.Thereforewe will not considera standalone
monitoringservice,but we will ratherlook at it asan optionalclauseof a traditional
service,thustakingit into accountin theSLA negotiationphase.

5.3 Data Export

In the context of SLA-basedservicesthe following innovative aspecthasto be con-
sidered:in orderto allow users,serviceprovidersandnetwork operatorsto have infor-
mationaboutQoSparametersandnetwork performancetheneedarisesto export data
collectedby measuringdevices.To thispurpose,theconceptof datamodelhasto bein-
troduced.Suchmodeldescribeshow informationis representedin monitoringreports.
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As statedin [53], themodelusedfor exportingmeasurementdatahasto be�e xible with
respectto the�o w attributescontainedinsidereports.

Sincetheserviceandits quality areperceived in a differentfashiondependingon
involvedactors(enduser, serviceprovider, network operator),thereis a needto de�ne
a numberof documents,eachpertainingto a speci�c layerof thearchitecture,suitable
to report informationaboutcurrentlyofferedservicelevel. As far asdatareports,we
have de�ned a setof new objectsaimingat indicatingwhethermeasureddata,related
to a speci�c serviceinstance,is in accordancewith theQoSlevel speci�edin theSLA.

With referenceto our architecture,it is possibleto identify thecomponentsrespon-
siblefor thecreationof eachof themonitoringdocuments(Figure13).

Suchdocumentsare then exchangedamongthe componentsas describedin the
following, wherewechooseto adopta bottom-upapproach:

1. at therequestof theServiceMediator, theResourceMediatorbuilds theTechnical
SLI documenton thebasisof datacollectedby themeasuringdevices.The �elds
it containsaredirectly derivedfrom thosebelongingto theSLSandare�lled with
theactualvaluesreachedby therunningservice.Theresultingdocumentis sentto
theServiceMediator;

2. thanksto theTechnicalSLI receivedfrom theResourceMediator, theServiceMe-
diator is capableto evaluatethe servicequality conformancewith respectto the
requestsformulatedthroughthe relatedSLS. It can be interestedin such infor-
mationboth for its own businessandin orderto gatherdatafor the creationof a
completereportin casea userrequestsone;

3. at theuser's request,theServiceMediator, exploiting datacontainedin aTechnical
SLI, producesa furtherreportindicatingtheQoSlevel asit is perceivedby theend
user. Thedocumentit is goingto prepareis derivedfrom aservicespeci�c template
(the so-calledSLI Template),which providesan abstractionfor themeasurement
resultsin thesameway astheSLA Templatedoeswith respectto theservicepa-
rameters.Suchadocument,herebycalledUserSLI, is readyfor deliveryto theend
user;

4. the AccessMediatorreceivesthe UserSLI from the ServiceMediator, puts it in
a formatthat is compliantwith boththeuser's preferencesandtheuser's terminal
capabilitiesandforwardsit to theenduser.

5.4 Implementation Issues

Upper Layers A ServiceMediatorcanaddto theserviceoffer themonitoringoption.
If this is thecase,two differentstrategiesarepossible.In the�rst scenario,theService
Mediatorevaluatesthe resourceusagefor monitoringserviceasa �x ed cost.Sucha
costwill be taken into accountwhenthequotationis prepared.This strategy doesnot
modify the businessprocessrelatedto the speci�c servicesincethe user's requestto
monitor its own SLA uniquely implies a �x ed add-onto the servicequotation.Such
an add-ondependsuponthe businessstrategiesof both the ServiceMediatorandthe
ResourceMediator.

In thesecondscenario,theServiceMediatorshows two differentquotationsto the
user:the �rst onerelatedto the serviceinstanceselectedby the user, the secondone
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regardingthemonitoringactivity. This solutionintroducesa scenarioin which thene-
gotiationof the SLA monitoringmetaserviceis considered.Interactionsbetweenthe
AccessMediatorandthe ServiceMediatorcanbe formalizedthroughthe samebusi-
nessprocessas that describing“traditional” services,suchas VoD, VPN, and VoIP.
Suchabusinessprocessincludesthefollowing businesstransactions:

1. checkingtheserviceavailability
2. submittinga quotationrequest
3. acceptinga servicequotation
4. issuingthepurchaseorder

Thede�nition of businessprocessescanbene�t from theavailability of a standard
proposalcomingfrom theelectronicbusinessresearchcommunity,namedebXML [54].
A detaileddescriptionof the applicationof the ebXML framework to the mediation
architecturemaybefoundin [55].

Lower Layers In Section5.3wehavede�nedtherolesof componentsin thecreationof
modelsto export measurementdata.In particular, it is theresponsibilityof theService
Mediatorto producetheUserSLI intendedto provideuserswith ahigh-level indication
of thecompliance(or not)of thedeliveredserviceto thenegotiatedSLA. TheResource
Mediator, on theotherhand,hasto createtheTechnicalSLI, whichhasthesame�elds
as the correspondingSLS. These�elds are �lled by the ResourceMediatorwith the
valuesresultingfrom themeasurementactivities.

At thispoint,theneedarisesto providetheResourceMediatorwith monitoringdata
comingfrom thenetwork devicessothat it maybeableto build theTechnicalSLI. In
the proposedarchitecturethe ResourceMediator is in charge of managingthe whole
underlyingnetwork for eachdomain(i.e.AutonomousSystem- AS) [56]. In particular,
in the servicecon�guration phase,it hasto analyzethe SLS, received from the Ser-
vice Mediator, in orderto selectthe subsetof informationrelatedto its own domain.
Sucha subsetis passedto theNetwork Controller, which translatesit into a form that
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is compliantwith thespeci�c network architectureadopted(MPLS,Diffserv, etc.).The
restof theSLS is forwardedto thenext peerResourceMediatoren-routetowardsthe
destination.If theuserselectsthemonitoringoption during theSLA negotiation,this
choicedoesnot modify theusualsequenceof interactionsconcerningtheservicecre-
ationandcon�guration. In fact,oncereceivedfrom theResourceMediatorthesubset
of informationcontainedin theSLS,theNetwork Controllertranslatesit into a setof
policy rulesand,actingasa Policy DecisionPoint (PDP),sendspoliciesto theunder-
lying Policy EnforcementPoints (PEPs),by exploiting theCOPSprotocol[57]. Upon
thereceptionof a new policy, thePEPforwardsit to theDevice Controller, which pro-
ducescon�guration commandsfor the network device aswell asrulesenablingit to
distinguishthe traf�c �o w to be measured.Then,theDevice Controlleris ableto ap-
propriatelycon�gure the traf�c control modules(e.g.allocationandcon�guration of
queues,conditioners,markers,�lters, etc.)andto performthemeasurementactivities.

Figure14depictsthepolicy framework components,distinguishingamongthefol-
lowingabstractionlayers:(i) NI-DI : Network Independent- DeviceIndependent;(ii) ND-
DI: Network Dependent- DeviceIndependent;(iii) ND-DD: Network Dependent- De-
viceDependent.
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Fig.14.Overview of thepolicy framework components.

Metering Approaches Several solutionsare available in order to allow Device Con-
trollersto makemeasurementson thetraf�c �o wsat controlleddevices.

Our solution is basedon the useof the SNMP protocol,which permitsto obtain
performancedatawithout any traf�c injection(passive measurement).In this case,an
SNMP client interactswith an SNMP agentlocatedat the device in order to obtain
measuresaboutthroughputandpacket losson a device interface.Themainadvantage
of suchasolutionis thecapabilityto obtaininformationabouteverynetworkdevicethat
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supportstheSNMPstandardprotocol.If involveddevicesareroutersor switchesmade
by Cisco,it is possibleto exploit aparticularCiscoIOS functionality, namedNetFlow.

ExportingData WhentheDevice Controller, actingasa meter, obtainsdataaboutthe
controlleddevice,it hasto forwardit to theResourceMediator. Usingthisraw data,the
ResourceMediatorcanbuild theTechnicalSLI.

TheResourceMediatoris ableto createsuchanend-to-enddocumentthanksto the
interactionsamongtheinvolvedcomponents,asdescribedbelow:

1. The Device Controllersendsthe measurementresultsto the Policy Enforcement
Point,e.g.usingtheCOPSprotocol[58]. Thisapproachperfectlymirrorsthepolicy-
basedarchitectureusedatservicecon�gurationtime.

2. EachPEPforwardsreceiveddatato theNetwork Controller, whichactsasacollec-
tor of measurementdatafrom differentmeasurementpoints;

3. Finally, the ResourceMediator, by gatheringinformation from both its Network
ControllerandadjacentResourceMediator, canbuild the TechnicalSLI. Sucha
documentcontainsinformation aboutend-to-endperformancemetricsrelatedto
thetraf�c �o w speci�edin theSLS.

5.5 Discussionand Conclusions

In this work, we havepresenteda component-basedarchitecturefor QoSmeasurement
and monitoring. It is clear that the provisioning of suchfeatureis particularlycom-
plex andcritical, sinceit involvesthecoordinationandorchestratedoperationof a large
numberof elements,separatelyownedand managedalong what we have called the
provisioning chain from the servicelocation to the enduser. We thereforeforeseea
numberof issuesto be faced:for someof themwe believe a solutioncanbe already
provided,while for othersthediscussionis still wideopen.Webrie�y mentionherethe
mainfacetsof thegeneralissueof QoSmonitoring,focusingon thenetworking infras-
tructure.First of all, thecollectionof monitoringdatafrom thenetwork elements.This
issueis clearlyrelatedto bothtechnicalandbusinessaspects.As farasthe�rst ones,the
work ongoingin theareaof policy basedmanagementof network elementsis providing
a technicalframework in which thecontrolandcon�gurationof network nodeswill be
muchmorestraightforwardthanthatcurrentlyachievablethroughthetraditionalSNMP
basedapproach.However, it is clearthat for globalcommunicationinfrastructuresin-
volving largenumberof nodeswith a hugenumberof activeconnectionswe dohavea
problemof scalabilitywith respectto thecollectionanddelivery of performancedata.
In spiteof this, we believe that therearefeaturesin theexisting network architectures
thatmight beexploitedto reduceat leastthis problem.For example,in Diffservbased
network architecturesmonitoringof ServiceLevel Agreementscanbeperformedusu-
ally pertraf�c classesandnotpersingletraf�c �o ws,andcouldbenormallylimited to
the ingressandegresspointsof a domain.More detailedperformancedatacollections
(in termsof speci�c �o wsor network elements)couldbetriggeredonly in thepresence
of speci�c demandsfrom theinvolvedpartiesor in thecaseof anomalies.As farasthe
businessaspects,i.e. thoserelatedto the businessnatureof the provisioning of com-
municationservices,we canmentionherethe onewe believe is the most important:
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trust.In globalnetworks,largescaleinfrastructureswill bemanagedby a multitudeof
differentoperators,eachmanaginga separatenetwork domain.Quality of Servicewill
thereforebean issueinvolving a numberof parties,eachresponsibleonly for theser-
viceprovidedin thedomainthatit directlymanages.Suchpartieswill beobliged,at the
sametime,to competeandto cooperatewith peeringentities.Canweforeseeascenario
wheresuchperformancedatawill beopenly(albeit in a controlledway) available?We
believe that ratherthanbeingan obstacleto thedeploymentof a commonframework
for SLA monitoring,trust will be an importanttrigger for it, if not a prerequisite.In
fact, we canexpectthat no operatorwill startcharging for premiumservicesinvolv-
ing infrastructuresownedby otherswithouta formal,standardizedwayfor exchanging
performancedataaboutthecommunicationservicesofferedto andreceivedfrom other
operators.

A further issueis relatedto thedevising of a commonquality of servicemeasure-
mentframework. It is clearthatperformancedatashouldbeprovidedin a way that is
independentof both the network architectureoffering the serviceandthe application
servicedemandingit. Ourproposalis a �rst attemptin thisdirection.

6 Deterministic delay guaranteesunder the GPSscheduling
discipline

UndertheGPSschedulingdisciplinetraf�c is treatedasanin�nitely divisible �uid. A
GPSserverthatservesN sessionsischaracterizedbyN positiverealnumbers
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(3)

The GeneralizedProcessorSharing(GPS)schedulingdisciplinehasbeenwidely
consideredto allocatebandwidthresourcesto multiplexedtraf�c streams.Its effective-
nessandcapabilitiesin guaranteeinga certainlevel of Quality of Service(QoS)to the
supportedstreamsin bothastochastic([59–61])anddeterministic([62–65])sensehave
beeninvestigated.

In this subchapterthe single nodecaseis consideredand sessions(sources)are
assumedto be

�

� �

�

� leaky bucket constrainedandto have a stringentdelayrequire-
ment.Suchsessionsarereferredto asQoSsensitive sessionsin thesequel;the triplet

�

�

�

�

�

�

�	�

�

� is usedin orderto characterizetheQoSsensitivesession� , where�

�

,
�

�

and
�

�

representthe burstiness,the long term maximummeanarrival rateand the delay
requirementof session� , respectively.

In the�rst partof thesubchaptertheproblemof Call AdmissionControl (CAC) is
considered.CAC playsa key role in provisioningnetwork resourcesto meettheQoS
requirementsof traf�c. It hasthe function of limiting the amountof traf�c accessing
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thenetwork andcanhave animportantimpacton network performance.A CAC algo-
rithm is describedwhich fully exploits thebandwidthsharingmechanismof GPSand
determinestheoptimalweights

�

directlyfromtheQoSrequirementsof thesessions.

Nevertheless,theuseof GPSschedulingdisciplinecanleadto inef�cient useof re-
sourcesevenif theoptimalCAC schemeis employed.In thesecondpartof thesubchap-
teraserviceparadigmis describedaccordingto whicheachsessionis “represented”by
two entities– referredto assessioncomponents– in the GPSserver. Eachsession's
componentis assigneda weightandit is servedby theGPSserver. Thework provided
by theGPSserverto thecomponentsof asessionis mappedbackto theoriginalsession.
It turnsout thattheproposedserviceschemeleadsto resourceutilization improvement.

RelatedWork TheGPSschedulingdisciplinehasbeenintroducedin [62], [63] where
boundson the induceddelay have beenderived for single nodeand multiple nodes
systems,respectively. These(loose)delayboundshave a simpleform allowing for the
solution of the inverseproblem,that is, the determinationof the weight assignment
for sessionsdemandingspeci�c delaybounds,which is centralto theCall Admission
Control(CAC) problem.

Tighterdelayboundshave beenderivedin [65] andin [64] (alsoreportedin [66]).
Theseefforts have exploited the dependenciesamongthe sessions-due to the com-
plex bandwidthsharingmechanismof theGPSdiscipline-to derivetighterperformance
bounds.Suchboundscouldleadto amoreeffectiveCAC andbetterresourceutilization.
Theinverseproblemin thesecases,though,is moredif�cult to solve.For example,the
CAC procedurepresentedin [64] employs an exhaustive searchhaving performance
boundcalculationsas an intermediatestep.Speci�cally, the maximumdelayexperi-
encedby the sessionsis determinedfor a weight assignmentand the assignmentis
modi�ed trying to maximizeanobjective function.While thesearchin [64] terminates
aftera �nite numberof steps,it doesnot guaranteethatanacceptableassignmentdoes
notexist if not found.

The fairnessorientednatureof GPSschedulingdiscipline,which follows directly
from its de�nition, makesGPSan appealingchoicefor a besteffort environment,or
morepreciselyfor anenvironmentwherefairnessis themainconcern.Somearguments
on why fairnessis not necessarilythemainconcerneven in a besteffort environment
may be found in [67] wheresomestatedependentschedulingpoliciesaiming to de-
creaselossand/ or delayjitter by “sacri�cing” fairnessarepresented.

Modi�cations / extensionsof the GPSschedulingdiscipline include ([68], [69],
[70]). In [68] ServiceCurve ProportionalSharing(SCPS)hasbeenproposed.It is a
generalizationof GPS,accordingto which the(constant)weightingfactorsusedby the
GPSare replacedwith well de�ned varying weights.In [69] a lesscomplex imple-
mentationis proposedfor thespecialcaseof piecewiselinearservicecurves.In [70] a
modi�cation of theGPSschedulingdiscipline,aimingto improvetheQoSprovidedto
adaptivesessionsis presented,accordingto whicheachsessionis assignedtwo weights;
oneweightdeterminesits guaranteedrateandtheotherweightdeterminesits targetrate.



34

6.1 Optimal CAC Algorithm

TheoptimalCAC algorithmfor theGPSschedulingdisciplinehasbeenderivedin [71]
by consideringamixedtraf�c environmentin which thebandwidthresourcecontrolled
by theGPSserver is assumedto besharedby a numberof QoSsensitive streamsand
besteffort traf�c. This systemwill bereferredto asa BestEffort Traf�c AwareGener-
alizedProcessorSharing(BETA-GPS)system.6 TheBestEffort Traf�c Aware(BETA)
GPSsystemis depictedin �gure 15. The BETA-GPSserver capacity ��� is assumed
to be sharedby

�

QoSsensitive sessionswith descriptors
�

�

�

�

�

�

�	�

�

� ��� 


�

�

� � �

�

�

andbesteffort traf�c representedby anadditionalsession.Eachsessionis provideda
buffer andthe input links areconsideredto have in�nite capacity. Generally, the task

�

Fig.15.TheBETA-GPSsystem

of CAC is to determinewhetherthenetwork canaccepta new sessionwithout causing
QoSrequirementviolations.In thecaseof a GPSschedulerit shouldalsoprovide the
serverwith theweightassignmentwhichwill beusedin theactualserviceof theadmit-
tedcalls.A CAC schemefor aGPSserver is consideredto beoptimalif its incapability
to admita speci�c setof sessionsimplies thatno

�

assignmentexistsunderwhich the
servercouldservethis setof sessions(respectingall QoSrequirements).

An optimal CAC schemefor theBETA-GPSsystemshouldseekto maximizethe
amountof serviceprovidedto the(traf�c unlimited)besteffort sessionunderany arrival
scenarioandoverany timehorizon,while satisfyingtheQoSrequirementof the(traf�c
limited) QoSsensitive sessions.That is, it shouldseekto maximizethe normalized7

weightassignedto thebesteffort traf�c (
���

� ), while satisfyingtheQoSrequirementof
QoSsensitive sessions.Obviously, maximizingthe weight assignedto the besteffort
traf�c is equivalent to minimizing the sumof weightsassignedto the QoS sensitive
sessions.

Optimal CAC Schemefor the BETA-GPS system In the sequelonly the rationale
of the optimal CAC algorithmis describedanda numericalexampleis provided; the
detailedalgorithmmaybefoundin [71].

TheCAC problemfor aGPSsystemis simpli�ed in view of thefollowing Theorem
(Theorem3, [62]): If the input link speedof any session� exceedsthe GPSservice

6 In a systemwhereonly QoSsensitive sessionsarepresentthe existenceof an extra session
maybeassumedandthepresentedalgorithmbeapplied(see[71]).

7 Without lossof generality, it is assumedthat
���

�	��

�

���

���������
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rate,thenfor every session� , the maximumdelay ���

�

andthe maximumbacklog
�

�

�

areachieved(not necessarilyat thesametime)wheneverysessionis greedystartingat
time zero,the beginningof a systembusy period.It is notedthat a GPSsystembusy
period is de�ned to be a maximal time interval during which at leastonesessionis
backloggedat any time instantin the interval. A session� is characterizedasgreedy
startingat time

�

if it sendsthemaximumallowableamountof traf�c startingat time
�

andan all-greedyGPSsystemis de�ned asa systemin which all the sessionsare
greedystartingat time 0, thebeginningof a systembusyperiod.

Theaforementionedtheoremimpliesthatif theservercanguaranteeanupperbound
onasession'sdelayundertheall greedysystemassumptionthisboundwouldbevalid
underany (leaky bucketconstrained)arrival pattern.Thus,in theframeworkof theCAC
problemit is suf�cient to examineonly all greedysystems.

It [71] it hasbeenshown thata givenacceptable
�

assignmentis convertedto the
optimaloneif eachQoSsensitivesession'sbusyperiodis expandedasmuchasits QoS
would permit,startingfrom thesetof QoSsensitive sessionsthatemptytheir backlog
�rst in order.8 This implies that in order to determinethe optimal

�

assignmentit is
suf�cient to allocateto the QoSsensitive sessionssuchweightsthat their QoSwould
beviolatedif their busyperiodswereexpanded.

In orderto determinetheseoptimalweightstheCAC algorithmof [71] emulatesthe
all greedysystemandexaminestheQoSsensitivesessionsatall timeinstantscoinciding
with eitherthe delayboundor the backlogclearingtime of somesession;thesetime
instantsare referredto as checkpointsin [71]. For eachQoS sessionthe algorithm
computestwo quantities(two potentialweights);theminimumweightthatis necessary
for the QoSrequirementsof the sessionto be met up to the speci�c time instantand
theweightthatis necessaryfor theQoSrequirementsof thesessionto bemetafter the
speci�c time instant,denotedas

���

�

���


�� and
�

�

�

���


�� at thecheckpoint
�


 ,respectively.
If

���

�

���


 �

�

�

�

�

���


 � session� is assigneda weight
�

�




���

�

���


 � , sincethis is the
minimum weight that could be assigned;elsethe speci�c sessionis examinedagain
at the next checkpoint.In orderto apply the aforementionedprocedurethe algorithm
keepstrackof thebandwidththatis availableto thestill backloggedsessions(a greedy
( �

�

�

�

�

) constrainedsessionrequiresa rateequalto
�

�

after it emptiesits backlog,and
thus,theadditional(comparedto

�

�

) bandwidththatthesessionutilizesuntil it empties
its backlogis sharedamongthestill backloggedsessionsin proportionto theirweight).

Next a numericalexample is provided, where the optimal CAC schemefor the
BETA-GPSsystemis comparedwith theeffectivebandwidth-basedCAC scheme.De-
terministiceffective bandwidth([72]) canbe usedin a straightforward way to give a
simpleandelegantCAC schemefor theGPSscheduler. A similarapproachis followed
in [61] for thedeterministicpartof theiranalysis.Thedeterministiceffectivebandwidth
of a

�

�

�

�

�

�

�	�

�

� sessionis givenby �

�	�
�

�


���
����

�

�

�����

�

�

�

. It is easyto seethatthere-
quirementsof theQoSsensitivesessionsaresatis�edif they areassignedweightssuch

that
�

�

�
�


��

�����

�

( �

�

���


���� �!� �

�
� �!�

�

�#" ����
%$

�'&�(

).

8 A � assignmentischaracterizedasacceptableif it is feasible(thatis
���

�	��

�

��)

� )anddelivers
therequiredQoSto eachof thesupportedQoSsensitivesessions;a � assignmentis character-
izedasmoreef®cient thananotherif thesumof � 's

���

�	��

�

� undertheformerassignmentis
smallerthanthatunderthelatter.
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Two traf�c mixesareconsideredwhicharedenotedasCase1andCase2 in Table1
wheretheparametersof thesessionsfor eachcaseareprovided.All quantitiesarecon-
siderednormalizedwith respectto thelink capacityC. In orderto comparetheoptimal

Table 1. Sessionsunderinvestigation

Case1 �




��� ���

Case2 �




��� ���

�

� 0.040.160.040.64
�

� 0.010.010.040.01
�

� 1 4 4 16
�

�
	�	

� 0.040.040.040.04

CAC algorithmwith theeffectivebandwidth-basedCAC schemethefollowingscenario
is considered.Theeffectivebandwidth-basedCAC schemeadmitsthemaximumnum-
ber of sessionsunderthe constraintthat a nonzeroweight remainsto be assignedto
besteffort traf�c. FromTable1 it canbeseenthattheeffectivebandwidthof eachQoS
sensitivesessionis 1/25of theserver'scapacity(which is consideredto beequalto the
link capacity( � � 
 � )), implying that for the BETA-GPSsystemat most24 QoS
sensitive sessionscanbe admittedundertheeffective bandwidth-basedCAC scheme.
This meansthat

� ��� �

�

� ��



 ��� musthold andthat thebesteffort traf�c is as-
signedweightequalto 0.04for eachsuchtriplet (

� �

,
�

� and
��


denotethenumberof
admittedsessionsof type

� �

,
�

� and
��


respectively).

For eachtriplet
� � �

�

�

�

�

��


� ,
� ��� �

�

� ��



 ��� , the weight assignedto the
besteffort traf�c by theoptimalCAC schemeis computed.Theresultsareillustratedin
�gure 16.

�

Case1
�

Case2

Fig.16. Weightassignedto thebesteffort traf®c accordingto the(1) optimalCAC (2) effective
bandwidth-basedCAC scheme,bothundertheconstraint�



�

�
�

�

�
�

����� . Theminimum
guaranteedrateto thebesteffort traf®c is �

�������
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Fig.17.TheDS-system

6.2 Decomposition-basedService (DS-) Scheme

Accordingto theDecomposition-basedService(DS-)scheme,which is depictedin �g-
ure 17, sessionsarenot served directly by the GPSscheduler. The GPSscheduleris
employedby aVirtual Systemwhich is providedwith anexactreplicaof eachsession's
traf�c. In theVirtual Systemsomeof thesessions(replicas)aredecomposedinto two
components,by engagingproperlydimensionedleaky buckets,one for eachsession.
Thesetwo componentsarebufferedin separatevirtual buffersandareassignedweights
in proportionto which they areservedby theGPSscheduler. Thereal traf�c of a ses-
sion is served at any time instantat a rateequalto the sumof the serviceratesof its
componentsin theVirtual System.

TheVirtual Systemis necessary(that is, thedecompositioncannot beapplieddi-
rectlyon theoriginal sessions)sothattherealtraf�c of eachsessionremainsin acom-
monbuffer in orderto avoid “packet reordering”;that is, to ensurethateachsession's
traf�c leavesthesystemin theorderit arrived.TheVirtual Systemmaybeconsidered
to consistof threemodules(see�gure 17): (a) thedecompositionmoduleresponsible
for thedecompositionof thereplicasof thesessions(b) theservicemoduleresponsible
for determiningtheserviceprovidedto eachsession's components,and(c) theservice
mappingmodulewhich mapstheserviceprovidedto thesessionscomponentsbackto
theoriginal sessions.

Eachsession���

�

�

�

�

�

�

�	�

�

� maybeconsideredasthesuperposition(aggregation)
of two componentsessions���

���

�

�

�

�

�

���

�

�

�

�	�

�

� and ���

�

�

�

�

�

�

�

�

�

��� ���

�

� , �

�

�

�

�
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�

�

�

� �

, which will be referredto astheLong Term(LT) andtheBursty (B) component
of session� , respectively.

For thedecompositionof session� a
�

�

�

�

���

�

�

�

� leaky bucket,with �

�

�

�

�

�

���

�

� ,
is employed.Session� traf�c (replica)traversesthe

�

�

�

�

���

�

�

�

� leaky bucket; thepartof
thetraf�c that�nds tokensis consideredto belongto theLT-componentof session� and
therestof session's traf�c is consideredto belongto theB-componentof thesession.
Bothcomponentsof session� havet hesamedelayconstraint�

�

astheoriginalsession
� .

It is notedthatnotall thesessionsarenecessarilydecomposedinto two components;
only thesessionsthat ful�ll thecriteriadescribedin section6.2 aredecomposed(and

�

�

�

�

�

, �

�

�

���


 �

�

�

�

�

�

�

�

, are determined).Sessionswhich are not decomposedare
representedby only onecomponent(sessiontraf�c replica)in theservicemoduleof the
Virtual System.

CAC for the DS-system The following Claim, whoseproof may be found in [73]
showsthatin orderto developaCAC schemefor theDS-systemit suf�ces to developa
CAC schemefor theVirtual System,sinceaschedulabletraf�c mix for theVirtual Sys-
temis alsoschedulablefor theDS-systemwhosecentralelementis theVirtual System
itself.

Claim. If thecomponentsof a sessionareservedby theservicemoduleof theVirtual
Systemin sucha way that their QoSrequirementsaresatis�ed andthereal sessionis
servedat any time instantat a rateequalto thesumof theserviceratesof its compo-
nents,thentheQoSrequirementsof thesessionarealsosatis�ed.

Let � denotetheoriginal traf�c mix requestingserviceby theDS-system.Let ���

denotethetraf�c mix servedby theservicemoduleof theVirtual System;��� is obtained
from � by replacingsessionswhosereplicasare decomposedin the decomposition
moduleof the Virtual Systemby their components;the servicemoduleof the Virtual
Systemserving ��� is equivalentto (doesnot differ in any way from) the BETA-GPS
systemserving��� (seeFigures15and17).Thus,theVirtual Systemmaybeconsidered
asaBETA-GPSsystemwith atunableinput(undertheconstraintsthattheenvelopesof
thesessionscomponentshave a prede�nedform andthesumof theenvelopesof each
sessioncomponentsis equalto theenvelopeof theoriginal session).Consequently, the
CAC schemefor theVirtual System(or equivalentlytheDS-system)maybeconsidered
asa CAC schemefor a systemsimilar to theBETA-GPSsystemwith anextra degree
of freedom(anextra dimensionin thedesignspace),which is theability to determine
sessionscomponents.The CAC schemefor the DS-systemthat hasbeenderived in

Table 2. Sessionsparameters

sessionid � 1 2 3
�

� 10.95 5.45 10.95
�

� 0.05-10.05-10.05-1
�

� 12 24 36
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Fig.18.BETA-GPSsystememploying theop-
timal CAC schemefor theBETA-GPS
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Fig.19. DS-systememploying the D CAC
scheme

[73] andis referredto as the D CAC scheme(Decomposition-basedCall Admission
Controlscheme)is a generalizationof theoptimalCAC schemefor theBETA-GPS,in
thesamewayastheDS-systemis ageneralizationof theBETA-GPSsystem.It maybe
consideredasconsistingof two distinct functions:(a) oneresponsiblefor determining
whichsessionsof theoriginal traf�c mix will bedecomposedin theVirtual Systemand
theexactform of their components,and(b) oneresponsiblefor determiningtheweight
assignmentfor thesessionscomponents.TheoptimalCAC schemefor theBETA-GPS
is employedfor thedeterminationof theweightassignmentof thesessioncomponents.
The other function, which is responsiblefor determiningthe sessioncomponentsis
suchthata sessionreplicais decomposedin theVirtual Systemonly if (andin sucha
way that)thisdecomposition:(a) leadsto better(or at leastnotworse)resourceutiliza-
tion, and(b) thesessionis assigneda total weight (sumof theweightsof thesession
components)nogreaterthanif it werenotdecomposed.

Theseconditionsimply that thedecompositionprocedureis suchthat it leadsto a
traf�c mix ��� – startingfrom a traf�c mix � – for which the optimal CAC scheme
for the BETA-GPS returnstotal weightsfor the componentsof any sessionthat are
typically smallerandnever larger thanthoseidenti�ed by applyingthe optimal CAC
schemefor theBETA-GPSto theoriginal traf�c mix � . Thisallowsa typically greater
andneversmallerweightto beassignedto thebesteffort traf�c, for thetraf�c mixesthat
areschedulablein theBETA-GPSsystem.In addition,sometraf�c mixesthatarenot
schedulableby theGPSin theBETA-GPSsystem,canbe admittedin theDS-system
(whoseservicemoduleis a GPSserver), andthus,the transformationof � to �

� may
beconsideredto leadto anindirectexpansionof theschedulabilityregionof GPS.

Thedetailsof theD CAC schememaybefoundin [73]. In thesequela numerical
exampleis providedthatdemonstratestheimprovementin resourceutilization thatcan
beachievedby employing theDS-system.Theconsideredtraf�c mix consistsof three
sessionswhoseparametersareshown in Table2. ��� and ��� arekept constantwhile

�

� takes valuesbetween0.05 and 1 (the stepis equal to 0.02). The link capacityis
assumedto be equalto 1. In �gure 18 themaximumlong termrateof session3 ( �
	 ),
suchthat the traf�c mix is schedulable,is depictedasa function of ��� and �
� for the
BETA-GPSsystememploying theoptimalCAC schemefor theBETA-GPS. In �gure
19thecorrespondingplot is givenfor thecaseof theDS-systememploying theD CAC
scheme.
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7 MPEG Traf�c Modeling at the Frame and GoP LevelsUsing
GBAR and D-BMAP Processes

7.1 Intr oduction

Modernbroadbandtelecommunicationsnetworksareintendedto deliver traf�c gener-
atedby multimediaapplications.Video-on-Demand(VoD) is an exampleof suchap-
plications.Traf�c generatedby VoD servers must be deliveredto destinationsusing
a certainnetwork technology. To provide an adequatequality of service(QoS),some
qualitycontrolmechanismshaveto beimplementedin thenetwork.

It is well known thatuncompressedvideoinformationcaneasilythrottletheavail-
ablebandwidth.In orderto achieve ef�cient transmissionof suchtraf�c, video infor-
mationmustbecompressedandencodedin accordancewith oneof theexisting com-
pressionalgorithms.Today, oneof themostusedalgorithmsis MPEG.

Modeling of variablebit rate (VBR) videotraf�c hasbecomean importantissue
sinceit providesthestartingpoint for boththeoreticalanalysisandengineeringdesign.
Thesourcemodelsof differenttypesof videotraf�c areneededto designandstudythe
network performanceandalso to predict the QoS that a particularvideo application
mayexperienceat differentlevelsof network congestion[74,75].

A numberof videosourcemodelshave beenproposedin literature.Recently, most
attentionhasbeenpaidto MPEGtraf�c modelingusingdiscrete-andcontinuous-time
Markov chains[76,75]. Suchmodelsproducean excellentapproximationof both the
histogramof framesizesandtheautocorrelationfunction(ACF) of theempiricaldata
but they arecomputationallyinef�cient becausetheconstructionof theseMarkov mod-
ulatedprocessesfrom empiricaldatainvolvestheso-calledinverseeigenvalueproblem
[76,75]. Thisdrawbackrestrictstheir usein simulationstudieswhereit is necessaryto
producethemodel”on the�y” .

Firstly, we proposea novel framelevel two-stepMPEG modelingalgorithmthat
emulatesthe behavior of a single MPEG-1 elementaryvideo stream.The proposed
algorithmcaptureswell thedistributionof framesizesandtheACFat framelevel.

Then,basedon thespecialcaseof theD-BMAP process,we modelthesmoothed
traf�c from thesingleMPEGsource.Basedon thestatisticalanalysisof MPEGtraf�c
at thegroupof pictures(GoP)level we proposeto limit thestatespaceof themodulat-
ing Markov chainof theD-BMAP processsuchthat it now employs only four states.
Thelimited statespaceallowsusto decreasethecomplexity of thealgorithmwhile the
necessaryaccuracy is retained.Our D-BMAP modelis simpleenough,capturesboth
the histogramof relative frequenciesandthe ACF of a singlesmoothedMPEG traf-
�c source,allows an analyticalevaluationof the queuingsystemsandcanbe usedin
simulationstudies.

It shouldbenotedthatin modelingMPEGtraf�c wefocusonMPEGdata,ignoring
auxiliary information:thesequenceheader, packetheadersetc.

The restof the sectionis organizedas follows. In the next subsectionwe brie�y
outline MPEG traf�c. Then we considerour modelingmethodology. In Section7.3
we presenta GBAR(1) MPEG traf�c model.Section7.4 providesan MPEG traf�c
methodologybasedontheD-BMAP process.Conclusionsaredrawn in thelastsection.
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7.2 MPEG Traf�c

MPEG traf�c is characterizedby high peakratesanddrasticshort-termratechanges.
Thesefeaturescauselosseswithin nodebuffersor remarkingwithin traf�c conditioners.
To dealwith theseproblemsto someextentwe assumethatMPEGtraf�c is smoothed
at thegroupof pictures(GoP)level asfollows:
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whereN is thenumberof frames,� �

!�� is thelengthof theGoP, X(n) denotesthesizes
of individual framesand

�

�

���

� denotesthe sizesof the smoothedsequence.In our
studyGoPhas(12,3,2)structure[77] andwe canonly usethosesmoothingpatterns
whoselengthis divisibleby 12.We setm=12.

The outlined approachdoesnot requireany computationalresourcesduring the
transmissionof video,providesadeterministicdelayandef�ciently employs theframe
structureof MPEGtraf�c. This approachcanthusbeusedin VoD systems.

7.3 VoD Traf�c Models

TheGBAR(1) modelingalgorithmhasatwo-stepstructure.Heymanin [78] showsthat
the model of MPEG traf�c at frame level must incorporatethreestrongly auto- and
cross-correlatedprocesses.Theseare I-frame process,P-frameprocessand B-frame
process.Therefore,we shouldtake into accountthe correlationstructureof empirical
data.At the �rst stepof theproposedalgorithmwe usethepropertythat I -framesare
codedautonomouslywithoutreferenceto precedingor following frames,and,therefore
we canstatethatthesizesof I -framesareindependentof thesizesof P- andB-frames.
Basedon this we proposeto modelthe I-framegenerationprocessasan independent
stochasticprocess.In orderto accomplishthis we usethe GBAR(1) process.The se-
quenceof sizesof I -framesthat is obtainedduring the �rst stepis usedtogetherwith
intra-GoPcorrelationinformationasinitial datafor thesecondstepof thealgorithm.

Beforediscussingthedetailsof thealgorithmwe point out thenecessaryprerequi-
sites.As hasbeenshown in [79] the distribution of intra-framesizesat the outputof
an H.261codeccanbe approximatedby a negative-binomialdistribution andits con-
tinuousequivalent- thegammadistribution.Theintra-framecodingschemeutilizedby
H.261codecsis almostidenticalto thatusedfor I -framecodingin theMPEGstandard.
Therefore,we canexpectthat thegammadistribution will provide a goodapproxima-
tion for theI-framesizes.To prove this we comparedanempiricalI -framesizedistri-
bution andthegammadistribution for thepattern“Star Wars” by thequantile-quantile
statisticalanalysis.Weusedthefollowing parametervalues:shapeparameterwassetto
3.0andscaleparameterwassetto 2.6E-5.Theseparameterswerederiveddirectly from
theempiricaldistribution.We have noticedin [80] thatsuchanapproachgivesa good
approximationfor theempiricaldata.

The propertythat allows us to proceedfrom the I-framegenerationprocessto an
MPEG aggregateframe generationprocessis a strongdependencebetweenI-frame
sizesandB- andP-framesizeswithin thesameGoP. This propertywasdiscoveredby
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Lombardoet al. [81,82], clearly explainedin [76] and later were called ”intra-GoP
correlation”.

I -frame ProcessIn orderto representtheI-framegenerationprocessweproposeto use
theGBAR(1) process.It wasoriginally presentedby Heyman[78], whereit wasused
astheapproximationmodelfor the framesizedistribution of H.261codec.The main
distinctive featureof the processappearsin the geometricaldistribution of its ACF.
This propertyallowsusto modeltheACF of theempiricaldatathatexhibits somesort
of shortrangedependence(SRD)behavior. Moreover, themarginal distribution of the
framesizesequenceis a gammadistribution.

Let �

���

� � � bea randomvariablewith a gammadistribution with shapeparameter
�

andscaleparameter� , andlet �

�

� ��� � bea randomvariablewith a betadistribution
with parameters� and � . TheGBAR(1) processis basedontwo well-known results:the
sumof independentrandomvariables�

���

� � � and �

���

� � � is a �

��� ���

� � � random
variable,andtheproductof independentrandomvariables�

���
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� �	�

� and �

���

� � � is
a �

���

� � � randomvariable.
Thus,if wedenote�

���

� � � 
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if they aremutuallyindependent,then
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is a stationarystochastic
process�
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� � �
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with marginaldistribution �
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� . TheACFis geometrical
andgivenby ��� 
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�

�

� . Parameters
�

and � canbedirectlyestimatedfromempirical
data.Assumethat theACF is above zerofor suf�ciently largelag k: ����
 �

� thenthe
following equationholds

�


 �

�

and
�

is obtained.
Randomvariableswith gammaor betadistributions generatenon-integer values

becausethey arecontinuous.Sincethenumberof bits in theframeis adiscreterandom
variablewe roundthevaluesobtainedfrom this processto thenearestinteger.

Approximation of Intra-GoP Corr elation In orderto approximatetheintra-GoPcor-
relationstructureand to obtain sizesof P- and B-frames,the algorithmproposedin
[76] can be used.The algorithm is intendedto clarify the dependency betweenthe
meanvalueandthe standarddeviation of I -framesandthe sizesof appropriateP- or
B-frames.Thesedependenciesaredeterminedasfollows:
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$ ��� � �

�

� (5)

where
� 	




� is themeanvalueof theappropriateframe(P or B), �

	




� is thestandard
deviation of the P- or B-frames,and

�

�

is the sizeof the I-frame.Resultsareshown
in [76,80–82] whereit was shown that thesedependenciescan be approximatedby
straightlines.

The meanvalueand the standarddeviation given by (5) serve as initial parame-
ters for certainprobability distributions.Theseprobability distributionswill allow us
to obtainB- andP-framesizesholding the I-framesizeconstant(or, moreprecisely,
an interval of I -framesizes).Note that in this case,the outputvalueswill vary even
for constantI -framesize.This propertyof themodelemulatesthebehavior of thereal
codecs.
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Approximation of B- and P- frame sizes It hasbeenshown that histogramsof the
B- andP-framesizescorrespondingto a certainI -framesizecanbe approximatedby
a gammadistribution [81,82]. The ACF of the P- andB-framegenerationprocesses
holdingtheI-framesizeconstanthavetheSRDpropertyonly. SincetheGBAR process
captureswell all of thepropertiesmentionedhereweusethisprocessasamodelfor P-
andB-framegenerationprocesses[80].

7.4 Traf�c Modeling at the GoPLevel

To modelthesmoothedtraf�c at theGoPlevel from thesingleMPEGsourcewe pro-
poseto usetheD-BMAP process.In eachstateof themodulatingMarkov chainof this
processwe canuseanarbitrarydistributionandtheACFof theprocesscanbemadeto
constituteagoodapproximationof theempiricalACF.

Considergeneralcharacteristicsof theD-BMAP process.Let � �

���

� � � 
 � �

�

�

� � �

�

betheD-BMAP arrival process.In accordancewith D-BMAP, thenumberof arriving
packetsin eachinterval is modulatedby anirreducibleaperiodicdiscrete-timeMarkov
chain(DTMC) with M states.Let D be the transitionmatrix of this process.Assume
thatthestationarydistribution of themodulatingDTMC is givenby thevector

�

� �

. We
de�ne theD-BMAP processasa sequenceof matrices�
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���� ��� 
 � �

�

�

� � �

, eachof
whichcontainsprobabilitiesof transitionfrom stateto statewith � 
 ���

�

��� �

� � �

arrivals
respectively [83]. Notethatthenumberof arrivalsin realmodelsis alwaysbounded.

Let the vector
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� be the meanrate vectorof the D-BMAP
process.The input rateprocessof the D-BMAP � �

�

� � ��� 
 ���

�

�

� � �

�

is de�ned by
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with �
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while the Markov chainis in the statei at the
timeslot n [80]. TheACFof therateprocessis givenby [83]:
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where �

�

is the �

�

�

eigenvalueof � ,
�

� �

� and
�

�

�

� arethe eigenvectorsof D and
�

���

is a
vectorof ones.

NotethattheACFof therateprocessconsistsof severalgeometricterms.Suchbe-
havior producesagoodapproximationof empiricalACFsthatexhibit neargeometrical
sumdecays[76,84]. The numberof geometricaltermscomposingthe ACF depends
on the numberof eigenvalueswhich, in turn, dependson the numberof statesof the
DTMC [85]. Thus,by varyingthenumberof statesof themodulatingMarkov chainwe
canvary thenumberof geometricaltermscomposingtheACF.

ACF Approximation In orderto approximatetheempiricalACF of MPEGtraf�c at
theGoPlevel from thesingleMPEGsourcewe usethemethodoriginally proposedin
[76]. Particularly, weminimizetheerrorof ACFapproximation� by varyingthevalues
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of coef�cients
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wherei is thelag, ��� is thelagwhentheempiricalACFreachesthecon�dential interval,
and �

�

���

�

� � is thevalueof theACFfor lag i.
We notethat we do not considerherethosecaseswhen

�

��� . This is because
with the increasingof the numberof coef�cients, which approximatethe empirical
ACF, the numberof eigenvaluesalso increasesand,therefore,the statespaceof the
modulatingMarkov chainexpandssigni�cantly. Thus,it is wiseto keepthestatespace
assmall aspossibleand,from this point of view,

�


 � presentsthe besttrade-off
betweentheaccuracy of theapproximationof theempiricalACF andthesimplicity of
themodulatingMarkov chain.Notethatwith

�


 � thenumberof statesof modulating
Markov chainof theD-BMAP processmaynotexceedthree.

At this stagethe only approximationerror is induced.This is the error of ACF
approximation�

�

� � by two geometricallydistributedterms.

Approximation by the Input Rate Process The constructionof Markov modulated
processesfrom empirical datainvolvesa so-calledinverseeigenvalueproblem.It is
known that thegeneralsolutionof this problemdoesnot exist. However, it is possible
to solve suchproblemswhensomelimitations on the form of the eigenvaluesareset
[76,75].

Our limitation is that theeigenvaluesshouldbe locatedin the
�

� �

�

� fractionof the
X axis.Note that onepart of limitation

� �
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�

	 �

�#" � is alreadyful�lled sinceall
eigenvaluesof theone-steptransitionmatrix of an irreducibleaperiodicMarkov chain
arelocatedin the

	 � �

�

�

� fractionof X axis[85]. Thesecondpart ��� �

�

	 �

�#" � should
beful�lled by thesolutionof theinverseeigenvalueproblem.

We proposeto constructthe D-BMAP arrival processfrom two simpleD-BMAP
processeswith a two-statemodulatingMarkov chain.Let � �
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� � ��� 
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bethe
D-BMAP arrival process,which modelsthe smoothedtraf�c from an MPEG source,
and � �
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be the empiricalprocessof GoPsizes. � ��
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are two simple two-stateD-BMAP processes
(switchedD-BMAP, SD-BMAP).

It is known that the rateprocessof simpleanSD-BMAP canbestatisticallychar-
acterizedby the triplet

� � 	

� � �




� � � [86], where
� 	

� � is themeanarrival rateof the
process,




is thevarianceof theD-BMAP processand � is the realeigenvalueof the
modulatingMarkov chainwhich is not zero[85]. However, in orderto de�ne therate
processof theSD-BMAP, weshouldprovidefour parameters
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� , where�
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and �

� arethemeanarrival ratesin state1 andstate2 respectively,
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is theprobability
of transitionfrom state1 to state2 and
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is theprobabilityof transitionfrom state2 to
state1.

If we choose�
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asthe freevariable[76] with constraint�
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[86], we canobtaintheothervariablesfrom the following equations[76,
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86]:
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Therefore,if we set � 
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� we getbothSD-
BMAP arrival processeswhosesuperpositiongivesus theD-BMAP processwith the
sameACF andmeanarrival rateastheempiricaldata.The one-steptransitionmatrix
of the superposedprocessis givenby the Kronecker productof composingprocesses
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.
It is clearfrom (8) thatthereis adegreeof freedomwhenwechoosetheparameters
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� . Moreover, theadditionaldegreeof freedomariseswhenwe choosethe
valuesof
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� . Thus,thereis an in�nite numberof D-BMAP arrival
processeswith thesamemeanarrival rate
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� which approximatetheempirical
ACFwith error � .

We alsonotethat from the de�nition of the Kronecker productit follows that the
eigenvaluesof thematrix D which is theKronecker productof matrices��
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� . Therefore,thereis anadditional
error in the empirical ACF approximation,which is causedby only one eigenvalue
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� of thesuperposedprocess,sincetheone-steptransitionmatrixof a two-stateir-
reducibleaperiodicMarkov chainpossessestwo eigenvaluesandoneof themis always
1. Therefore,theerrorof theACFapproximationcanbeexpressedprecisely:
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where �
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� .

Approximation of RelativeFrequenciesof GoPsizes Notethattheabovementioned
derivation of the D-BMAP processrestrictsus to the meanarrival rateand the ACF
anddoesnot take into accountthehistogramof relative frequenciesof GoPsizes.To
haveassurancethatboththehistogramandACFarematchedweshouldassignthePDF
of GoPsizesto eachstateof the4-statemodulatingDTMC suchthat the whole PDF
matchesthehistogramof GoPsizes.

Assumethatthehistogramof relative frequencieshasm bins.Therefore,eachPDF
in eachstateof themodulatingMarkov chainshouldhave not lessthanm bins.Since
the stationaryprobabilitiesof the modulatingMarkov chainof the D-BMAP process
areknown for eachPDFthefollowing setof equationsshouldhold:
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bin in the �

�

�

stateof themodulatingMarkov chain, �

�

is themeanarrival ratein state
i and

�

is thelengthof histogramintervals.
Notethatwehaveonly

�

�

�

�

�

�

� equationswhile thereare �

� unknowns.Wealso
shouldnotethatin general,if theMarkov chainhasM statesandthereare � histogram
binsthenumberof unknownsis

�

� andwehaveonly �

� �

� equations.It is seenthat
with theincreasingthenumberof statesof themodulatingMarkov chainthecomplexity
of thetaskincreasesrapidly. This is theadditionalreasonwhy weshouldkeepthestate
spaceof themodulatingMarkov chainassmallaspossible.

In orderto getvaluesof �
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�

� we proposeto usethe
randomsearchalgorithm.In accordancewith this algorithmwe should�rstly choose
the necessaryerror of the approximationof histogramof relative frequencies� and
thenassignthePDFto eachstateof the4-statemodulatingMarkov chainto yield (10).
Notethatthetime thealgorithmtakesto �nd thesuitablesolutiondependson theerror

� .

7.5 Modeling Results

We have appliedboth algorithms[80,84] to all tracesfrom the MPEG tracearchive
[77] andfoundthat it matchesboth thehistogramof relative frequenciesof GoPsizes
andempiricalACF fairly well. In orderto comparethemodelwith empiricaldatawe
generatedexactly thesameamountof I -, P-, B- andGoPsizesastheempiricaltraces.
Herewe presenta discussionof comparisonstudiesbetweenboth modelsand“Star
Wars” tracegivenin [80,84].

In orderto comparethedistribution functionof themodelswith correspondinghis-
togramsof relative frequencies(I -, P- andB-framesizesfor framelevel andGoPsizes
for GoPlevel) we have performeda chi-squarestatisticaltest.Thetesthasshown that
thestatisticaldataof GoPsizesbelongto thePDFof theD-BMAP modelgivena level
of signi�canceof 0,05andstatisticaldataof I -, P- andB-framesizesbelongto corre-
spondingdistribution functionsof theGBAR(1) modelgivena level of signi�canceof
0,1.

Consideringthe ACF behavior we note that up to lag 50-100the empiricalACF
andtheACF of theGBAR modelarecloseto eachother. Later, theACF of themodel
quickly decaysto zero.With theincreasingof p parameterthecorrelationhasa strong
trend to rise for all lags.Thus, the model overestimatesthe ACF up to lag 80 and,
consequently, is notableto giveagoodapproximationfor largerlags.At theframelevel
theD-BMAP modelapproximatesthebehavior of theempiricalACFof GoPsizeswell
for any lag.

Oneof themajorshortcomingsof theGBAR(1) modelstemsfrom thefactthatthe
real datatracecontainsseveral frameswith a very high numberof bytes.The model
canapproximatethispropertyin caseof smallvaluesof p parameter, whichwill leadto
underestimationof theACF for largelags.Thereis a trade-off betweentwo properties
of themodel:thedistribution of framesizesandtheACF. Onepossiblesolutionis the
carefulchoiceof p values.
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7.6 Conclusions

In thissectionwehaveconsideredthemodelingof anMPEG-1videoelementarystream
at the outputof the codec.We proposetwo MPEG traf�c modelsaimedat different
MPEGlogical levels:frameandgroupof pictures(GoP)levels.

Ontheframelevel weproposedanextensionof amodelingmethodologyproposed
in [78] and[76]. We haveuseda two-stepapproachin orderto modelthevideoframes
sequence.At the�rst stepweapproximatetheI-framesgenerationprocessby aGBAR
process.Thesecondstepconsistsof theapproximationof framesizesbasedonboththe
outputof theGBAR processandintra-GoPcorrelations.Theproposedalgorithmpro-
videsa simplemodelof the MPEG sourcebasedon threecross-correlatedprocesses.
Thealgorithmcaptureswell boththedistributionof framesizesandtheACFof empiri-
caldata.TheGBAR modelis fast,computationallyef�cient andcaptureswell theSRD
behavior of the ACF andthe distribution of framesizes.It canbe usedin simulation
studieswherethereis aneedto generateMPEGtraf�c “on the�y“ .

TheGBAR processneedsonly a few parameters,which canbe estimateddirectly
from theanalysisof empiricaldata.This is abig advantageof theGBAR sourcemodel
comparedto othermodelsof videotraf�c sources.

Ourmodelat theGoPlevel is are�nementof themodeloriginally proposedin [76].
Themodelof smoothedMPEGtraf�c at theGoPlevel from a singleMPEGsourceis
basedonaspecialtypeof D-BMAP process.Basedon thestatisticalanalysisof MPEG
traf�c at theGoPlevel welimited thestatespaceof themodulatingMarkov chainof the
D-BMAP process.Thelimited statespaceallows usto decreasethecomplexity of the
algorithmwhile thenecessaryaccuracy of theapproximationis retained.TheD-BMAP
modelcapturesboth thehistogramof relative frequenciesandtheempiricalACF of a
singlesmoothedMPEGtraf�c source.In addition,it is simpleenoughandcaneasilybe
usedin simulationstudiesevenwhenit is necessaryto generatethemodel“on the�y“ .
The modelis usefulfor bothanalyticalevaluationof queuingsystemsandsimulation
studies.

8 An OpenAr chitecture for Diffserv-enabledMPLS networks

8.1 Intr oduction

The Internethasquickly evolved into a very critical communicationsinfrastructure,
supportingsigni�cant economic,educationalandsocialactivities. Simultaneously, the
deliveryof Internetcommunicationserviceshasbecomeverycompetitiveandend-users
aredemandingvery high quality servicesfrom their serviceproviders.Consequently,
performanceoptimizationof large scaleIP networks,especiallypublic Internetback-
bones,hasbecomean importantproblem.This problemis addressedby traf�c engi-
neering,which encompassestheapplicationof technologyandscienti�c principlesto
themeasurement,characterization,modelingandcontrolof Internettraf�c. Enhancing
theperformanceof an operationalnetwork, at both the traf�c andresourcelevels,are
majorobjectivesof Internettraf�c engineering;this is accomplishedby addressingtraf-
�c orientedperformancerequirements,while utilizing network resourceseconomically
andreliably. Traf�c engineeringdealsessentiallywith the selectionof optimal paths
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thatdifferent�o ws shouldfollow in orderto optimizeresourceutilization andsatisfy
each�o w's requirements.Historically, effectivetraf�c engineeringhasbeendif�cult to
achieve in public IP networks,dueto thelimitationsof legacy IGPs,which areadapta-
tionsof shortestpathalgorithmswherecostsarebasedon link metrics.This caneasily
leadto unfavorablescenariosin which somelinks becomecongestedwhile othersre-
mainlightly loaded[87].

Thedevelopmentandintroductionof Multi-ProtocolLabelSwitching(MPLS) [88]
hasopenednew possibilitiestoaddresssomeof thelimitationsof IPsystemsconcerning
traf�c engineering.Although MPLS is a relatively simple technology(basedon the
classicallabel swappingparadigm),it enablesthe introductionof traf�c engineering
functionin IP networksbecauseof its supportof explicit LSPs,whichallow constraint-
basedrouting (CBR) to be implementedef�ciently . For this reason,MPLS currently
appearsasthebestchoiceto implementtraf�c engineeringin IP networks[89].

It is clear, however, thatin modernIP networks,theneedfor supporting�o wswith
differentQoSrequirementswould demandadditionalmechanisms,suchasthosethat
performpolicing on the incomingtraf�c, classifypackets in differentserviceclasses
andassurethemtherequiredquality of service.Theintroductionof appropriatepacket
schedulingdisciplinesandof architecturesfor differentiatingservices,suchasDiffserv
[90], can be usedfor this purpose.When MPLS is combinedwith Diffserv and ex-
plicit routing, we have a powerful architecturewhich allows both traf�c engineering
andquality of serviceprovisioning.The interoperabilitybetweenMPLS andDiffserv
hasalreadybeenthesubjectof studiesfrom the Internetcommunityandtheresulting
architectureis de�ned in RFC3270[91].

Believing in thebene�tsof aDiffserv-enabledMPLSarchitecture,thispaperpresents
anexperimentalapproachto thestudyof theinteroperabilitybetweentheDiffservand
MPLS paradigms.Few implementationscurrentlyexist of botharchitecturesandmost
of themrepresentproprietarysolutions,with device-speci�c contaminations.With re-
spectto Diffserv, two different opensourceimplementationshave beenconsidered,
basedrespectively on the FreeBSDand Linux operatingsystems.The former is the
ALTQ [92] packagedevelopedat the Sony ResearchLaboratoriesin Japan;the latter
is theTraf�c Control (TC) [93][94] module.Suchmodulesbasicallymake the funda-
mentaltraf�c control componentsavailable,which areneededin order to realizethe
Diffserv paradigm:classi�ers, schedulers,conditioners,markers,shapers,etc. As far
asMPLS, a brandnew packagerunningunderLinux hasbeenutilized [95]. In order
to gainexperiencewith this platformandto evaluatetheperformanceoverheaddueto
pushing/poppingtheMPLS labelsomemeasurementshave beenperformed,shown in
Sect.2.

Thetestbedsetup at theUniversityof Naplesmakesuseof theLinux implementa-
tionsof bothDiffservandMPLS to analyzefour differentscenarios(besteffort, Diff-
serv, MPLSandDiffservoverMPLS),in orderto appreciatetheef�ciency of Diffservin
traf�c differentiationandto evaluatethe interoperabilitybetweenMPLS andDiffserv.
Section3 describestheexperimentaltestbed,while Sect.4 shows the resultsobtained
from experimentationsanddrawsa comparisonamongthefour differentscenarios.

We point out thatthetrials describedin this paperarecarriedoutby staticallycon-
�guring eachrouter, while a dynamiccon�guration is requiredto serve eachincoming
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servicerequestasit arrives(it is necessaryto updatepolicersand�lters, createa new
LSPif it is thecase,etc.).Therefore,thenext stepis to developaninfrastructurefor the
dynamiccon�gurationof routers.Somework in thisdirectionhasalreadybeendone,as
describedin Sect.5. Conclusionsanddirectionsof futurework areprovidedin Sect.6.

8.2 MPLS: ProtocolOverhead

This sectionpresentsananalysisof theoverheadintroducedby theMPLS encapsula-
tion; for this purpose,two Linux PCswereputon a hubanda client-serverapplication
wasusedto measuretheround-trip-timeof packets.

We presenthereonly theresultsobtainedgeneratingUDP traf�c; moredetailscan
befoundin [96]. Figure20comparesthemeanRTT (in microseconds)for eachof the10
trials carriedout in theplain IP caseandin theMPLScase,for apacket lengthof 1000
bytes.The�rst thing to noteis that themeanRTT in theMPLS caseis alwaysgreater
thanthe onein the IP case;this meansthat the insertionandtheextractionof a label
introduceacertainoverhead.Now wewantto focusonhow muchgreaterthisoverhead
is andhow it changeswith thevaryingof thepacket size.Thesecondgraphof Figure
20 showsthepercentagedifferencebetweenthemeanRTTs (calculatedoverall the10
trials) in the two cases,for threepacket lengths(10, 100and1000bytes).This graph
shows that the percentagedifferencedecreaseswhenthe packetssize increases.This
behavior canbeexplainedconsideringthat,increasingthepacketsize,thetransmission
time (protocolindependent)increaseswhile theprocessingtime (protocoldependent)
remainsthe same.Thusthe protocoldependentcomponentis lessandlessimportant
andthedifferencebetweenthetwo RTT valuestendsto diminish.

Thesemeasuresshow that the introductionof MPLS comeswith a certaincost,
andthusthis effect shouldbetakeninto accountwhenwe putQoSmechanismsbeside
MPLS.To thispurpose,in thenext sectionsweexaminetheperformancerelativeto the
four con�gurations(best-effort, Diffserv, MPLS andDiffserv-MPLS);�rst, we needto
describetheexperimentaltestbed.
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Fig.20.Experimentalresults:round-trip-times.
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8.3 The Experimental Testbed

In this sectionwe presenta testplatform developedat the University of Napleswith
the intentof gainingexperiencefrom actualtrials andexperimentations.Suchtestbed,
shown in Figure21, is madeof Linux routersandcloselymimic (apartfrom thescale
factor) an actual internetworking scenario.It is built of a numberof interconnected
LAN subnets,eachrealizedby meansof oneor morecross-connectionsbetweenpairs
of routers.For thesetests,routersA, B andC representtheQoS-enabledIP infrastruc-
ture whoseperformancewe want to evaluate;hostA actsasthe traf�c generatorand
alsoasasink.Thedirectconnectionfrom hostA to hostB wasaddedin orderto allow a
preciseevaluationof transmissiontimefor thepackets:hostA justsendsdatafrom one
of its interfacesto theotherand,providedthatnetwork routeshave beenappropriately
con�gured,suchdata�o ws �rst to hostB (thuscrossingtheQoSbackbone)andthen
directlybackto hostA. Beforegoinginto thedetailedperformanceanalysisfor thefour
differentcon�gurations(BestEffort, Diffserv, MPLS andDiffservover MPLS) let us
spenda few wordsaboutthe traf�c patternwe adoptedfor all of theexperiments.We
usedMtools,a traf�c generatordevelopedat Universityof Naples[97][98], which lets
you choosepacket dimensions,averagetransmissionratesand traf�c pro�les (either
deterministicor poisson),alsogiving a chanceto settheDiffservCodePoint (DSCP)
of the generatedpackets.An interestingfeatureof Mtools is the capability to repro-
ducethesamerealizationof thepacketgenerationrandomprocess,by settingthesame
generatingseedfor differenttrials.We fed thenetwork with four poisson�o ws (gener-
atedby hostA), eachrequiringa differentPerHop Behavior (EF, DE, AF11, AF12).
The overall bit rateof the traf�c injectedinto the network is about3 Mbps. In order
to appreciatethe impactof scheduling(and,in thecaseof Diffserv, alsopolicing) on
thenetwork, we con�gured all of the routersso to usea ClassBasedQueuing(CBQ)
scheduler, with a maximumavailablebandwidthof 2.8 Mbps (as indicatedin Figure
21). Sincethe injectedtraf�c is morethanthenetwork canbear, packet losseswill be
experiencedandwe expectthemto beuniformly distributedamongthevariousclasses
of serviceonly in thebesteffort andplainMPLS(i.e.MPLSwith justoneLSPcarrying
all thetraf�c) scenarios.More detailson thegeneratedtraf�c canbefoundin [99].
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In thebesteffort case,wehavejustoneCBQclassfor all of thetraf�c �o ws(which
arethusscheduledwithout taking into considerationthe DSCPinsidethe IP header).
All theavailableoutputbandwidthhasbeenassignedto this class.

In theDiffservscenario,instead,of theavailable2.8Mbps,0.8areassignedto the
EF class,1.0 to AF1 and1.0 to default traf�c (DE). ExpeditedForwardingis servedin
a �rst in �rst out (FIFO) fashion,while theAssuredForwardinganddefault behavior
queuesaremanaged,respectively, with a GeneralizedRandomEarly Discard(GRED)
andaRandomEarlyDiscard(RED)algorithm.Referringto [99] for furtherdetails,we
only want to point out herethat the ingressDiffservedgerouter(routerA), unlike the
others(routersB andC), hasbeencon�guredwith apolicer, whosefunctionis to either
dropor remarkout-of-pro�le packets.

In a pureMPLS network, packetsareassignedto thevariousLabelSwitchedPaths
(LSPs)basedoninformationsuchassender'sandreceiver'sIP addresses.Morespeci�c
�elds, suchastheDSCP(i.e theTypeOf Servicebyteof theIP header),arecompletely
ignored.In thisscenariowewill thusrely onasingleLSPto carryall of thetraf�c �o ws
thatentertheMPLS cloud.This meansthatall packetswill be markedwith thesame
labelandwill experiencethesametreatment.

As opposedto the previous case,the Diffserv over MPLS scenarioprovides for
MPLS supportto Diffserv, that is to saypacketsareforwardedvia MPLS labelswap-
ping,but differentpacket �o ws(asidenti�ed by theDSCPcode)aretreatedin a differ-
entfashion.This is achievedby insertingadditionalinformationinto theMPLSheader.
Herewewill exploit oneLSPfor EFandDE traf�c andadifferentonefor thetwo AF1
�a vors.In the�rst case,informationaboutthePerHopBehavior will beencodedin the
EXP bits of theMPLS header, thuscreatinga so-calledE-LSP[91]; on theotherhand,
for theAssuredForwarding�o ws(whichhaveto bescheduledin thesamefashion)the
EXP bits carryinformationrelatedto thedropprecedencelevel (L-LSP).For this trial,
again,routerA hasto performpolicingat its ingressinterface.

8.4 Experimental Results

In this sectionwe will show, commentandcomparethe experimentalresultswe ob-
tainedfor the four aforementionedscenarios.As a preliminaryconsideration,please
noticethat transmissiontime is a usefulindicatorwhenevaluatingperformance,since
it containsinformationrelatedto two fundamentalaspects:thetime neededto process
packetsandthetimespentwaiting insidequeues.

Best Effort Scenario We will start by analyzingthe resultsobtainedwith the Best
Effort network setup.Sinceno differentiationis provided in this case,we expectthat
all the �o ws receive moreor lessthe sametreatment.This is what actuallyhappens,
aswitnessedby the�rst graphof Figure22 andthetablebelow, which show themean
transmissiondelayfor every �o w. Fromthesecondgraph,noticethatpacket lossesare
directlyproportionalto thedifferentnumberof sentpacketsfor the�o ws.

Diffserv Scenario Let usnow switch to Diffserv. Whatwe expectnow is that the re-
quirementswespeci�edfor thesingle�o wsareactuallymet:EFpacketsshouldbefor-
wardedmuchfasterthantheothers,AF packetsshouldbereliablydelivered,while DE
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EF� AF11� AF12� DE�

Fig.22.Besteffort scenario

packetsshouldbetreatedin a BestEffort fashion.The�rst graphof Figure23 reports
meantransmissiontimes,while thesecondshowsthenumberof droppedpacketsin the
Diffservcase.The�rst commentthatcanbedonein thiscaseis thatpacketsbelonging
to different�o ws arede�nitely treatedin a differentmanner:transmissiondelaysvary
from oneclassto theotherandthis wasexactly whatwe envisaged,sinceDiffserv is
nothingbut a strategy to differentiatepacketsbasedon their speci�c requirements.EF
packetsarethosethatendurethesmallestdelay;AF packets,in turn,experiencea reli-
abledelivery (aswitnessedby thezeropacketslost for bothAF11 andAF12 classes).
Finally, theDE classis the onewhich suffers from thehighestdelayandthe greatest
packet losses.
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Fig.23.Diffservscenario

MPLS Scenario In theMPLS scenarioall the �o ws shouldbe treatedthesameway,
sinceno differentiationmechanismhasbeensetup andjust oneLSP is in place.Fig-
ure24 shows themeantransmissiondelayandthenumberof droppedpacketsfor the
MPLScon�guration.As thereaderwill havenoticed,suchgraphsaresurprisinglysim-
ilar to thosewe showedfor theBestEffort case.With theenforcednetwork setupthe
actualbottleneckis de�nitely representedby the output interface's bandwidth,hence
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the contribution dueto packet processingis negligible whencomparedto the others:
thatis why wewerenotableto appreciatetheperformancedifferencebetweenplain IP
andMPLSwe observedandmeasuredin Sect.2.
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Fig.24.MPLSscenario

Diffserv over MPLS Scenario Let us �nally take a look at the resultsobtainedwith
the last con�guration, whereDiffserv is runningover an MPLS backbone.Figure25
showshow thepresenceof aDiffservinfrastructuremeetstherequirementsfor bothEF
andAF �o ws.By comparingthegraphsin Figuer23with thosein Figure25wenotice
that thetraf�c pro�les arealmostthesamein the two scenarios.If you arewondering
why MPLS shouldbe used,sinceit addslittle to network performancein the context
described(i.e. onein which theroutingtablesdimensionsareprettysmall),remember
that its major bene�t is disclosedassoonasconstraint-basedrouting techniquesare
taken into account.Statedin differentterms,a comparisonbasedsolely on the delay
performance�gures is not fair, sincea thoroughanalysiscannotavoid consideringthe
fact that MPLS enablestraf�c engineering,by evadingtraditional(e.g.shortestpath)
forwarding,in favor of fully customizedroutingparadigms.
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8.5 Dynamic Network Con�guration

As alreadyunderlined,the network con�gurationsof the four scenariosdepictedin
the previous sectionarestatic andmanuallyenforced.In order to develop a general
framework for theeffectivenegotiationanddeliveryof serviceswith qualityassurance,
it is necessaryto realizeaninfrastructurefor thedynamicandautomaticcon�gurations
of network elements.

In this section,we brie�y outline thebuilding blocksof suchan architecture.The
“brain” of this architectureis a centralizedelementcalledNetworkController (NC),
whosetaskis to con�gure network elementssoasto satisfytheconditionsincludedin
the SLSs,which representthe contractsstipulatedwith the users(SLAs) in technical
terms.NC canmakeuseof two traf�c engineeringalgorithms(oneonlineandtheother
of�ine) in orderto performits taskof admittingservicerequestsanddeterminingthe
pathstheir packetsshouldfollow. OncetheNC hastakenits decisions,it mustcommu-
nicatethemto the network elements,so they canbe enforced;thesecommunications
take placeby meansof theCOPS(CommonOpenPolicy Service)protocol.COPSde-
�nes the setof messagesrequiredto sendtheso-calledpolicies, that is the actionsto
performwhencertainconditionstakeplace.

Thesetof policiesthatconstitutesthecurrentnetwork con�gurationis storedin an
LDAP directory; this enablesto storeinformationon a non-volatile supportandalso
providesa meanfor a quick recover of thecon�guration whenever a network element
shouldfail andlooseits con�guration.

The part of the NC which is responsibleof the transmissionof policies is called,
in the COPSjargon, PDP (Policy DecisionPoint). The PDP asksthe LDAP server
for the policiesandsendsthemto the PEPs(Policy EnforcementPoints),which are
processesrunning on network elements.EachPEP, in its turn, passesthesepolicies
to theDevice Controller(DC), which translatesthemin a setof commandto actually
con�gure thedevice.TheDC is subdividedinto threeparts:the�rst one,which installs
�lters, markers,policersandpacketschedulingdisciplines;thesecondone,whichdeals
with thecreationof E-LSP[91], andthelastone,whichis responsibleof mappingtraf�c
on theappropriateLSP.

8.6 Conclusionsand Futur eWork

In this paperwe summarizedthelessonswe learnedwhenapplyinganengineeringap-
proachto thestudyof state-of-the-artQoS-enablednetworkarchitectures.Wepresented
a numberof experimentsaimedat investigatingnetwork performancein the presence
of eitherDiffserv, or MPLS,or ahybridDiffserv/MPLSinfrastructure.

As to thefuturework, we arecurrentlyfacingtheissueof dynamicallycontrolling
suchadvancednetworks,by applyingto thema policy-basedmanagementparadigm.
Theresearchdirectionwe aremostinterestedin furtherexploring is relatedto thereal-
izationof a complex architecturefor serviceassurance,capableto take thebestout of
the two technologies.A traf�c-engineeredDiffservenvironment(TRADE) is the �nal
targetof this speci�c research:the major ingredientsbehindit area Diffserv-capable
network on topof a traf�c-engineeredMPLS backbone.
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9 Wide Ar eaMeasurementsof VoiceOver IP Quality

It is well known that theusersof real time voiceservicesaresensitive andsusceptible
to audioquality. If thequality deterioratesbelow anacceptablelevel or is too variable,
usersoftenabandontheir callsandretry later. Sincethe Internetis increasinglybeing
usedto carry real time voicetraf�c, thequality providedhasbecome,andwill remain
an importantissue.Theaim of this work is thereforeto disclosethecurrentquality of
voicecommunicationat end-pointson theInternet.

It is intendedthat the resultsof this work will be useful to many differentcom-
munitiesinvolvedwith real time voicecommunication.Within thenext paragraphwe
list somepotentialgroupsto whomthis work might have relevance.Firstly endusers
candeterminewhich destinationsarelikely to yield suf�cient quality. Whendeemed
insuf�cient they cantakepreventativemeasuressuchasaddingrobustness,for example
in the form of forwarderrorcorrectionto their conversations.Operatorscanuse�nd-
ingssuchastheseto motivateupgradinglinks or addingQoSmechanismswherepoor
quality is beingreported.Network regulatorscanusethis kind of work to verify the
quality level thatwasagreedupon,hasindeedbeendeployed.Speechcoderdesigners
canutilise thedataasinput for a new classof codecs,of particularinterestaredesigns
whichyield goodquality in thecaseof burstypacketloss.Finally, researcherscoulduse
the raw datawe gatheredto investigatequestionssuchas,“is the quality of real time
audiocommunicationon theInternetimproving or deteriorating?”.

Thestructureof thefollowing sectionsareasfollows:Section9.1beginswith some
backgroundon the quality measureswe have usedin this work namely, loss,delay
and jitter. Following on from the quality measuressection9.2 givesa descriptionof
themethodologyusedto ascertainthequality. In section9.3 theresultsarepresented,
and due to spaceconsiderationswe condensethe resultsinto one table showing the
delay, lossandjitter valuesfor thepathswemeasured.In section9.4therelatedwork is
given,comparingresultsobtainedin this attemptwith otherresearchers'work. This is
consideredimportantasit indicateswhetherqualityhasimprovedor deterioratedsince
thosestudies.Section9.5 roundsoff with someconclusionsanda pointerto the data
gathered.

9.1 What Do WeMean by Voiceover IP Quality?

Ultimately, usersjudgethequalityof voicetransmissions.OrganisationssuchasETSI,
ITU, TIA, RCRplusmany othershavedetailedmechanismsto assessvoicequality. For
theseorganisationsthe particularfocus is speechcoders.Assigningquality “scores”
involves replayingcodedvoice to both experiencedand novice listenersand asking
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them to statethe perceived quality. Judgingthe quality of voice datathat hasbeen
transmittedacrossa wide areanetwork is moredif�cult. The network in�icts its own
impairmenton thequality of thevoicestream.By measuringthedelay, jitter andloss
of the incomingdatastreamat the receiver, we canprovide someindicationon how
suitablethenetwork is for realtime voicecommunication.

Thereforethe quality of VoIP sessionscanoften be quanti�ed by network delay,
packet loss andpacket jitter. We emphasisethat thesethreequantitiesare the major
contributorsto theperceivedqualityasfarasthenetwork is concerned.TheG.114ITU
standardstatestheend-to-endoneway delayshouldnot exceed150ms[100]. Delays
over this valueadverselyeffect thequality of theconversation.In analternative study
ColeandRosenbluthstatethatusersperceive a lineardegradationin thequality up to
177ms[101]. Abovethis �gure thedegradationis alsolinearalthoughmarkedlyworse.
As farasthepacket lossis concernedusingsimplespeechcoding,e.g.A-law or � -law,
testshaveshownthatthemeanpacketlossshouldnotexceed10%beforeglitchesdueto
lostpacketsseriouslyaffect theperceivedquality. Notethata lossratesuchasthisdoes
not sayanythingaboutthedistributionof thelosses.As farastheauthorsareawareof,
noresultsexist thatstatehow jitter solelycanaffectthequalityof voicecommunication.
Whende-jitteringmechanismsareemployed,thenetwork jitter is typically transferred
into applicationdelay. Theapplicationmusthold backa suf�cient numberof packets
in orderto ensuresmooth,uninterruptedplaybackof speech.To summarise,we refer
to thequality asa combinationof delay, jitter andloss.It is importantto mentionwe
explicitly donotstatehow thesevaluesshouldbecombined.TheITU E-model[102] is
oneapproachbut othersexist, thereforewe refertheinterestedreaderto thereferences
in this sectionaswell as[103] and[104].

9.2 Simulating and Measuring Voiceover IP Sessions

Our methodto measureVoIP quality is to sendpre-recordedcalls betweenglobally
distributedsites.Throughthe modi�cation of our own VoIP tool, Sicsophone,the in-
terveningnetwork pathsareprobedby a70secondpre-recorded“testsignal”.Thegoal
of this work is thereforeto reportin whatstatethesignalemergesafter traversingthe
network pathsavailableto us.Incidentally, we do not includethesignallingphase(i.e.
establishingcommunicationwith theremotedevice) in thesemeasurements,ratherwe
concentratesolelyon thequalityof thedatatransfer.

Ninesiteshavebeencarefullychosenwith largevariationsin hops,geographicdis-
tances,timezonesandconnectivity to obtainadiverseselectionof distributedsites.One
limitation of theavailablesiteswasthey wereall locatedatacademicinstitutions,which
aretypically associatedwith well provisionednetworks.Their locationsareshown in
themapof Figure26.Thesiteswereconnectedasa full meshallowing us,in theory, to
measurethequalityof 72differentInternetpaths.In practice,someof thecombinations
werenotusabledueto certainportsbeingblocked,thuspreventingtheaudioto besent
to somesites.Therewerefour suchcases.Bi-directionalsessionswerescheduledonan
hourly basisbetweenany two givenendsystems.Callswereonly transferredonceper
hourdueto loadconsiderationson remotemachines.

In Table3 below we list thecharacteristicsof thecall weusedto probetheInternet
pathsbetweenthoseindicatedon themap.Their locations,separationin hopsandtime
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Cooperating Sites in 1998
Cooperating Sites in 2002

Fig.26.Theninesitesusedin 2002areshown with circles.Thesix depictedwith squaresshow
thosethatwereavailableto usin 1998,threeremainedunchangedduringthepastfour years.

zonesaregivenin theresultssection.As statedthecall is essentiallya�x edlengthPCM
coded�le whichcanbesentbetweenthesites,thelengthof thecall andthepayloadsize
werearbitrarily chosen.Over a 15 weekperiodwe gatheredjust over 18,000recorded
sessions.Thenumberof sessionsbetweentheninesitesis notevenlydistributeddueto
outagesatsomesites,howeverweattemptedtoensureanevennumberof measurements
persite,in totalnearly33million individualpacketswerereceivedduringthiswork.

A Networking De�nition of Delay Wereferto thedelayastheonewaynetwork delay.
Oneway delay is importantin voice communication,particularly if it is not equalin
eachdirection.Measuringthe oneway delayof network connectionswithout the use
of synchronisedclocks is a non-trivial task.Hencemany methodsrely on round-trip
measurementsandhalve theresult,henceestimatingtheoneway delay. We measured
the network delayusingthe RTCP protocolwhich is part of the RTP standard[105].
A brief descriptionfollows.At givenintervalsthesendertransmitsa socalled“report”
containingthetime thereportwassent.On receptionof this reportthereceiver records
the currenttime. Thereforetwo timesarerecordedwithin the report.Whenreturning
the report to the sender, the receiver subtractsthe time it put in the report, therefore
accountingfor thetimeit heldthereport.Usingthisinformationthesendercancalculate
theround-tripdelayandimportantly, discountthe time spentprocessingthereportsat
thereceiver. Thiscanbedonein bothdirectionsto seeif any signi�cant anomaliesexist.
We quotethenetwork delayin theresultssectionasthey explicitly do not includeany
contribution from theendhosts.Thereforeit is importantto statethedelayis not the
end-to-enddelaybut thenetwork delay. We chosenot to includethedelaycontributed
by the endsystemasit varieswidely from operatingsystemto operatingsystemand
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Testªsignalº
Call duration 70seconds
Payloadsize 160bytes

Packetisationtime(ms) 20ms
Datarate 64kbits/sec

With silencesuppression 2043packets
Withoutsilencesuppression 3653packets

Coding 8 bit PCM
Recordedcall size 584480bytes

Obtaineddata
Numberof hostsused(2003) 9
Numberof tracesobtained 18054

Numberof datapackets 32,771,021
Totaldatasize(compressed)411Megabytes

Measurementduration 15weeks

Table 3. The top half of the tablegivesdetailsof the call usedto measurethe quality of links
betweenthesites.Thelower half providesinformationaboutthedatawhichwe gathered.

how theVoIP applicationitself is implemented.The delayincurredby an endsystem
canvary from 20msup to 1000ms,irrespectiveof thestreamcharacteristics.

Jitter - An IETF De�nition Jitter is thestatisticalvarianceof thepacket interarrival
time. The IETF in RFC1889de�ne the jitter to be themeandeviation (thesmoothed
absolutevalue)of thepacketspacingchangebetweenthesenderandthereceiver[105].
Sicsophonesendspackets of identical size at constantintervals which implies that
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Accordingto theRFC“the gainparameter1/16givesa goodnoisereductionratio
while maintaininga reasonablerateof convergence”.As statedearlierbuffering due
to jitter addsto thedelayof theapplication.This is thereforenot visible in the results
we present.The “real” time neededfor de-jitteringdependson how the original time
spacingof thepacketsshouldberestored.For exampleif a singlepacket buffer is em-
ployedit wouldresultin anextra20ms(thepacketisationtime)beingaddedto thetotal
delay. Notethatpacketsarriving with a spacinggreaterthan20msshouldbediscarded
by theapplicationasbeingtoo latefor replay. Multiples of 20mscanthusbeallocated
for everypacketheldbeforeplayoutin thissimpleexample.

Counting OnesLossesin the Network We calculatethe lost packetsas is exactly
de�ned in RFC 1889. It de�nes the numberof lost packetsas the expectednumber
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of packets subtractedby the numberactually received. The loss is calculatedusing
expectedvaluesso asto allow moresigni�cancefor the numberof packetsreceived,
for example20 lost packetsfrom 100packetshasa highersigni�cancethan1 from 5.
For simplemeasuresthe percentageof lost packetsfrom the total numberof packets
expectedis stated.From above we know that the lossesin this work do not include
thoseincurredby latearrivals,asknowledgeof thebuffer playoutalgorithmis needed,
thereforeour valuesareonly thenetwork loss.Detailedanalysisof thelosspatternsis
not given in theresultssection,we simply statethepercentagesof single,doubleand
triplicatelosses.

9.3 Results

The resultsof 15 weeksof measurementsare condensedinto Figure 27. The table
shouldbe interpretedasan 11x11matrix. The locationslisted horizontallyacrossthe
topof thetablearethelocationscon�guredasreceivers,andwhenlistedvertically they
arecon�guredassenders.Thevaluesin therightmostcolumnandbottomrow arethe
statisticalmeansfor all theconnectionsfrom thehostin thesamerow andto thehost
in thesamecolumnrespectively. For examplethelastcolumnof the�rst row (directly
underMean)theaveragedelayto all destinationsfrom Massachusettsis 112.8ms.

Eachcell includesthe delay, jitter, loss,numberof hopsand the time difference
listed vertically in the cell and pre�xed by the lettersD, J, L, H and T for eachof
the connections.The units for eachquantity is the delayin milliseconds,the jitter in
milliseconds,thelossin percentage,thehopsasreportedby tracerouteandtime differ-
encesin hours.A `+' indicatesthatthelocal time from a siteis aheadof theonein the
correspondingcell andbehindfor a '-'. Thevaluesin parenthesisarethestandardde-
viations.A NA signi�es “Not Available” for this particularcombinationof hosts.The
bottomrightmostcell containsthe meanfor all 18054calls made,both to and from
all theninehostsinvolved.Themostgeneralobservationis thequality of thepathsis
generallygood.Theaveragedelayis just below the ITU' s G.114recommendationfor
the end-to-enddelay. Neverthelessat 136msit doesnot leave muchtime for the end
systemsencode/decodeandreplaythevoice stream.A small buffer would absorbthe
4.1msjitter anda lossrateof 1.8%is morethanacceptablewith PCMcoding[103].

Therearetwo cleargroupingsfrom theseresults,thosewithin theEU andtheUS
andthoseoutside.Theconnectionsin EuropeandtheUnitedStatesandbetweenthem
areverygood.TheaveragedelaybetweentheUS/EUhostsis 105ms,thejitter is 3.76ms
andtheloss1.16%.Thoseoutsidefair lesswell. TheTurkishsitesuffersfrom largede-
lays,which is notsurprisingastheTurkishresearchnetwork is connectedvia asatellite
link to Belgium(usingtheGeantnetwork). Thejitter andloss�gures howeverarelow,
5.7msand4%respectively. TheArgentiniansitesuffersfrom asymmetryproblems.The
quality whensendingdatato it is signi�cantly worsethanwhenreceiving datafrom it.
The delayis 1/3 higher, the jitter is morethantwice as in the oppositedirectionand
thelossis nearlyfour timeshigherthanwhensendingto it. Unfortunatelywecouldnot
performa traceroutefrom thehostin BuenosAires dueto not having root accesswith
which to runa traceroutelikecommand,sowecannotsayhow theroutecontributedto
thesevalues.
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Massac husetts Mic higan California Belgium Finland Sw eden German y T urk ey Argen tina Mean

sender
D:38.0 (17.1) D:54.2 (15.8) D:67.1 (15.5) D:97.1 (2.6) D:99.5 (8.5) D:58.4 (5.0) D:388.2 (43.2) D:99.7 (4.9) D:112.8
J:2.4 (1.7) J:2.4 (1.8) J:3.6 (1.5) J:2.5 (1.5) J:3.2 (1.7) J:4.5 (1.4) J:10.4 (4.9) J:19.9 (8.4) J:6.1

Massac husetts * L:0.1 (0.6) L:0.1 (0.9) L:0.1 (0.8) L:0.1 (0.8) L:0.04 (0.2) L:0.0 (0.0) L:4.9 (4.7) L:8.9 (7.2) L:1.2
H:14 (+1) H:19 H:11 H:15 H:21 H:17 (+3) H:20 H:25 H:17
T:0 T:-3 T:+6 T:+7 T:+6 T:+6 T:+7 T:+1

D:36.4 (15.4) D:40.4 (4.5) D:63.5 (4.2) D:88.2 (8.0) D:86.7 (4.7) D:63.6 (8.2) D:358.9 (44.9) D:112.1 (10.6) D:106.2
J:4.7 (0.8) J:4.4 (0.8) J:4.3 (0.7) J:4.1 (0.7) J:5.2 (0.6) J:7.3 (1.9) J:5.6 (1.7) J:18.7 (7.9) J:6.8

Mic higan L:0.0(0.2) * L:0.2 (1.1) L:0.0 (0.1) L:0.1 (1.1) L:0.1 (2.2) L:0.2 (0.9) L:3.0 (1.9) L:6.5 (7.0) L:1.3
H:14 (+1) H:20 (+1) H:11 H:17 H:23 H:16 (+1) H:20 H:25 H:18
T:0 T:-3 T:+6 T:+7 T:+6 T:6 T:7 T:+1
D:54.5 (16.7) D:40.6 (5.1) D:81.0 (2.2) D:106.0 (3.0) D:108.0 (2.4) D:81.5 (1.8) D:386.9 (60.5) D:123.9 (12.4) D:122.2
J:2.0 (1.0) J:1.2 (0.6) J:1.6 (0.8) J:1.4 (0.8) J:2.1 (0.9) J:4.9 (1.5) J:5.3 (1.7) J:18.1 (9.9) J:4.6

California L:0.1 (0.36) L:0.1 (1.9) * L:0.2 (0.8) L:0.6 (1.4) L:0.2 (0.3) L:2.8 (3.0) L:4.4 (2.4) L:8.9 (8.2) L:2.2
H:18 (+1) H:21 H:20 H:25 (+1) H:30 (+2) H:23 H:23 H:25 H:23
T:+3 T:+3 T:+9 T:+10 T:+9 T:+9 T:+10 T:+4
D:65.2 (10.1) D:63.4 (3.3) D:84.0 (1.3) D:31.3 (0.6) D:33.4 (0.2) D:16.6 (10.4) D:341.1 (24.7) D:136.5 (7.1) D:96.4
J:1.6 (0.6) J:0.6 (0.1) J:0.9 (0.8) J:0.9 (0.5) J:1.6 (0.9) J:3.4 (1.5) J:6.9 (2.0) J:NA J:2.0

Belgium L:0.0 (0.0) L:0.0 (0.0) L:1.2 (1.0) * L:0.0 (0.0) L:0.0(0.0) L:0.21 (0.7) L:3.8 (2.7) L:NA L:0.6
H:16 H:17 H:23 H:17 H:22 H:13 H:16 (+2) H:19 H:17
T:-6 T:-6 T:-9 T:+1 T:0 T:0 T:+1 T:-5
D:97.8 (4.2) D:86.8 (1.9) D:109.9 (4.7) D:30.7 (0.3) D:13.6 (1.0) D:26.8 (7.3) D:321.2 (39.3) D:161.5 (12.2) D:106.3
J:1.7 (0.8) J:1.1 (0.6) J:1.4 (0.8) J:1.4 (0.6) J:1.9 (0.9) J:3.9 (1.1) J:3.4 (1.7) J:17.4 (8.2) J:4.1

Finland L:0.0 (0.1) L:0.0 (0.3) L:0.7 (1.4) L:0.1 (0.3) * L:0.0 (0.0) L:0.0(0.0) L:3.2 (1.7) L:7.5 (6.5) L:1.4
H:15 (+1) H:17 (+1) H:24 (+2) H:16 H:20 H:20 (+1) H:17 (+2) H:19 H:18
T:-7 T:-7 T:-10 T:-1 T:-1 T:-1 T:0 T:-6
D:99.3 (8.8) D:84.9(1.9) D:105.6 (2.1) D:33.3 (0.4) D:13.5 (0.5) D:29.8 (12.8) D:322.2 (30.3) D:165.6 (17.9) D:107.8
J:3.0 (1.9) J:2.5 (2.0) J:3.2 (1.96) J:2.8 (1.6) J:2.4 (1.8) J:4.8 (2.5) J:3.2 (1.49) J:NA J:2.8

Sw eden L:0.0 (0.0) L:0.03 (0.4) L:0.1 (0.1) L:0.1 (0.3) L:0.0 (0.01) * L:0.0 (0.0) L:2.9 (1.0) L:NA L:0.4
H:22 (+1) H:25 H:30 H:24 H:21 H:25 H:26 H:41 H:26
T:-6 T:-6 T:-9 T:0 T:+1 T:0 T:+1 T:-5
D:63.5 (9.6) D:60.4 (0.5) D:84.4 (1.0) D:11.1 (0.2) D:27.8 (7.3) D:29.2 (7.6) D:300.7 (39.7) D:149.8 (15.6) D:90.9
J:1.72 (0.7) J:0.7 (0.3) J:1.8 (0.7) J:0.8 (0.3) J:1.0 (0.5) J:1.5 (0.6) J:4.8 (2.1) J:NA J:1.6

German y L:0.0(0.0) L:0.0 (0.0) L:2.5 (1.9) L:0.0 (0.0) L:0.0 (0.0) L:0.0 (0.0) * L:3.7 (2.5) L:NA L:0.8
H:15 H:16 H:22 H:12 H:17 H:22 H:16 H:18 H:17
T:-6 T:-6 T:-9 T:0 T:+1 T:0 T:+1 T:-5
D:379.1 (47.1) D:387.9 (35.5) D:410.9 (43.9) D:330.2 (28.6) D:318.9 (42.4) D:311.1 (8.3) D:378.2 (49.3) D:490.8 (26.0) D:375.9
J:8.6 (0.7) J:8.9 (1.2) J:8.8 (2.5) J:9.2 (2.0) J:8.8 (0.6) J:9.1 (0.7) J:10.7 (1.2) J:NA J:8.0

T urk ey L:8.1 (2.8) L:8.0 (2.9) L:7.6 (6.8) L:7.10 (4.0) L:7.8 (2.7) L:8.4 (3.1) L:8.0 (3.1) * L:NA L:6.9
H:18 (+1) H:20 H:19 H:17 H:19 H:25 H:16 H:18 H:19
T:-7 T:-7 T:-10 T:-1 T:0 T:-1 T:-1 T:-6
D:117.0 (30.8) D:146.7 (44.2) D:152.0 (47.8) D:NA D:164.1 (27.2) D:160.9 (47.7) D:180.5 (50.5) D:NA D:115.2
J:4.2 (2.0) J:4.3 (2.3) J:3.1 (2.4) J:4.2 (2.0) J:3.9(2.2) J:2.9 (0.8) J:4.7 (1.5) J:6.0(1.2) J:4.2

Argen tina L:0.5 (1.4) L:0.5 (1.5) L:0.6 (1.8) L:0.5 (1.4) L:0.5 (1.4) L:0.0 (0.1) L:0.1 (0.1) L:5.8 (3.0) * L:1.1
H:NA H:NA H:NA H:NA H:NA H:NA H:NA H:NA H:NA
T:-1 T:-1 T:-4 T:+5 T:+6 T:+5 T:+5 T:+6
D:114.1 D:113.6 D:115.7 D:77.1 D:105.8 D:105.2 D:104.4 D:345.6 D:180.0 D:136.2

Mean J:3.4 J:3.4 J:3.2 J:3.5 J:3.1 J:3.4 J:5.5 J:5.7 J:9.3 J:4.1
L:1.1 L:1.1 L:1.6 L:1.0 L:1.1 L:1.1 L:1.4 L:4.0 L:4.00 L:1.8
H:14 H:16 H:19 H:13 H:16 H:20 H:16 H:17 H:23 H:18
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We now turn our attentionto resultswhich arenot relatedto any particularsite.
As far as loss is concernedthe majority of lossesare single losses.78% of all the
lossescountedin all trace�les weresinglelosseswhereas13% wereduplicatelosses
and only 4% triplicate losses.Generallythe jitter is low relative to the delayof the
link, approximately3-4%.This is not totally unexpectedasthelossratesarealsolow.
With theexceptionof theArgentiniansite,thesitesdid not exhibit largedifferencesin
asymmetryandwerenormallywithin 5%of eachotherin eachdirection.It is interesting
to note that the numberof hopscould vary underthe 15 week measurementperiod
denotedby () in thehops�eld. Only veryfew ( � �

�

� �

���

) outof sequencepacketswere
observed.Within [106] therearedetailsof othertests,suchastheeffectof usingsilence
suppression,differing payloadsizesand daytimeeffects. In summaryno signi�cant
differenceswereobservedasthesequantitieswerevaried.

9.4 RelatedWork

Similar but lessextensive measurementswereperformedin 1998[107]. Only threeof
thehostsremainfrom four yearsagosocomparisonscanonly bemadefor theseroutes.
An improvement,in theorderof 5-10%hasbeenobservedfor theseroutes.We should
point out though,thenumberof sessionsrecordedfour yearsagonumberedonly tens
per host,whereason this occasionwe performedhundredsof calls from eachhost.
Bolot et. al. lookedat consecutive lossfor a FEC scheme[108]. They concludedthat
the numberof consecutive lossesis quite low andstatedthat most lossesareone to
� ve lossesat 8am and betweenone to ten at 4pm. This is in broadagreementwith
the �ndings in this work, however we did not investigatethe timesduring the day of
the losses.MaxemchukandLo measuredboth lossanddelayvariationfor intra-state
connectionswithin the USA and internationallinks [109]. Their conclusionwas the
quality dependson the lengthof the connectionand the time of day. We did not try
different length of connectionsbut saw much smallervariations(almostnegligible)
duringa24hourcycle(see[106]).Weattributethisto thesmall64kbitspersecondVoIP
sessiononwell dimensionedacademicnetworks.It is worthyto pointoutour lossrates
wereconsiderablylessthanMaxemchuks(3-4%). Dong Lin hadsimilar conclusions
[110], statingthatin factevencallswithin theUSA couldsuffer from largejitter delays.
Her resultson packet lossalsoagreewith thosein [108], which is interesting,asthe
measurementsweretakensomefour yearslater.

9.5 Conclusions

Wehavepresentedtheresultsof 15weeksof voiceover IP measurementsconsistingof
over 18000recordedVoIP sessions.We concludethatthequality of VoIP is very good
andin mostcasesis over therequirementsasstatedin many speechquality recommen-
dations.Recallthatall of thesiteswereat academicinstitutionswhich is animportant
factorwheninterpretingtheseresultsasmostuniversitieshave well provisionedlinks,
especiallyto other academicsites.Nevertheless,the loss,delayand jitter valuesare
very low andfrom previousmeasurementsthequality trendis improving. We canonly
attributethis to morecapacityandbettermanagednetworksthanthosefour yearsago.
Howeversomecautionshouldbeexpressedasthesampleperiodwasonly15weeks,the
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bandwidthof the �o ws very small andonly usedonceperhour. We do have however
quite a large numberof samplesessions.VoIP is dependenton the IP network infra-
structureandnotonly onthegeographicdistance.Thiscanbeclearlyseenin thediffer-
encesbetweentheArgentinianandTurkishhosts.We have foundperformingmeasure-
mentson this scaleis not an easytask.Differentaccessmechanisms,�re walls, NATs
andnothaving super-userpermissioncomplicatesthework in obtainingmeasurements.
Sinceit is not possibleto envisageall thepossibleusesfor this datawe have madeit
availablefor furtherinvestigationathttp://www.sics.se/˜ianm/COST263/cost263.html.
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