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1 Intr oduction

Not written yet.

2 Traf c theory and ow aware networking

We argueherethattraf c theoryshouldbeincreasinglyusedto guidethe designof the
future multiservicelnternet.By traf ¢ theorywe meantheapplicationof mathematical
modelingto explain the traf c-performancerelation linking network capacity traf c
demandandrealizedperformanceTraf ¢ theoreticconsiderationfeadusto arguethat
aneffective QoSnetwork architecturenustbe o w aware.

Trafc theoryis fundamentato the designof the telephonenetwork. The traf c-
performanceelationhereis typi ed by the Erlanglossformulawhich givesthe prob-
ability of call blocking, , whena certainvolumeof trafc, , is offeredto a given
numberof circuits, :

The formulareliesessentiallyonly on the reasonableassumptiorthat telephonecalls
arrive asa stationaryPoissonprocesslt demonstratethe remarkablefact that, given
this assumptionperformancelepend®only on a simplemeasuref the offeredtraf c,

, equalto the productof thecall arrival rateandthe averagecall duration.

We claim thatit is possibleto derive similar traf c-performancerelationsfor the
Internet,evenif thesecannotalwaysbe expressedsconciselyasthe Erlangformula.
Deriving suchrelationsallows usto understandvhatkinds of performanceyuarantees
arefeasibleandwhatkindsof traf c controlarenecessary

It hasbeensuggestethatinternettraf ¢ is fartoo complicatedo be modeledusing
thetechnigueslevelopedfor thetelephonenetwork or for computersystemg1]. While
we mustagreethatthe modelingtoolscannotignorerealtraf ¢ characteristicandthat
new traf c theory doesneedto be developed,we seekto shav herethat traditional
techniquesand classicalresultsdo have their applicationand can shedlight on the
impactof possiblenetworking evolutions.



Folowing abrief discussioron Internettraf ¢ characteristicsve outlineelementof
atraf c theoryfor thetwo maintypesof demandstreamingandelastic.We conclude
with thevision of a future o w awarenetwork architecturebuilt on the lessonf this
theory

2.1 Statistical characterization of traf ¢

Traf c in thelnternetresultsfrom the uncoordinatecctionsof a verylarge population
of usersandmustbe describedn statisticalterms.lt is importantto be abledescribe
thistrafc succinctlyin amannemwhichis usefulfor network engineering.

The relative traf ¢ proportionsof TCP and UDP hasvariedlittle over at leastthe
last veyearsandtendto bethesamethroughoutheInternet.More than90% of bytes
arein TCPconnectionsNew streamingapplicationsarecertainlygainingin popularity
but theextra UDP traf ¢ is offsetby increaseén regulardatatransfersusingTCR. The
applicationsdriving thesedocumenttransfersis evolving, however, with the notable
impactoverrecentyearsrst of theWebandthenof peerto peerapplications.

For trafc engineeringourposest is not necessaryo identify all the differentap-
plicationscomprisinginternettraf c. It is generallysufcient to distinguishjust three
fundamentallydifferenttypesof traf c: elastictrafc, streamingraf c andcontroltraf-
c. Elastictraf c correspondso the transferof documentainderthe control of TCP
andis so-namedecausehe rate of transfercanvary in responseo evolving network
load. Streamingraf ¢ resultsfrom audioandvideo applicationswvhich generateo ws
of pacletshaving anintrinsic ratewhichmustbepreseredby limiting packetdelayand
loss.Controltrafc derivesfrom avarietyof signallingandnetwork controlprotocols.
While theef cient handlingof controltraf c is clearlyvital for thecorrectoperationof
the network, its relatively smallvolume makesit a somavhatminor consideratiorfor

traf c managementurposes.
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Fig. 1. Traf®c on anOC192backbondink.

Obsenationsof traf ¢ volumeon network links typically revealintensitylevels (in
bits/sec)veragedver periodsof 5 to 10 minuteswhich arerelatively predictabledrom



dayto day(seeFigure2.1).1t is possibleto detecta busyperiodduringwhichthetraf c
intensityis roughly constant.This suggestshat Internettrafc, like telephonérafc,
canbemodelledasa stationarystochastigprocessBusy hourperformances evaluated
throughexpectedvaluespertainingto the correspondingtationaryprocess.

Thetrafc processanbe describedn termsof the characteristic®f a numberof
objectsjncludingpaclets,bursts, o ws, sessiongndconnectionsThepreferrecchoice
for modelingpurposesiepend®ntheobjectto whichtraf c controlsareapplied.Con-
verselyin designingtraf c controlsit is necessaryo bearin mind thefacility of char
acterizingtheimplied traf c object.Traf c characterizatioprovesmostcornvenientat
ow level.

A ow is de ned for presentpurposesasthe unidirectionalsuccessiomf paclets
relatingto oneinstanceof an application(sometimegeferredto asa micro ow). For
practicalpurposesthe pacletsbelongingto a given o w have the sameidenti er (e.qg.,
sourceanddestinationaddresseand port numbers)andoccurwith a maximumsepa-
rationof afew secondsPacket level characteristicef elastic o0 ws aremainly induced
by thetransporprotocolandits interactionswith the network. Streamingo ws, onthe
otherhand haveintrinsic (generallyvariable)ratecharacteristicthatmustbepresered
asthe o w traverseghe network.

Flows arefrequentlyemittedsuccessiely andin parallelin whatarelooselytermed
sessionsA sessiorcorrespond$o a continuousperiodof actvity duringwhich auser
generates setof elasticor streamingo ws. For dial-up customersthe sessiorcanbe
de ned to correspondo the modemconnectiortime but, in general,a sessioris not
materializedy ary speci ¢ network controlfunctions.

Thearrival proces®of o0 wsin abackbondink typically resultsfrom the superposi-
tion of alarge numberof independensessionsindhassomeavhatcomplex correlation
behaiour. However, obsenationscon rm the predictablepropertythatsessiorarrivals
in thebusyperiodcanbe assimilatedo a Poissormprocess.

The size of elastic o ws (i.e., the size of the documentgransferred)s extremely
variableandhasa so-callecheavy-tailed distribution: mostdocumentaresmall (a few
kilobytes)but the numberwhich areverylong tendto contritutethe majority of traf c.
The precisedistribution clearly dependson the underlyingmix of applications(e.g.,
mail hasvery differentcharacteristicso MP3 les) andis likely to changein time as
network usageevolves.lt is thereforehighly desirableo implementraf ¢ controlssuch
thatperformances largely insensitve to the precisedocumensizecharacteristics.

Thedurationof streamingo ws alsotypically hasa heary-tailed distribution. Fur-
thermorethe paclet arrival processwithin a variableratestreamingo w is oftenself-
similar[2, Chapterl2]. As for elastic o ws, it provesverydif cult to preciselydescribe
thesecharacteristicslt is thusagainimportantto designtraf ¢ controlswhich make
performancéargely insensitve to them.

2.2 Traf c theory for elastictraf ¢

Exploiting the toleranceof documenttransfersto rate variationsimplies the use of
closed-loopcontrolto adjustthe rateat which sourcesmit. In this sectionwe assume
closed-loopcontrolis appliedend-to-encdna o w-by- o w basisusingTCP



TCPrealizesclosedloop controlby implementingan additive increasemultiplica-
tive decreaseongestioravoidancealgorithm:therateincreasedinearly in theabsence
of pacletlosshut is halved whenever loss occurs.This behaior causesach o w to
adjustits averagesendingrateto a valuedependingon the capacityandthe currentset
of competing o ws on the links of its path. Available bandwidthis sharedn roughly
fair proportionsbetweerall o wsin progress.

A simplemodelof TCP resultsin the following well-known relationshipbetween
o w throughput andpacletlossrate

constant
RTT —

whereRTT is the o w roundtrip time (see[3] for a moreaccuratgormula). This for-
mulaillustratesthat, if we assumehe lossrateis the samefor all o ws, bandwidthis
sharedn inverseproportionto the roundtrip time of the contendingo ws.

To estimatethe lossrate one might be temptedto deducethe (self-similar multi-
fractal) characteristicef the paclet arrival processandapply queuingtheoryto derive
the probability of buffer over ow. This would be an error, however, sincethe closed-
loopcontrolof TCPmakesthearrival processiependenbnthecurrentandpastconges-
tion statusof the buffer. This dependencis capturedn theabove throughpuformula.

Theformulacanalternatvely beinterpretedasrelating to therealizedthroughput

. Since  actuallydependsn the setof o ws in progresqeachreceving a certain
shareof available bandwidth),we deducethat paclet scaleperformanceas mainly de-
terminedby o w level traf c dynamicslt can,in particular deteriorateapidly asthe
numberof o wssharingalink increases.

Considetthefollowing uid modelof anisolatedbottlenecHink where o wsarrive
accordingto a PoissonprocessAssumethatall o ws usingthe link receve anequal
shareof bandwidthignoring, therefore the impactof differentroundtrip times.We
furtherassuméhatratesharesreadjustedmmediatelyasnen o wsbegin andexisting

0 WS cease.

Thenumberof o wsin progressn this modelis arandomprocessvhich behaes
like the numberof customersn a so-calledprocessosharingqueue[4]. Let the link
bandwidthbe bits/s,the o w arrivalrate o ws/sandthemeano w size bits.The
distribution of thenumberof o wsin progresss geometric:

ows

where is thelink utilization. The expectedresponsgime of a ow of
size is:

Fromthelastexpressiorwe deducehatthe measuref throughput isindepen-

dentof ow sizeandequalto

It is well known thatthe above resultsaretrue for any o w sizedistribution. It is
further shavn in [5] thatthey alsoapply with the following relaxationof the Poisson
o w arrivalsassumptionsessionsrrive asa Poissorprocessandgenerate nite suc-
cessionof o wsinterspersedy think times;the numberof o wsin the session,o w



sizesandthink timesare generallydistributedand canbe correlated Statisticalband-
width sharingperformancehusdependsssentiallyonly on link capacityandoffered
traf c.

Noticethatthe above modelpredictsexcellentperformancdor a high capacitylink
with utilization not too closeto 100%. In practice, o ws handledby suchlinks are
limited in rateelsavhere(in theaccessietwork, by amodem,...)Thebackbondink is
thenpracticallytransparentvith respecto percevedperformance.
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Fig. 2. Depictionof “ow throughputfor 90%link load.

The above model of ideally fair bandwidthsharingusefully illustratestwo inter-
esting points which turn out to be more generallytrue. First, performancedepends
primarily on expectedtraf c demandin bits/secondandonly mamginally on parame-
tersdescribingthe precisetraf ¢ procesgdistributions,correlation).Secondpbackbone
performancdendsto be excellentaslong asexpecteddemands someavhatlessthan
availablecapacity Thelatter pointis illustratedin Figure?2.

The gure depictsthe throughputof o ws traversinga bottleneckliink of capacity
10 Mbpsunderaloadof 90%(i.e., ow arrivalrate average o w size= 9 Mbps),as
evaluatedby ns2simulations Flows arerepresentedsrectanglesvhoseleft andright
coordinatescorrespondo the o w startand stop time and whoseheightrepresents
the averagethroughput.The o w throughputis alsorepresentedby the shadeof the
rectanglethelightestgrey correspond$o anaveragerategreatethan400Kbps,black
correspondso lessthan20 Kbps. In Figure 2, despitethe relatively high load of 90%,
most o ws attaina high rate,asthe modelpredicts.

In overload,when expecteddemandexceedslink capacity the processoisharing
queusis unstablethe numberof o wsin progressncreasesnde nitely as o ws take
longerandlongerto completewhile new o ws continueto arrive. Figure 3 shavs a
rectangleplot similarto Figure2 for anofferedloadequalto 140%o0f link capacity The
rectanglesendto becomeblack lines sincethe numberof competing o ws increases
steadilyasthe simulationprogresses.



In practice jinstability is controlledby usersabandonindransfersjnterruptingses-
sionsor simply choosingnotto usethe network atall in busyperiods.Theendresultis
thatlink capacityisinef ciently usedwhile percevedthroughpuperformancdecomes
unacceptablegspeciallyfor long transferg6]. An effective overloadcontrolwould be
to implementsomeform of proactve admissioncontrol:anewv o w would berejected
wheneerthe bandwidthit would recevefallsbelow a certainthreshold Figure4 is the
rectangleplot of the bottlenecKink underl40%loadwith the applicationof admission
control.Flow throughpuis maintainedat around100Kbpsrepresentedy the medium
grey colourof therectangles.
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Fig. 3. Depictionof “ow throughputfor 140%link load.
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Fig. 4. Depictionof “ow throughputwith admissioncontrol.

The above trafc theory doesnot lead to an explicit traf c-performancerelation
shaving how a provider canmeetprecisethroughputguaranteedn fact,consideration



of the statisticalnatureof traf c, thefairnesshiasdueto differentroundtrip timesand
theimpactof slow-starton thethroughputof short o ws suggestshatsuchguarantees
areunrealizableA morereasonablebjective for theproviderwould beto ensurealink
is capableof meetingaminimalthroughpubbjective for ahypotheticalverylarge o w.
This throughputs equalto , evenwhensharingis not perfectlyfair.

2.3 Traf ¢ theory for streamingtraf c

We assumethat streamingtraf c is subjectto open-loopcontrol: an arriving ow is
assumedo have certaintraf c characteristicghe network performsadmissiorcontrol,
only acceptingthe o w if quality of servicecan be maintained;admitted o ws are
policedto ensureheirtraf c characteristicareindeedasassumed.

Theeffectivenes®of open-loopcontroldepend®n how accuratelyperformancean
be predictedgiven the characteristicef audioandvideo o ws. To discussnultiplex-
ing optionswe rst make the simplifying assumptiorthat o ws have unambiguously
de ned rateslike uids. It is usefulthento distinguishtwo forms of statisticalmulti-
plexing: bufferlessmultiplexing andbufferedmultiplexing.

In the uid model,statisticalmultiplexing is possiblewithout bufferingif the com-
binedinputrateis maintainedbelow link capacity As all excesdraf c is lost,the over-
all lossrateis simply theratio of expectedexcesdraf c to expectedofferedtrafc, i.e.,
E E  where istheinputrateprocessaand isthelink capacitylt is
importantto noticethatthis lossrateonly depend®n the stationanydistribution of the
combinednput ratebut notonits time dependenproperties.

Thelevel of link utilization compatiblewith a givenlossratecanbe increasedy
providing a buffer to absorbsomeof theinput rateexcess However, the lossratereal-
ized with a given buffer sizeandlink capacitythendependsn a complicatedvay on
thenatureof the offeredtraf c. In particularlossanddelayperformanceurnoutto be
very dif cult to predictwhentheinput processs self-similar(see[2, p. 540]). Thisis
asigni cant obsenationin thatit implies bufferedmultiplexing leadsto extremedif -
culty in controlling quality of service.Eventhoughsomeapplicationamay be tolerant
of quitelong pacletdelaysit doesnot appearfeasibleto exploit this tolerance Simple
errorsmayleadto delaysthataremorethantwice the objective or buffer over ow rates
thataretentimesthe acceptabldossrate,for example.

An alternatve to meetingQoSrequirementdy controlledstatisticalmultiplexing
is to guaranteeleterministicdelayboundsfor o wswhoserateis controlledat the net-
work ingress Network provisioningandresourcellocationthenrelieson resultsfrom
the so-callednetwork calculus[7]. The disadwantagewith this approactis thatit typi-
cally leadsto considerabl@verprovisioningsincethe boundsareonly ever attainedn
unreasonablypessimistiavorst-casdraf ¢ con gurations.Actual delayscanbeorders
of magnitudesmaller

Bufferlessstatisticalmultiplexing hasclearadwantageswvith respecto the facility
with which quality of servicecanbe controlled.lt is alsoef cient whenthe peakrate
of anindividual o w is smallcomparedo thelink ratebecauséigh utilizationis com-
patiblewith negligible loss

Packet queuingoccursevenwith so-calledbufferlessmultiplexing dueto the coin-
cidenceof arrivalsfrom independeninputs.While we assumedhbove that rateswere



well de ned, it is necessaryn practiceto accountfor the factthat pacletsin ary ow
arrive in burstsandpacketsfrom different o ws arrive asynchronouslyFortunately it
turnsout thatthe accumulatiorof jitter doesnot constitutea seriousproblem,aslong
as o ws arecorrectlyspacedatthe network ingresg8].
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Fig. 5. Bandwidthsharingbetweerstreamingandelastic ows.

Thoughwe have discussedraf ¢ theoryfor elasticandstreamingrafc separately
integration of both typesof ow on the samelinks hasconsiderableadvantagesBy
giving priority to streamingo ws, they effectively seea link with very low utilization
yielding extremelylow paclket lossanddelay Elastic o ws naturallybene t from the
bandwidthwhichwould beunusedf dedicatedbandwidthwereresenedfor streaming
traf c andthusgaingreatetthroughputThis kind of sharingis depictedn Figure5.

It is generallyacceptedhat admissioncontrol must be employed for streaming
0 wsto guarante¢heir low pacletlossanddelayrequirementsAmongthelargenum-
ber of schemesvhich have beenproposedn the literature,our preferencds clearly
for aform of measurement-basedntrol wherethe only traf c descriptoris the ow
peakrateandthe availablerateis estimatedn realtime. A particularlysimplescheme
is proposedby Gibbenset al. [9]. In anintegratednetwork with a majority of elastic
traf c, it maynotevenbenecessaryo explicitly monitorthelevel of streamingraf c.

2.4 A owawaretraf c managementframework

The above consideration®n traf ¢ theoryfor elasticand streaming o ws lead us to
questionthe effectivenessof the classicalQoS solutionsof resourceresenation and
classof servicedifferentiation[10]. In this sectionwe outline a possiblealternatve
0 w awarenetwork architecture.

It appearsecessaryo distinguishtwo classesf service,namely streamingand
elastic. Streamingpackets must be given priority in orderto avoid unduedelay and
loss.Bufferlesamultiplexing mustbeusedo allow controlledperformancef streaming
o ws. Packetdelayandlossarethenassmallasthey canbe providing the bestquality



of servicefor all applicationsBufferlessmultiplexing is particularlyef cient underthe
realisticconditionsthatthe o w peakrateis a smallfraction of link capacityandthe
majority of traf ¢ usingthelink is elastic.

Elastic o ws areassumedo fairly sharethe residualbandwidthleft by the priority
streaming o ws. From resultsof the processoisharingmodel introducedabove, we
deducethat the network will be virtually transparento ow throughputaslong as
overall link load is not too closeto one. This obsenation hasbeencon rmed by NS
simulationsof anintegratedsystem11].

Per o w admissiorcontrolis necessario presere performanceén casedemancex-
ceeddink capacityWe advocateapplyingadmissiorcontrolsimilarly to bothstreaming
andelastic o ws. If elastictrafc is in themajority (atleast90%at present)theadmis-
siondecisioncouldbe basedsimply on a measuref the bandwidthcurrentlyavailable
to anew elastic o w. If relative streamingraf ¢ volumeincreasesanadditionalcrite-
rion usinganestimationof the currentoverall streamingraf ¢ ratecouldbeappliedas
ervisagedn [9].

Implementationof o w aware networking obviously requiresa reliable meansof
identifyingindividual o ws.A o widenti er couldbederivedfrom theusualmicro ow
5-tupleof IPv4. A more e xible solutionwould beto usethe o w label eld of thelPv6
packetheademllowing theuserto freely de ne whatheconsidergo constitutea™ o w'
(e.g.,all theelementf agivenWeb page).

Flow identi cation for admissioncontrolwould be performed onthe y' by com-
paringthe paclket o w identi er to alist of o wsin progresson acontrolledlink. If the
pacletcorrespondfo anev o w, andtheadmissiorcriteriaarenotsatis ed,thepaclet
would be discardedThis is a congestiorsignalto be interpretedby the user asin the
probe-baseddmissionschemegliscussedn SectionXX. If admissiblethenew ow
identi er is addedto thelist. It is purgedfrom thelist whenno pacletis obseredin a
certaintimeoutinterval.

Admissioncontrol preseresthe ef ciency of links whosedemandexceedscapac-
ity. Ratherthanrejectingexcess o ws, a moresatisactorysolutionwould beto choose
an alternatve route. This constitutesa form of adaptve routing andwould consider
ably improve network robustnesandef ciency comparedo that currentlyofferedby
Internetrouting protocols.

Admissioncontrolcanbeappliedselectvely dependingnaclassof serviceassoci-
atedwith the o w. Regular o wswould berejectedattheonsetof congestionpremium
o wsonly if congestioreventhendegradeso somehigherdegree.This constitutesa
form of servicedifferentiationwith respecto accessibility

Note nally thatall admitted o ws have adequateyuality of serviceandarethere-
fore subjectto chaging. A simplechaging schemes appropriatédasedn bytecount-
ing withoutary needto distinguishdifferentserviceclassesstreamingo wsexperience
negligible paclet loss and delay while elastic o ws are guaranteed higher overall
throughput.
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3 An IP Sewice Model for the Support of Traf c Classes

3.1 Intr oduction

The projectthat led to the developmentof the IP servicemodel presentedn this text
startedwith the developmentof a metricfor evaluatingthe quality of servicein paclet
switchednetworks. Sucha metric, presentedn [12] andhereaftemamedQoSmetric,
is aimedat measuringjuanti able QoScharacteristic§l3] in communicatiorsystems,
asthroughputtransitdelayor pacletsloss.lIt is especiallytailoredto the intermediary
layersof communicatiorsystemsnamelythenetwork layer. Duringthemetricdevelop-
mentsomeideasaroseandweresubsequentlye ned, progressiely leadingto a novel
IP servicemodel.

The centralidea behindthe proposedmodelis still to treatthe trafc usingthe
classicalbesteffort approachhut with thetrafc divided into several classesnstead
of a single class.This correspondso a shift from a single-clasdest-efort paradigm
to a multiple-classbest-efort paradigm.n orderto do this, a stratgy which dynami-
cally redistributesthe communicatiorresourcess adoptedallowing classegor which
degradationdoesnot causea signi cant impactto absorbthe major partof congestion,
therebyrelieving theremainingclasses.

Classesirecharacterizetdy traf ¢ volumeswhichcanbepotentiallyverydifferent,
andcanbetreatedbetteror worseinsidethe communicatiorsystemaccordingto their
needsandto the availableresourcesThis meanghatclassesnay suffer betteror worse
losslevelsinsidethenetwork andtheir packetsmayexperiencebiggeror smallertransit
delays.Themodel's capacityto differentiatetraf ¢ is achievedby controllingthetransit
delayandlossessufferedby pacletsbelongingo differentclassesthroughthedynamic
distribution of processingagndmemoryresourcesThe bandwidthusedby thetrafc is
notdirectly controlled,becauséhe characteristicef themodelmake it unnecessary

3.2 Sewice Model

Themodelproposaliscussedherefollows the differentiatedservicesarchitecturg14]
andconsiderghattraf c is classi edinto classesccordingto its QoSneedsThe cen-
tral ideais still to treatthe trafc usingthe besteffort approachput with the trafc
dividedinto several classesnsteadof a singleone.Thus,traf c is still treatedaswell
aspossible but thatnow meandifferentthingsaccordingo the consideredlass.

In orderto do that, a strategyy is adoptedwhich dynamicallyredistritutesthe com-
municationgesourcesallowing classegor which degradationdoesnot have a signi -
cantimpactto absortthe majorpartof it, therebyrelieving theremainingones.

The model's capacityto differentiatetraf ¢ is achievzed by controlling the transit
delayandlossessuffered by pacletsof the differentclassegwhich is the goal of the
dynamicdistribution of resources)Thebandwidthusedby thetraf ¢ is notcontrolled.
Given the characteristic®f the model, this kind of control is not necessargand not
possibleeither).

In fact,asoneof the main goalsof the modelis to avoid compleity, trafc spec-
i cations and explicit resourceresenationsare not consideredAs a result, it is not
possibleto anticipatethe bandwidthusedby the differentclassesand,consequentlyit
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doesnot make senseo basea stratgy of differentiationon the active control of this
QoScharacteristicClassesre characterizedby very differentvolumes,which canbe
treatedbetteror worseinsidethe communicatiorsystem.This meanghat classesnay
suffer betteror worselosslevelsinsidethe network andtheir packetsmay experience
biggeror smallertransitdelays.Consequentlythis modelexertsits actioncontrolling
thesetwo characteristics.

TheproposedP servicemodelis basedn thefollowing threemaincomponents:

— network elementscomprisingthe resourceand mechanismghat implementthe
multiple-class-best-&drt service;

— dynamicQoS-avarerouting, which accountdor the routing of trafc taking into
accounfts QoSneeds;

— communicationssystemmanagementwhich accountsfor the dimensioningand
operabilityof the communicatiorsystemjncludingtraf ¢ admissiorcontrolfunc-
tions,themaingoal of whichis to avoid scenario®f extremehigh load.

Themodelpresentediereproposesheevolutionof thesingle-class-best-ffrt paradigm,
currently usedin the Internet,into a multiple-class-best-&frt paradigm.One of the
mostimportantchallengedor building sucha paradigm giventhat the frameawork of
thisproposals thelETF DS model,is thede nition of aPHB ableto rule thebehaiour
of network elementspamedd3 PHB.

In generaterms traf ¢ is dividedinto classesccordingo their sensitvity to transit
delayandpacletslossdegradation As a resultof network elementsehaiour, trafc
with highersensitvity to degradations protectedattheexpenseof lesssensitvetraf c.
Thus,theideais to dynamicallyandasymmetricallyredistritutethedegradatioramong
thedifferentclassesprotectingsomeclassestthe expenseof others— hencethename
D3, which standdor DynamicDegradationDistribution.

The stratay for this effect is built on measuringcontinuouslythe quality of ser
vice givento eachtraf c classand,accordingto the obtainedmeasuresadjustingthe
mechanismsesponsibldor paclet processinglynamically The questionis which cri-
terion shouldbe usedfor a degradationdistribution amongclasseghatis considered
reasonabler sensible?

TheQoSmetricmentionedaboveis particularlyadequatéor this purposeasshovn
belon. The metric's main principle is to evaluatethe impactof the variationsof QoS
characteristicgnot the QoS characteristicyvariationsthemseles)in one or the other
directionwith respecto the normalrangeof values.The metric de nes degradations
andsuper uity zoneswhich, in turn, de ne how theimpactvarieswith QoScharacter
isticsvariations.It de nes suchzonesfor eachQoS characteristi¢e.g.transitdelayor
pacletsloss)andfor eachtrafc o w ortrafc class.Throughthe aggrayationof ner
measurementge.g. the onescorrespondingo a given QoS characteristiof a given

o W) it is possibleto constructoroademeasurege.g.measurementsorrespondingo
agiventrafc class,constitutedoy acombinationof agivensetof QoScharacteristics).

The D3 PHB was rst presentedn [15], from which Figure 6 hasbeenextracted.
In this gure (upperleft corner),anexampleis presenteaf threeclassesvith different
sensitvity to transitdelaydegradation- high, mediumandlow, respectiely.

Thenetwork elementsmaingoalis to guarante¢hattheimpactof thetransitdelay
andpacletlossdegradationon the applicationds the samefor all thethreeclassegto
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facilitatethepresentatiofet usconsiderfor now transitdelayonly). Therefore network
elementsnustcontrolthetransitdelaysufferedby pacletsof thethreedifferentclasses
in suchaway thatthe congestiorindexesrelatedto this QoScharacteristi@arethesame
for all classesConsideringagainFigure6 asareferencesupposehatfor a certainload
level, whichhappensn theinstantof timetl, thisimpactis evaluatedby theindex value
Cl .Then,thetransitdelayssufferedby the pacletsof eachclassare,from the mostto
theleastsensitve, d1,d2 andd3, respectiely.

Ck A

ngh . Low Clt,
Sensitivit Sensitivigy

Clt /
Slope
’ >

| T TS >
s> @ ¢ dey s @
= 43

Additional transit delay
seen by packets of each
class when the
Congestion Index grows
from Clt; do CIt,

delay

> Class1
Class2
Class3

d2
d3 d2
d'3>

Fig. 6. Congestiorindexesfor threetraf®c classesvith differentsensitvity to delaydegradation.

In amoreformal manneythe abose mentionedgoalmeanshatthefollowing equa-
tion holdsfor ary timeinterval [t ,t 1

- (1)

Exactlythesamereasoninghouldbe madeif pacletlossesjnsteadof transitdelay
areusedasthe QoScharacteristidor evaluatingthe degradationof quality of service.
In this casethe formulawhich appliesto any timeintenal [t ,t ] isthefollowing:

; )

Thus,equationsl and2 establishthe formal criterionwhich rulesthe network ele-
ments'behaviour in respecto theway IP pacletsaretreated Throughits simultaneous
application,network elementscontrol, in anintegratedway, the transitdelayandloss
level sufferedby the differentclasses.
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To understandheway traf ¢ from classesnoresensitve to degradationis, in fact,
protectedrom lesssensitve traf ¢, let usconsideragainFigure?. Its upperleft corner
represents loadsituationthatcorrespondsasseerbefore, to acongestiorindex equal
to Cl

Supposehatat a giveninstantof time, t2, theload level to which the network ele-
mentis submittedrises.Theimpactof thedegradatiorfelt by thedifferentapplications
(which generatdrafc for the differentclassesill alsorise. The mechanism®f the
network elementwill adjustthemselestaking into accountthe criterion for resource
distribution, thatis, thevaluesof suchanimpact(thecongestiorindexes)mustbeequal
for all theclassesAs canbeseenin Figure7 (right side),this correspondso transitde-
laysfrom the mostto theleastsensitve classof d'1, d'2 andd'3, respectiely.

It is possibleto seeclearlyin the gure thatthevalueof (d'1-d1) is lower thanthe
valueof (d'2-d2) which, in turn, is lower thanthe valueof (d'3-d3). Thus,theincrease
in transitdelay suffered by pacletsof the differentclasseswhenthe load grows, is
lower for classeghat are more sensitve to transitdelay degradationand greaterfor
lesssensitve classesHencethe degradationthat happenedat t2 wasasymmetrically
distributedamongthe differentclassesthe major partof it beingabsorbedy the ones
lesssensitve to degradation Summingup, moresensitve classesrein factprotected
atthe expenseof lesssensitve classeswhichis oneof themostimportantgoalsof this
proposal.

Finally, it is importantto saythatthe control of theway in which someclassesre
protectedat the expenseof others,or even of the degradationpart effectively absorbed
by lesssensitve classesis materializedthroughthe de nition of the degradationsen-
sitivity for eachclass(or, which is the same throughthe de nition of the sizeof each
degradatiorzone).

3.3 An implementation of the D3 per-hop behaviour

It orderto testtheideasputforwardin the proposedP servicemodel,it wasdecidedo
build a prototypeof the D3 PHB. This sectiondescribeshis prototype.

The packet scheduler Thebasicideaof thework describedn this sectionwasthein-
tegrationof the characteristicef thework-conservindWC) andnon-work-conserving
(NWC) disciplinesin onesinglemechanismin orderto obtaina new packetscheduler
which was simple but very functional— consideringthe characteristicef the PHB it
would have to support— andableto effectively overcomethe dif culties revealedby
theexperimentgeferredto in the previoussub-section.

Suchaschedulewas rst describedn [16]. Figure7 — extractedfrom that paper—
presentshelogical diagramof theschedulerThis gure shavsthescheduleorganised
into two modulesthatre ect two stage®f the controller's development.

TakingDEQUEUE_TIME astheinstantof time afterwhich thecontrollermay pro-
cessthe next pacletin a certainqueue XDELAY asthe periodof time thatmustpass
betweerthe processingf two consecutie packetsin a certainqueue(thatis to say the
minimumtime thata packet mustwait in its queue)andTEMPO asthe currentsystem
time, thisis, conciselyhow the scheduleorks:
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Fig. 7. Logical diagramof the scheduleimplementecat LCT.

MODULE 1

— it sequentiallyisits (round-iobin) eachlP queue meaninggachclass;

— oneachvisitit compareI EMPOagainsthevalueof thevariableDEQUEUE TIME
thatcharacterisethequeueijf the rst is greaterthanthe secondthe pacletatthe
headof the queues processed;

— oneachvisit it updatesif necessarthequeues DEQUEUE TIME (whichis done
by addingthe valueof the variableXDELAY ! to TEMPO);

— for themostimportantclass(therefeenceclasg, XDELAY is zero,which means
thatthe schedulebehaesasa WC one.For all the otherclasseXDELAY will be
greaterthanzeroandwill re ect therelative importanceof eachclass.In this way,
in thesecasesthe controllerbehaesasa NWC controller

The packet dropper Having developedthe paclet schedulerthe next challengebe-
camethe conceptiorof anintegratedsolutionto controlthelossof paclets.In this text
it hasbeenreferredto asthe padet dropper (asopposedo the padet schedule)). In
reality, the constructiorof the modeldemandgar morethatonepaclket dropper It de-
mandsanactive queuemanagemerndtratay thatallows notonly anintelligentdrop of
the pacletsto be eliminated,but alsoan effective control of the losslevel sufferedby
thedifferentclassegwithoutthis,theoperationaprincipleof equalityof thecongestion
indexesrelatedto lossescannotbe accomplished).

The qgueuemanagemensystemwas rst presentedn [17]. In generalterms,the
presensystenminvolvesthestoringof pacletsin queuesandtheir discardingvhennec-
essarylt is composeaf two essentiamodules-thequeudengthmanajemenimodule
(QLMM) andthe padket drop manajementmodule(PDMM) The network elements
generahrchitectureincludingthe queuemanagemergystemandthe paclketscheduler
is presentedn Figure8.

1 X_DELAY meanghetime,in s,thatthe paclet mustwait in its queue.
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Fig. 8. Network elements generalrchitecturg15].

3.4 Testsmadeto the D3 PHB implementation

The testsmadeto the D3 implementationcan be subdvided into threemain groups:
robustnessests performanceaestsandfunctionaltests.During the developmentof the
work presentedhere testspertainingto eachof thesegroupswerecarriedout.

Thetestswerecarriedout usingboththe QoStattool [18] andnetiQ's Chariot tool
[19]. QoStatis a graphicaluserinterfacetool with thefollowing characteristics:

— Graphicalandnumericalreal-timevisualisationof all valuespertainingto the pro-
vision of quality of serviceby network elementssuchastransitdelay numberof
processepaclets,numberof droppedoacketsperunit of time,queueslength,and
usedbandwidth.

— Onthe y maodi cation of all QoS-relatecbperationaparametersf network ele-
ments,suchas maximumqueuelengths, WFQ/ALTQ queueweights,virtual and
physicalqueudimits, sensitvity of classedo delaydegradationandsensitvity of
classego lossdegradation.

Thetestsmadeto the pacletschedulewhoseobjectve wasto performa rst evaluation
of thedifferentiationcapabilityof the prototype clearlyshovedthe effectivenesof the
schedulerThetests'descriptionandtheir resultsarepresentedn [16].

One exampleis the test carried out over a small isolatednetwork composedof
two sourcehostsindependentlyconnectedhrougha router (with the new scheduler
installed)to a destinationhost. All the hostswere connectedhrough100 Mbps Fast
Ethernetinterfacesandcon gured with queuesvith a maximumlengthof 50 paclets.
Two independentJDP o ws composedf 1400 bytespacletswere generatedat the
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Fig. 9. left) AveragelP transitdelay (over 1-secintenals); right) Numberof paclets sentper
second

maximumpossiblerate,usingthe two differentsourcehosts.They wereassociatedo
two differentclasses.

The generalteststratgy wasthe following: to setthe X_DELAY associatedvith
class1? to zero,to vary the X_DELAY associateavith class3 (qostattool was used
to dynamicallychangethosevalues at the endof each25 secondsime interval®, from
0, to 10, 15, 50 and 200). Moreover, each25 secinterval wasdivided into two parts.
Duringthe rst parttheschedulemodule2 (seeFigure7)* wasactvated;in thesecond
partmodule2 wasdeactvated.

Figure9 shownstheresultsof suchatest.lts left partshavs the averageransitdelay
of pacletsat IP level, measuredver 1-secondimeintervals. Theright partthenumber
of pacletssentby the outputinterfaceper 1-secondnterval.

It is apparenthatfor the referredconditionsthe scheduleiis ableto differentiate
trafc. It is alsoevidentthe importanceof the schedulemodule2. Without the action
of thatmodulethe scheduleis not ableto differentiatetraf c.

Testsmadeto the paclet dropper or, more precisely on the active queuemanage-
mentsystemwerecarriedoutin two distinctphasesin the rst phasethequeudength
managemenmnodule(QLMM) wastested.The seconcbhaseestedhe pacletdropper
managemenmodule(PDMM). Thesetestsare presentedn [15,17] andthey will be
summed-ughere.

Referencgl6] presentseststhatpertainto ascenariovherethesensitvity to transit
delay degradationis kept constantandthe sensitvity to loss degradationvariesover
time. A variety of testswere performed.The resultsof one of thesetests(usingtwo
classes)re shawvn in Figure 10 ( x ed DSLOPE 5 equalto 20 for one of the

owsandto 70 for theother).

2 Whosequeueis namedql in the®gures.

% Wedid notuseclass? in thetests As we areonly usingtraf®c of classed and3 themeasured
valuesof class0 arealwaysnull.

* This moduleguaranteethatno paclet canbe processedynderary circumstanceyeforeits
DEQUEUE_TIME hascome,evenif thereis only oneclasswith outstandingpaclets.

5 DSLOPE(DegradationSlopé
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Fig. 10. Testsresultsin thefollowing scenario®xed DSLOPElossesqualto 20 for theq2 ow
andto 70 for theql ow; delaysensitvity variedovertime.

It is possibleto obsene that,undertheseconditions,the behaiour is asexpected.
The numberof pacletsthatgetprocessegber unit of time, which is a complemenbf
the numberof droppedpaclets per unit of time, is constantand consistentwith the
respectie lossclasssensitvity, DSLOPE . This happenedn spiteof the factthat
transitdelaywasmadeto vary overtime.

3.5 Conclusionsand further work

Oneof the main objectivesof the work presentedn this paperwasthe conceptionof

anlP servicemodelbasednthesocalledmultiple-class-best-&rt (mc-be)paradigm.
Thismodelis intendedo dealwith traf c classesakinginto accountheirspeci c QoS
needswhile still treatingthemaswell as possible(without leaving asidethe actuallP

technology).

Theapplicationsdo not have to specifythe characteristicef thetraf c they gener
ate,nor explicitly requesthe QoSlevelsthey need.Underheavy loadconditionsin the
communicatiorsystem(i.e. when performancedegradationis likely to happen)they
receve abetteror worsetreatmentaccordingto thetraf ¢ classthey have chosenThis
re ects the sensitvity to degradationpre-con guredfor eachclass,namely thetrafc
sensitvity to delaydegradatiorandthetraf ¢ sensitvity to the degradatiorof thelevel
of pacletlosses.

Thework presentedherehasstratgyically focusedonthenetwork elementThiswas
achievedthroughthe conceptiorof a PerHop Behaviour (PHB) capableof supporting
the referredto model (the D3 PHB — DynamicDegradationDistribution), and by the
constructiorof therespectie prototype.

The testscarried out on the prototypeshoved a very promising behaiour with
regardto its capacityfor differentiatingthe treatmentappliedto the classesn a coher
entandcontrollableway. However, in orderto characterisendevaluatethe presented
modelin amoreprecisemannerit is clearthatthe prototypemustbefurthertestedus-
ing network load conditionscloserto thosewhich actuallyhappeninsideIP networks.
The developmentof othercomponent®f themodelalso ts into future work, namely
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thedevelopmenbf the QoS-basedoutingcomponenandthetraf c admissiorcontrol
componenthich, asreferredto above, are currentlybeingdevelopedat the LCT-UC
[20-22].

Meanwhile thereis a setof contributionsthatstandout, asresultsof thework pre-
sentedin this text: (1) a metric for the evaluationof QoSin IP networks; (2) an IP
servicemodelthat supportsthe mc-beparadigm;(3) a PHB that supportsthe model,
speci cally consideringhe network element- the D3 PHB; (4) animplementatiorof
sucha PHB modelinvolving the building of a paclet scheduleanda queuingmanage-
mentsystemwhich work togethertowardsthe D3 purposes.

4 Probexbasedadmissioncontrol in IP networks

4.1 Intr oduction

Today's new applicationson the Internetrequire a betterand more predictableser
vice quality thanwhatis possiblewith the available best—efort service.Audio-visual
applicationscan handlelimited paclet loss and delay variation without affecting the
perceved quality. Interactve communicationin additionrequiresstringentdelay re-
quirementsFor example,IP telepholy requiresroughly speakinga maximumof 150
msone—vay delaythatneedgo bekeptduringthewholecall.

Thequestiorof whethetto providetherequiredservicequality by over—provisioning
network resourcespr by admissioncontrol and resenation schemeshas beendis-
cussedextensiely in the last years.In [23], Breslauand Shenler comparenetwork
performanceandcostwith over—provisioningandresenation. Consideringhon—elastic
applicationstheir analysisshaws that the amountof incrementalcapacityneededo
obtainthe sameperformancevith a best—efort network aswith a resenation—capable
network divergesas capacityincreasesReseration retainssigni cant advantagesn
somecasesver overprovisioning,no matterhow inexpensve the capacitybecomes.
Consequentlyef cient resenation schemescan play an importantrole in the future
Internet.

ThelETF hasproposedwo differentapproacheto provide quality of serviceguar
anteesintegratedServiceg(IntServ)[24] and DifferentiatedServices(DiffServ) [25].
IntServprovidesthreeclassef serviceto the users:The guaranteedervice(GS) of-
fers transmissionwithout paclet loss and boundedend-to-enddelaysby assuringa
x ed amountof capacityfor thetrafc o ws [26]; the controlledload service(CLS)
providesa servicesimilar to a best—effort servicein a lightly loadednetwork by pre-
ventingnetwork congestiorj27]; and, nally , the best—efort servicelacksary kind of
QoSassurances.

In the IntServarchitectureGSandCLS o ws have to requestadmissiorfrom the
network usingthe resourceresenation protocolRSVP[28]. RSVP providesunidirec-
tional pe~ o w resourcaesenations.Whena sendewantsto startanev o w, it sends
apathmessag#o therecever. Themessag#raversesll theroutersin thepathto there-
ceiver, which replieswith aresvmessagéndicatingtheresourcesieededat every hop.
Thisresvmessageanbedeniedby ary routerin thepath,dependingntheavailability
of resourcesWhenthe senderecevesthe resvmessagethe network hasreseredthe
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requiredresourceglongthetransmissiorpathandthe o w is admitted IntServrouters
thusneedto keepper o w statesandmustprocesgper o w resenationrequestsyhich
cancreatean unmanageablprocessindoad in the caseof mary simultaneouso ws.
Consequentlythe IntServarchitecturgprovidesexcellentquality in the GS class,and
tight performancéooundsin the CLS class but hasknown scalabilitylimitations.

The secondapproactfor providing QoSin the Internet,the DiffServ architecture,
putsmuchlessburdenon the routers,thus providing muchbetterscalability DiffServ
usesanapproachreferredto asclassof service(CoS),by mappingmultiple o wsinto
two default classesApplicationsor ingressnodesmark pacletswith a DiffServcode
point(DSCP)accordingto their QoS requirementsThis DSCPis then mappedinto
differentper-hopbehaiors (PHB) at eachrouteron the path,lik e expeditedforward-
ing [29], or assuredorwarding[30]. Theroutersadditionallyprovide a setof priority
classesvith associatedueuesandschedulingnechanismsandthey schedulgaclets
basedon the per-hopbehaior.

Thedrawbackof the DiffServschemds thatasit doesnot containadmissiorcon-
trol. The serviceclassesnay be overloadedandall the o ws belongingto that class
may suffer increasegaclketloss.To handleoverloadsituations DiffServrelieson ser
vice level agreement¢SLA) betweenDiffServ domains,which establishthe policy
criteria,andde ne thetrafc pro les. Trafc is policedandsmoothedatingresspoints
accordingto the SLA. Trafc thatis out of pro le (i.e. above the upperboundsof ca-
pacity usagestatedn the SLA) ataningresspointhasno guaranteeandcanbe either
dropped,over chaged,or downgradedo a lower QoSclass.Comparedo the IntServ
solution, DiffServimprovesscalability at the costof a lesspredictableserviceto user

o ws. Moreover, DiffServeliminateshe possibilityto changehe servicerequirements
dynamicallyby theenduser sinceit would requiresigninga new SLA. Thusproviding
of quality of serviceis almoststatic.

Both IETF schemesrovide end—to—end)oS with differentapproachesndthus
with differentadvantagesnddravbacks Receneffortsfocuson combiningbothschemes,
like RSVPaggregation[31], the RSVPDCLASS object[32], or the proposabf thein-
tegratedservicesverspeci c link layerworkinggroup(ISSLL) to provide IntServover
DiffServnetworks[33], thatbuilds on RSVPassignalingprotocolbut usesDiffServto
actuallysharetheresourceamongthe o ws.

4.2 Per—hop MeasurementBasedAdmission Control Schemes

Recently a setof measurement—basedmissioncontrol schemesasappearedn the
literature.Thesescheme$ollow theideasof IntSery with connectioradmissiorcontrol
algorithmsto limit network load, but without the needof per ow statesand exact
trafc descriptorsThey usesomeworst—casdraf c descriptor like the peakrate,to
describeo wstrying to enterthe network, andthento basethe acceptancéecisionin
eachhoponreal-timemeasurementsf theindividual or aggrgyate o ws.

All thesealgorithmsfocuson provisioning resourcest a singlenetwork nodeand
follow someadmissiorpolicy, like completegoartitioningor completesharing.Thecom-
pletepartitioningschemeassumesa x edpartitionof thelink capacityfor thedifferent
classef connectionsEachpartition correspondso a rangeof declaredpeakrates,
andthe partitionscover togetherthe full rangeof allowed peakrateswithout overlap.
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A new ow is admittedonly if thereis enoughcapacityin its classpartition. This pro-
videsafair distribution of the blocking probabilityamongsthedifferenttraf c classes,
but it risks lowering the total throughputif someclassesrelightly loadedwhile oth-
ersareoverloadedThe completesharingschemepn the contrary makesno difference
among ows. A nev ow is admittedif thereis capacityfor it, which mayleadto a
dominanceof o ws with smallerpeakrate.To performthe actualadmissioncontrol,
measurement-bassdhemesiseRSVPsignaling.

The ideaof measuremerttasedadmissioncontrolis further simpli ed in [34]. In
this proposalthe edgeroutersdecideaboutthe admissionof anewv o w. Edgerouters
passvely monitor the aggreatetrafc on transmissiorpaths,and acceptnen o ws
basednthesemeasurements.

An overview of severalMBAC schemess presentedn [35]. This overview reveals
thatall the consideredalgorithmshave similar performanceindependentlyof their al-
gorithmic compleity. While measurement—basadimissioncontrol schemesequire
limited capabilitiesfrom the routersandsourcenodes comparedo traditionaladmis-
sioncontrolor resenation schemeslike RSVP they shawv a setof dravbacks:Not all
proposedalgorithmscanselectthe tamgetlossratefreely, o ws with longertransmis-
sion pathsexperiencehigher blocking probabilitiesthan o ws with short paths,and
o wswith low capacityrequirementsrefavoredover thosewith high capacityneeds.

4.3 Endpoint Admission Control Schemes

In the recentyearsa new family of admissioncontrol solutionshas beenproposed
to provide admissioncontrol for controlled—loadik e serviceswith very little or no
supportfrom routers.Theseproposalssharethe commonideaof endpointadmission
control: A hostsendsprobepaclets beforestartinga new sessiorand decidesabout
the o w admissiorbasedn statisticsof probepacletloss[36,37], explicit congestion
noti cation (ECN) marks[38-40], delay or delay variation [41-43]. The admission
decisionis thusmovedto the edgenodes,andit is madefor the entire pathfrom the
sourceto the destination,ratherthan pe~hop. Consequentlythe serviceclassdoes
not requireexplicit supportfrom the routers,otherthanone of the variousscheduling
mechanismsuppliedby DiffSery, andpossiblythe capabilityof markingpaclets.

In mostof the schemesheaccurag of the probeprocessequiresthe transmission
of a large numberof probepacletsto provide measurementwith good con dence.
Furthermorethe schemesequirea high multiplexing level on the links to make sure
thatthe loadvariationsaresmallcomparedo the averagdoad.

A detailedcomparisorof thedifferentendpointadmissiorcontrolproposalss given
in [44], showing that the performanceof the differentadmissioncontrol algorithms
is quite similar, and thusthe complexity of the schemesnay be the mostimportant
designconsiderationThe following sectionsbrie y summarizehe threemain setsof
proposals.

Admission control basedon probe lossstatistics In the proposalfrom Karlssonet
al. [36,37,45,46] the call admissionis decidedbasedon the experiencedbaclet loss
during a shortprobephase ensuringthat the lossratio of acceptedo ws is bounded.
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Delayanddelayijitter arelimited by usingsmall buffersin the network. Probepaclets

anddatapacletsof acceptedo ws aretransmittedwith low andhigh priority respec-

tively, to protectacceptedo wsfrom theloadof theprobestreamsTheprobingis done

atthe peakrateof the connectiorandthe o w is acceptedf the probepacletlossrate

is below aprede nedthresholdThis procedureensureshatthe paclketlossof accepted
o wsis alwaysbelow thethresholdvalue.

Admission control basedon ECN marks The congestiorievel in the network in the
proposalfrom F. Kelly et al. [39] and T. Kelly [40] is determinedby the numberof
probepacletsreceved with ECN marksby the end host. In this case,probepaclets
aretransmittedtogetherwith datapaclets. To avoid network overloadcausedy the
probesthemselesthe probingis doneincrementallyin proberoundsthatlastapprox-
imately one RTT, up to the peakrate of the incoming call. ECN—enabledouterson
the transmissiorpathsetthe ECN congestiorexperiencecbit whenthe routerdetects
congestione.g.,whenthebuffer contentexceedsathresholdor aftera pacletloss[38].
Thecall is acceptedf the numberof marked pacletsis belov a prede nedvalue.This
proposakuggestshatby runningappropriateend—systemesponséo the ECN marks,
alow delayandlossnetwork canbe achiesed.

Thecall admissiorcontrolis coupledwith a pricing schemd47]. In this caseusers
are allowed to sendas much dataasthey wish, but they pay for the congestiorthey
create(thepacletsthataremarked).In this congestiorpricing schemehe probingpro-
tocol estimateshe price of a call, thatis comparedwith the amountthe end—systenis
willing to pay The schemeadoesnot provide connectionswith hardguaranteesf ser
vice; it merelyallows connectiongo infer whetheiit is acceptabléo enterthe network
or not.

Admission control basedon delay variations Bianchiet al. [43,48] (rst version
publishedn [42]) propose€o usemeasurementsn thevariationof pacletinterarrival

time to decideaboutcall admissionpasedn the factthata non—ngligible delayjitter

canbe obsened evenfor acceptedoadswell underthe link capacity The admission
controlis designedo supportlP telepholy, thusit considerdow andconstantit rate
o ws. The probepacletsare sentat a lower priority than datapaclets. The probing
phaseconsistsof the consecutie transmissiorof a numberof probe pacletswith a

x ed inter—departurdime. A maximumtoleranceon the delayjitter of the receved

probepacletsis setat the receving node,andthe o w is rejectedimmediatelyif the

conditionfails for oneprobepacket. Themaximumtoleranceon thedelayjitter andthe

numberof probepacletstransmittedregulatesthe maximumlevel of acceptedoadon

the network links. This maximumload is selectedn a way suchthatthe paclet loss
probabilityandend—-to—endlelayrequirements$or theacceptedtallsaremet.

4.4 PBAC: Probe—BasedAdmission Control

As an example,we discussthe endpointadmissioncontrol procedurebasedon packet
loss statisticsin detail [36,37,45,46]. This solution offers a reliable upperboundon
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the pacletlossfor the acceptedo ws, while it limits the delayanddelayijitter by the
useof smallbuffersin therouters.

The admissiorcontrolis doneby measuringhe lossratio of probepacletssentat
thepeakrateof the o w andtransmittedwith low priority attheroutersThescheduling
systemof theroutersconsequentifasto differentiatedatapaclketsfrom probepaclets.
To achieve this, two differentapproachesre possible.In the rst onetherearetwo
queuespnewith high priority for dataandonewith low priority for probepaclkets(see
Figure1l). In the secondapproachthereis just onequeuewith a discardthresholdfor
the probes.Consideringhe double—queusolutionthe size of the high priority buffer
for the datapacletsis selectedo ensurealow maximumqueuingdelayandanaccept-
ablepacletlossprobability; i.e., to provide paclet scalebuffering [49]. The buffer for
the probepacletson the otherhandcanaccommodatene paclet at a time, to ensure
an over-estimationof the datapaclet loss. The threshold—queuean be designedo
provide similar performanceasit is shavn in [45], andthe choicebetweenthe two
approachesanbeleft asadecisionfor the routerdesigner

Figurel2shovsthephase®fthePBAC sessiorestablishmerdchemeWhenahost
wishegto setupanew o w, it startsby sendingaconstanbit rateprobeatthemaximum
ratethe data o w will require.The probingtime is choserby the sendeifrom arange
of valuesde ned in the servicecontract.This rangeforcesnew o ws to probefor a
sufcient time to obtaina sufciently accuratemeasurementyhile it prohibitsthem
from performingunnecessariljong probes.The probe paclet size should be small
enoughsothattherearesufcient numberof pacletsin the probingperiodto perform
the acceptancelecision.Whenthe hostsendsthe probepaclets, it includesthe peak
bit rateandthe lengthof the probe,aswell asa packetand o w sequence&umberin
thedata eld of eachpaclet. With this informationthe endhostcanperforman early
rejection,basedn the expectechumberof pacletsthatit shouldreceie notto surpass
thetargetlossprobability The probecontainsa o w identi er to allow the endhostto
distinguishprobesfor differentsessionsSinceone sendercould openmorethanone
sessiorsimultaneouslytheIP addressn the probeds notenoughto differentiatethem.
Whenthe probeprocessnishes, the sendeistartsa timer with a valueover two times
the expectedroundtrip time. This timer goesoff in casethe senderdoesnot receve
an acknavledgemento the probe.The timer allows the senderto infer that none of
the probepacletswent throughor the acknaviedgemenpaclet with the acceptance
decisionfrom therecever gotlost. The senderassumeshe rst scenaricandbacksoff
for along periodof time, still waiting for a possibldateacknaviedgementln casealate
acknavledgemenarrivesthe sendelactsaccordinglyandcancelsghe bacloff process.

Uponreceving the rst probepacket for a o w, the end hoststartscountingthe
numberof receved packetsandthe numberof lost paclets(by checkingthe sequence
numberof the pacletsit receves).Whenthe probingperiod nishes andthe endhost
recevesthelastprobepaclet,it compareshe probelossmeasuredvith thetargetloss
andsendshackan acknavledgemenpaclet acceptingor rejectingtheincoming o w.
This acknavledgemenpacletis sentbackat high priority to minimizetherisk of loss.
If thedecisionis positive,thereceverstartsatimerto controlthearrival of datapaclets.
The valueof this timer shouldbe slightly morethantwo RTTs. If this timer goesoff,
thehostassumeshatthe acceptanceaclket hasbeenlostandresendst.
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Finally, whenthe sendinghostrecevesthe acceptancelecision,it startssending
datawith high priority, or, in the caseof arejection,it backsoff for a certainamount
of time, beforestartingto probeagain.In subsequerities,the sendehostcanincrease
the probelength, up to the maximumlevel allowed, so that a higheraccurag on the
measuremetis achiezed.Thereis amaximumnumberof retriesthatahostis allowedto
performbeforehaving to give up. The backoff strategy andthenumberof retriesaffect
theconnectiorsetuptime for new sessionsindshouldbe carefullytunedto balanceghe
acceptancerobabilitywith the expectedsetupdelay

The acceptancéhresholdis x edfor the serviceclassandis the samefor all ses-
sions.The reasonfor this is that the QoS experiencedby a o w is a function of the
load from the o ws alreadyacceptedn the class.Consideringthat this load depends
on the highestacceptancéhresholdamongall sessionshy having differentthresholds
all o wswould degradeto the QoSrequiredby the onewith thelessstringentrequire-
ments.Theclassde nition alsohasto statethe maximumdatarateallowedto limit the
sizeof the sessionshatcanbe setup. Eachdata o w shouldnot represenmorethana
smallfractionof theserviceclasscapacity(in theorderof 1%), to ensurehatstatistical
multiplexing workswell.

A critical aspecif end—to—endneasurementhasedadmissioncontrol schemess
thattheadmissiorprocedureeliesoncommontrustbetweerthehostsandthenetwork.
If this trustis not presentsecuritymechanism$ave to protectthe schemeFirst, as
end hostsdecideaboutthe admissiondecisionbasedon measurementperformedin
the network, their behavior hasto be monitoredto avoid resourceanisuse.Secondas
information on the call acceptancéiasto be transmittedfrom the receving nodeto
the source intruderattackson the transmissiorpath altering this informationhave to
be avoided.The speci ¢ securitymechanismsf the generalend-to—enaneasurement
basedadmissiorcontrolschemeganbe addresseth differentwaysthatareout of the
scopeof this overview, but a simplecryptographicscheméhasbeenproposedn [50].

Application to Multicast A solutionto extendthe ideaof end-to-endmeasurement
basedadmissioncontrol for multicastcommunicationis presentedn [46]. The pro-
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posedschemebuilds on the unicastPBAC process.The admissioncontrol procedure
assumesa senderbasednulticastroutingprotocolwith arootnode(rendez-voupoint)
implementedTherootnodeof themulticasttreetakesactive partin theprobingprocess
of the admissioncontrol, while the restof the routersonly needto have the priority—
basedjueueingsystento differentiatgprobesanddata,asin theoriginal unicastPBAC
scheme.

In orderto adaptthe admissiorcontrol for multicastcommunicatiortwo multicast
groupsarecreatedonefor theprobeprocessandonefor thedatasessiontself. Senders
rst probethe pathuntil the root nodeof the multicasttree,and startto senddataif
acceptedy this node.Theprobefrom the sendeiis continuouslysentto theroot node,
andis forwardedalongthe multicasttree of the probegroupwheneer recevershave

joinedthis group.

Receverstrying to join themulticastdatagroup rst join theprobegroupto perform
the admissioncontrol. They receve the probe paclets sentby the sendermnode and
forwardedby the root node,anddecideaboutthe admissionbasedon the paclet loss
ratio. If thecall is acceptedhereceverleavesthe probegroupandjoinsthedatagroup.
Consequentlyrecevers have to know the addresse®sf both the probe and the data
multicastgroupto take partin the multicastcommunication.

The unicastPBAC schemeis thus extendedfor multicastoperationwithout addi-
tional requirement®n the routers.The procedurdo join a multicastgroupis recever
initiatedto allow dynamicgroupmembershipThe schemds de ned to supportmary
simultaneour non—simultaneousendersandit is well suitedto multicastsessions
with a singlemultimediastreamor with severallayeredstreams.

4.5 Summary

This chapterpresentsan overvien on probe—baseddmissioncontrol schemesThese
solutionsprovide call admissioncontrol for CLS—like servicesThe admissioncontrol
processs basedon actively probingthe transmissiompathfrom the senderto the re-

ceiver anddecidingaboutthe call acceptancbasedon end-to—engbaclet loss,paclet
markingon delayjitter statistics As only theendnodessendemandrecever, take active

partin the admissioncontrol processthesemechanismsireableto provide pe ow

QoSguarantees thecurrentstatelessnternetarchitecture.

5 A component-basedpproachto QoS monitoring

The offering of Quality of Service(QoS)basedcommunicatiorservicesfacesseveral
challengesAmongthesethe provisioningof anopenandformalizedframework for the
collectionandinterchangef monitoringandperformancealatais oneof the mostim-
portantissuego be solved. Considerfor example,scenariosvheremultiple providers
areteaming(intentionallyor not) for the constructionof a complex serviceto be sold
to a nal user suchasin the caseof the creationof a Virtual Private Network infras-
tructurespanningmultiple network operatorsandarchitecturesln this case failureto
provide certainrequiredlevelsin the quality parametershouldbe metwith animme-
diateattribution of responsibilityacrosghe differententitiesinvolvedin theend-to-end
provisioningof the service.
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Thesaméds alsotruein casespparentlymuchsimpler suchas,for example where
a useris requiringa video streamingserviceacrossa single operatometwork infras-
tructure.In thesesituationgthereis alsoa needfor mechanism measurehereceved
quality of serviceacrossall of the elementsnvolvedin the serviceprovisioningchain:
the sener systemthe network infrastructurethe client terminalandthe userapplica-
tion.

In describedscenariosthe serviceandits delivery quality arenegotiatedthrougha
contracthamedServicelLevel Agreemen{SLA), betweerauserandaserviceprovider.
Suchaserviceprovideris intendedasanentity capableo assembleervicecontentsas
well asto engineemetwork and sener side resourcesThe subscriptionof a Service
Level Agreemenimpliestwo aspectspnly apparentlyun-related:rst, theauditingof
the actualsatisfctionof currentSLA with the serviceprovider; secondthe dynamic
re-negyotiationof the servicelevel agreementthemseles.

As far asthe rst aspectwe canreasonablyforecastthatassoonascommunica-
tion serviceswith QoSor otherservice-relateguaranteege.g.serviceavailability) are
available,andassoonasusersstartto payfor them,it will berequiredto verify whether
or nottheconditionsspeci edin the SLA areactuallymetby the provider. With refer
enceto the secondaspectjndeed re-ngotiationof QoShasbeenalwaysacceptedas
animportantservicein performancguaranteedommunicationsstronglyconnectedo
critical problemssuchasthe ef ciency of network resourceallocation,the end-to-end
applicationlevel performanceandthe reductionof communicationcosts.For exam-
ple we might considera scenariovherethe quality of servicerecevedby adistributed
applicationcanbe seenasin uenced by severalfactors:the network performancethe
senerloadandtheclientcomputationatapability Sincethosefactorscanbevaryingin
time, it is logical to allow applicationgo modify ServiceLevel Agreement®n the ba-
sisof the QoSachiesableandpercevableat the applicationlayer. We thereforebelieve
thatthe possibility to modify the existing QoS basedagreementbetweerthe service
providerandthe nal userwill assumanimportantrolein PremiumliP networks.Such
networks provide userswith a portfolio of serviceshanksto their intrinsic capability
to performa servicecreationprocesawhile relying on a QoS-enabledéhfrastructureln
orderto allow the SLA auditandre-ngyotiationa frameawork for the monitoringof the
receved Quality of Serviceis necessary

In this documentywe proposea novel approacho the collectionanddistribution of
performancealata. Theideawhich pavesthe groundto our proposals mainly basedon
thede nition of aninformationdocumentthatwe calledServicd_evelIndication(SLI).
The SLI-basedmonitoringframawvork is quite simplein its formulation;nonetheles#
bringsin a numberof issuesrelatedto its practicalimplementationto its deployment
in real-life scenariosandto its scalabilityin comple< andheterogeneousetwork in-
frastructuresSomeof theseissueswill be highlightedin thefollowing, wherewe will
also sketch somepossibleguidelinesfor deployment,togetherwith somepointersto
potentialinnovative approacheso this complec task.

The documentis organizedasfollows. The referenceramevork wherethis work
hasto be positionedis presentedn Section5.1 . In Section5.2 we introduce QoS
monitoring issuesin SLA-basedinfrastructuresin Section5.3 we illustrate the data
exportprocessSections.4explainssomemplementationssuegelatedo theproposed
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framework. Finally, Section5.5 provides someconcludingremarksto the presented
work.

5.1 ReferenceFramework

This sectionintroduceshegenerahrchitecturgoroposedor thedynamiccreation pro-
visioning and monitoring of QoS basedcommunicationserviceson top of Premium
IP networks[51][52]. Suchan architecturencludeskey functionalblocksat the user
providerinterface within the serviceproviderdomainandbetweerthe serviceprovider
andthenetwork provider. Thecombinedrole of theseblocksis to managaisersaccess
to the service,to presentthe portfolio of available servicesto appropriatelycon g-
ureandmanagehe QoS-avarenetwork elementsavailablein the underlyingnetwork
infrastructureandto producemonitoringdocument®n the basisof measuremerdata.

Main componentsf the proposedarchitecturearethefollowing: (i) Resource Me-
diator(s): it hasto managehe availableresourceshy con guring theinvolvednodes.
Eachservicecan concerndifferent domainsand then different ResourceMediators.
Now, the ResourceMediator also hasto gatherbasicmonitoring dataand export it;
(ii) Sewice Mediator(s): it is in chage of creatingthe serviceasrequiredfrom the
user usingtheresourcesnadeavailableby oneor moreResourceMediators.It hasto
mapthe SLA from the AccessMediatorinto theassociate&erviceLevel Speci cation
(SLS)[4] to beinstantiatedn cooperatiorwith the ResourcéMediator(s);(iii) Access
Mediator(s): it is the entity thatallows the usersto input their requestgo the system.
It addsvaluefor the user in termsof presentinga wider selectionof servicesgnsuring
the lowestcost,andoffering a harmonisednterface:the AccessMediatorpresentgo
theuserthe currentlyavailableservices.

5.2 A Monitoring Document: the Service Level Indication

Computemetworksareevolving to supportserviceswith diverseperformanceequire-
ments.To provide QoSguarantee$o theseservicesandassurghatthe agreedQoSis
sustainedit is not sufcient to just commit resourcesince QoS degradationis often
unavoidable.Any fault or wealeningof the performancef a network elementmayre-
sultin thedegradatiorof thecontracted)oS.Thus,QoSmonitoringis requiredto track
the ongoingQoS, comparethe monitoredQoS againstthe expectedperformancede-
tectpossibleQoSdegradationandthentunenetwork resourcegccordinglyto sustain
thedeliveredQoS.In SLA-basechetworksit become®f primaryimportancehe avail-
ability of mechanismsor the monitoringof serviceperformancgarameterselatedto
a speci ed serviceinstance.This capabilityis of interestbothto the end-usersasthe
entitiesthat "use'the service,andto the serviceproviders,asthe entitiesthat create,
con gure anddeliver the service.QoS monitoringinformationshouldbe provided by
the network to the userapplication by collectingandappropriatelycombiningperfor
mancemeasure adocumentvhichis linkedto the SLA itself andwhichis conceved
following the samephilosophythatinspiredthe SLA design:i) cleardifferentiationof
userlevel, service-lwel and network-level issues;ii) de nition of leanand meanin-
terfacesbetweenneighbouringroles/componentsii) de nition of rules/protocolgo
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appropriatelycombineandexportinformationavailableat differentlevels of the archi-
tecture.

In PremiumIP networks,the serviceprovisioningis the resultof anagreemenbe-
tweenthe userandthe serviceprovider, andit is regulatedby a contract.The SLA is
thedocumentesultingfrom the negotiationprocessandestablisheghekind of service
andits delivery quality. The servicede nition statedin the SLA is understoodrom
boththe userandthe serviceprovider, andit representshe serviceexpectationwhich
theusercanreferto. SuchSLA is not usefulto give a technicaldescriptionof the ser
vice, functionalto its deployment. Therefore,a newv and moretechnicaldocumentis
neededThe ServicelLevel Speci cationdocumenterivesfrom the SLA andprovides
asetof technicalparametersvith the correspondingemanticssothatthe servicemay
be appropriatelymodelledandprocessedyossiblyin anautomatedashion.n orderto
evaluatetheserviceconformancéo speci cationsreportedn SLA andSLSdocuments,
we introducea new kind of documentthe ServicelLevel Indication.By mirroring the
hierarchicalstructureof the proposedarchitectureijt is possibleto distinguishamong
threekindsof SLls: (i) TemplateSLI, which providesageneratemplatefor thecreation
of documentgontainingmonitoringdataassociatedo a speci ¢ service(ii) Technical
SLI, which containsdetailedinformationaboutthe resourcautilization and/ora techni-
cal reportbasedon the SLS requirementsThis documentwhich pertainsto the same
level of abstractiorasthe SLS,is built by the ResourcéMediator;(iii) UserSLI, i.e.the

nal documenforwardedto the userandcontaining,in afriendly fashion,information
aboutthe serviceconformanceo the negotiatedSLA. The UserSLI is createcby the
ServiceMediatoron the basisof the SLS,the TemplateSLI andthe TechnicalSLI.

The servicemonitoringhasto be nalized to the delivery of oneor moreSLI doc-
uments.In the SLI issue,multiple entitiesare involved, asnetwork elementscontent
seners,anduserterminals.Involving all theseelementshasa cost:it is dueto the us-
ageof bothcomputationabndnetwork resourcesnpeededor informationanalysisand
distribution. This costdepend®on boththe numberof elementsnvolved andthe infor-
mationgranularity Fromthis point of view, monitoringmay be underall perspecties
consideredasa service for which ad hocde ned pricing policieshave to be speci ed
andinstantiatedMore precisely drawing inspirationfrom the concepf metadatawe
might hazarda de nition of monitoring asa metaservicei.e. a “serviceabouta ser
vice'. This de nition is mainly dueto the fact thata monitoring servicecannotexist
onits own: monitoringis strictly linkedto a pre-&isting servicecategory, for which it
provides somevalue-addednformation. Thereforewe will not considera standalone
monitoring service,but we will ratherlook at it asan optionalclauseof a traditional
service thustakingit into accountin the SLA negotiationphase.

5.3 DataExport

In the context of SLA-basedservicesthe following innovative aspecthasto be con-
sideredin orderto allow users serviceprovidersandnetwork operatordo have infor-
mationaboutQoSparameterandnetwork performancehe needarisesto export data
collectedby measuringlevices.To this purposethe concepf datamodelhasto bein-
troduced.Suchmodeldescribediow informationis representeth monitoringreports.
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As statedn [53], themodelusedfor exportingmeasuremerdatahasto be e xible with
respecto the o w attributescontainednsidereports.

Sincethe serviceandits quality are percevedin a differentfashiondependingon
involvedactors(enduser serviceprovider, network operator) thereis a needto de ne
anumberof documentseachpertainingto a speci c layerof the architecturesuitable
to reportinformation aboutcurrently offeredservicelevel. As far asdatareports,we
have de ned a setof new objectsaiming at indicatingwhethermeasuredlata,related
to aspeci ¢ serviceinstancejs in accordancevith the QoSlevel speci edin the SLA.

With referenceo our architectureit is possibleto identify thecomponentsespon-
siblefor the creationof eachof the monitoringdocumentgFigure13).

Suchdocumentsare then exchangedamongthe componentsas describedin the
following, wherewe chooseo adopta bottom-upapproach:

1. attherequesbf the ServiceMediator, the ResourceMediatorbuilds the Technical
SLI documenbn the basisof datacollectedby the measuringdevices.The elds
it containsaredirectly derivedfrom thosebelongingto the SLSandare lled with
theactualvaluesreachedy therunningservice.Theresultingdocuments sentto
the ServiceMediator;

2. thanksto the TechnicalSLI recevedfrom the ResourcéMediator, the ServiceMe-
diator is capableto evaluatethe servicequality conformancewith respectto the
requestformulatedthroughthe relatedSLS. It can be interestedin suchinfor-
mationboth for its own businessandin orderto gatherdatafor the creationof a
completereportin casea userrequestone;

3. attheusersrequestthe ServiceMediator, exploiting datacontainedn a Technical
SLlI, produces furtherreportindicatingthe QoSlevel asit is percevedby theend
user Thedocumentt is goingto prepards derivedfrom aservicespeci c template
(the so-calledSLI Template) which providesan abstractiorfor the measurement
resultsin the sameway asthe SLA Templatedoeswith respecto the servicepa-
rametersSuchadocumentherebycalledUserSLI, is readyfor deliveryto theend
user;

4. the AccessMediatorrecevesthe User SLI from the ServiceMediator, putsit in
aformatthatis compliantwith boththe users preferencesindthe users terminal
capabilitiesandforwardsit to theenduser

5.4 Implementation Issues

Upper Layers A ServiceMediatorcanaddto the serviceoffer the monitoringoption.
If thisis the casetwo differentstratgyiesarepossibleln the rst scenariothe Service
Mediator evaluatesthe resourceusagefor monitoring serviceasa x ed cost.Sucha

costwill betakeninto accountwhenthe quotationis preparedThis stratey doesnot

modify the businesgprocesgelatedto the speci ¢ servicesincethe users requesto

monitor its own SLA uniquelyimpliesa x ed add-onto the servicequotation.Such
an add-ondependsiponthe businessstratgyies of both the ServiceMediatorandthe

ResourceMediator

In the secondscenariothe ServiceMediatorshavs two differentquotationso the
user:the rst onerelatedto the serviceinstanceselectedby the user the secondone
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regardingthe monitoringactuity. This solutionintroducesa scenarian which the ne-
gotiation of the SLA monitoring metaservicds consideredInteractionshetweenthe
AccessMediatorandthe ServiceMediator canbe formalizedthroughthe samebusi-
nessprocessas that describing“traditional” services,suchas VoD, VPN, and VoIP.
Suchabusinesgrocessncludesthefollowing businesgransactions:

1. checkingtheserviceavailability
2. submittinga quotationrequest
3. acceptinga servicequotation
4. issuingthepurchaserder

Thede nition of businesgprocessesanbene t from the availability of a standard
proposatomingfrom theelectronicdbusinessesearcltommunity namedeb XML [54].
A detaileddescriptionof the applicationof the ebXML framework to the mediation
architecturanaybefoundin [55].

Lower Layers In Sections.3we have de nedtherolesof componenti thecreationof
modelsto export measuremerdata.ln particular it is theresponsibilityof the Service
Mediatorto producethe UserSLI intendedo provide userswith ahigh-levelindication
of thecompliancgor not) of thedeliveredserviceto the negotiatedSLA. TheResource
Mediator, ontheotherhand,hasto createthe TechnicalSLI, which hasthesame elds
asthe correspondingSLS. These elds are lled by the ResourceMediatorwith the
valuesresultingfrom the measuremerdctiities.

At thispoint,theneedariseso providethe ResourcéMediatorwith monitoringdata
comingfrom the network devicessothatit maybe ableto build the TechnicalSLI. In
the proposedarchitecturehe ResourceMediatoris in chage of managingthe whole
underlyingnetwork for eachdomain(i.e. AutonomousSystem AS) [56]. In particular
in the servicecon guration phase,t hasto analyzethe SLS, receved from the Ser
vice Mediator, in orderto selectthe subsetof informationrelatedto its own domain.
Sucha subsetis passedo the Network Controller, which translatest into a form that
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is compliantwith the speci ¢ network architectureadopted MPLS, Diffsery, etc.).The
restof the SLSis forwardedto the next peerResourceMediatoren-routetowardsthe
destinationIf the userselectsthe monitoringoption during the SLA negotiation, this
choicedoesnot modify the usualsequencef interactionsconcerninghe servicecre-
ationandcon guration. In fact, oncereceved from the ResourceMediatorthe subset
of informationcontainedn the SLS,the Network Controllertranslatest into a setof
policy rulesand,actingasa Policy DecisionPoint (PDP),sendgpoliciesto the under
lying Policy EnforcementPoints (PEPS) by exploiting the COPSprotocol[57]. Upon
thereceptionof a new policy, the PEPforwardsit to the Device Controller, which pro-
ducescon guration commandsor the network device aswell asrulesenablingit to
distinguishthe trafc o w to be measuredThen,the Device Controlleris ableto ap-
propriatelycon gure the traf c control modules(e.g. allocationand con guration of
gqueuesgonditionersmarkers, lters, etc.)andto performthe measuremerdctiities.

Figure14 depictsthe policy framenork componentsgistinguishingamongthe fol-
lowing abstractiortayers:(i) NI-DI : Network Independent Device Independentii) ND-
DI: Network Dependent Device Independentiii) ND-DD: Network Dependent De-
vice Dependent.

PDP = Policy Decision Point
SLS = Service Level Specification
PEP = Policy Enforcement Point
RM=Resource Mediator
PIB = Policy Information Base
NC = Network Controller

NDPR = Network Dep. Policy Repository
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|
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Fig. 14. Overview of the policy framevork components.

Metering Approadhes Several solutionsare availablein orderto allow Device Con-
trollersto make measurementsnthetrafc o wsatcontrolleddevices.

Our solutionis basedon the useof the SNMP protocol, which permitsto obtain
performancedatawithout ary traf ¢ injection (passve measurement)n this casean
SNMP client interactswith an SNMP agentlocatedat the device in orderto obtain
measuresboutthroughputandpacletlosson a device interface. The mainadwvantage
of suchasolutionis thecapabilityto obtaininformationaboutevery network device that
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supportdhe SNMP standargrotocol.If involveddevicesareroutersor switchesmade
by Cisco,it is possibleto exploit a particularCiscolOS functionality, named\etFlow.

ExportingData Whenthe Device Controller, actingasa meter obtainsdataaboutthe
controlleddevice, it hasto forwardit to the ResourcéMediator Usingthisraw data,the
ResourceMediatorcanbuild the TechnicalSLI.

TheResourcéMediatoris ableto createsuchanend-to-endlocumenthanksto the
interactionsamongtheinvolvedcomponentsasdescribedelow:

1. The Device Controller sendsthe measurementesultsto the Policy Enforcement
Point,e.g.usingthe COPSprotocol[58]. Thisapproactperfectlymirrorsthepolicy-
basedarchitecturausedat servicecon gurationtime.

2. EachPEPforwardsreceveddatato theNetwork Controller which actsasacollec-
tor of measuremerdatafrom differentmeasurementoints;

3. Finally, the ResourceMediator, by gatheringinformationfrom both its Network
Controllerand adjacentResourceMediator, canbuild the TechnicalSLI. Sucha
documentcontainsinformation aboutend-to-endperformancemetricsrelatedto
thetrafc o w speci edin theSLS.

5.5 Discussionand Conclusions

In this work, we have presente@ component-baseachitecturdor QoSmeasurement
and monitoring. It is clearthat the provisioning of suchfeatureis particularly com-
plex andcritical, sinceit involvesthe coordinationrandorchestratedperationof alarge
numberof elementsseparatelyowned and managedalong what we have called the
provisioning chainfrom the servicelocationto the end user We thereforeforeseea
numberof issuesto be faced:for someof themwe believe a solutioncanbe already
provided,while for othersthediscussiornis still wide open.We brie y mentionherethe
mainfacetsof the generaissueof QoSmonitoring,focusingon the networking infras-
tructure.First of all, the collectionof monitoringdatafrom the network elementsThis
issueis clearlyrelatedo bothtechnicalandbusinessspectsAs farasthe rst onesthe
work ongoingin theareaof policy basednanagemerdf network elementss providing
atechnicalframework in which the controlandcon gurationof network nodeswill be
muchmorestraightforvardthanthatcurrentlyachievablethroughthetraditionalSNMP
basedapproachHowever, it is clearthatfor global communicatiorinfrastructuresn-
volving large numberof nodeswith a hugenumberof active connectionsve do have a
problemof scalabilitywith respecto the collectionanddelivery of performancealata.
In spiteof this, we believe thattherearefeaturesin the existing network architectures
thatmight be exploited to reduceat leastthis problem.For example,in Diffservbased
network architecturesnonitoringof ServiceLevel Agreementsanbe performedusu-
ally pertraf ¢ classesandnot persingletrafc o ws,andcouldbenormallylimited to
theingressandegresspointsof a domain.More detailedperformancealatacollections
(in termsof speci ¢ o wsor network elementsgouldbetriggeredonly in the presence
of speci c demandd$rom theinvolvedpartiesor in the caseof anomaliesAs far asthe
businessaspectsi.e. thoserelatedto the businessatureof the provisioning of com-
municationserviceswe can mentionherethe onewe believe is the mostimportant:
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trust. In global networks, large scaleinfrastructuresill be managedy a multitude of
differentoperatorseachmanaginga separataetwork domain.Quality of Servicewill
thereforebe anissueinvolving a numberof parties,eachresponsibleonly for the ser
vice providedin thedomainthatit directly managesSuchpartieswill beobliged,atthe
sameime,to competeandto cooperatavith peeringentities.Canwe foreseeascenario
wheresuchperformancelatawill be openly(albeitin a controlledway) available?We
believe thatratherthanbeingan obstacleto the deploymentof a commonframework
for SLA monitoring, trustwill be animportanttrigger for it, if not a prerequisiteln
fact, we canexpectthat no operatorwill startchaging for premiumservicesinvolv-
ing infrastructure®wnedby otherswithout aformal, standardizeavay for exchanging
performancealataaboutthe communicatiorserviceofferedto andrecevedfrom other
operators.

A furtherissueis relatedto the devising of a commonquality of servicemeasure-
mentframawork. It is clearthat performancedatashouldbe providedin a way thatis
independenbf both the network architectureoffering the serviceandthe application
servicedemandingt. Our proposals a rst attemptin this direction.

6 Deterministic delay guaranteesunder the GPS scheduling
discipline

Underthe GPSschedulingdisciplinetraf ¢ is treatedasanin nitely divisible uid. A
GPSsenerthatsenesN sessionss characterizetdy N positverealnumbers ,
referredto asweights.Theseweightsaffect the amountof serviceprovidedto the ses-

sions(or, their bandwidthshares)More speci cally, if denotegshe amountof
session trafc senedin atime interval thenthefollowing relationwill hold for
ary session thatis continuouslybackloggedn theinterval ; session is consid-

eredto bebackloggedattime if a positve amountof thatsessiortraf c is queuedat
time .

— ®3)

The GeneralizedProcessoSharing(GPS)schedulingdiscipline hasbeenwidely
consideredo allocatebandwidthresources$o multiplexedtraf ¢ streamsilts effective-
nessandcapabilitiesin guaranteeing certainlevel of Quality of Service(QoS)to the
supportedstreamsn botha stochasti¢[59—61])anddeterministiq[62—65])senséhave
beeninvestigated.

In this subchaptethe single node caseis consideredand sessiongsources)are
assumedo be leaky bucket constrainecandto have a stringentdelay require-
ment.Suchsessionarereferredto asQoS sensitve sessionsn the sequelithe triplet

is usedin orderto characterizéhe QoSsensitve session, where , and
representhe burstinessthe long term maximummeanarrival rate and the delay
requiremenbf session, respectiely.

In the rst partof the subchaptethe problemof Call AdmissionControl (CAC) is
consideredCAC playsa key role in provisioning network resourceso meetthe QoS
requirement®f traf c. It hasthe function of limiting the amountof trafc accessing
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the network andcanhave animportantimpacton network performanceA CAC algo-
rithm is describedwvhich fully exploits the bandwidthsharingmechanisnof GPSand
determineshe optimalweights directlyfromthe QoSrequirementf thesessions

Neverthelesstheuseof GPSschedulingdisciplinecanleadto inef cient useof re-
sourcegvenif theoptimal CAC schemes employed.In thesecondartof thesubchap-
teraserviceparadigmis describedaccordingo which eachsessioris “representedby
two entities— referredto as sessioncomponents- in the GPSsener. Eachsessiors
components assignedh weightandit is sernedby the GPSsener. Thework provided
by theGPSsenerto thecomponentsf asessions mappedackto theoriginal session.
It turnsoutthattheproposederviceschemdeadsto resourcautilizationimprovement.

RelatedWork TheGPSschedulingdisciplinehasbeenintroducedn [62], [63] where
boundson the induceddelay have beenderived for single node and multiple nodes
systemsrespectiely. These(loose)delayboundshave a simpleform allowing for the
solution of the inverseproblem,that is, the determinationof the weight assignment
for sessionglemandingspeci ¢ delayboundswhich is centralto the Call Admission
Control(CAC) problem.

Tighterdelayboundshave beenderivedin [65] andin [64] (alsoreportedin [66]).
Theseefforts have exploited the dependencieamongthe sessionsdue to the com-
plex bandwidthsharingmechanisnof the GPSdiscipline-to derivetighterperformance
boundsSuchboundscouldleadto a moreeffective CAC andbetterresourceutilization.
Theinverseproblemin thesecasesthough,is moredif cult to solve. For example the
CAC procedurepresentedn [64] employs an exhaustie searchhaving performance
bound calculationsas an intermediatestep. Speci cally, the maximumdelay experi-
encedby the sessionds determinedfor a weight assignmentnd the assignments
modi ed trying to maximizeanobjective function. While the searchin [64] terminates
aftera nite numberof stepsjt doesnot guaranteg¢hatanacceptabl@ssignmentioes
notexist if notfound.

The fairnessorientednatureof GPSschedulingdiscipline,which follows directly
from its de nition, makes GPSan appealingchoicefor a besteffort ernvironment,or
morepreciselyfor anenvironmentwherefairnesss themainconcern Somearguments
on why fairnesds not necessarilthe main concernevenin a besteffort environment
may be foundin [67] wheresomestatedependenschedulingpolicies aiming to de-
creasdossand/ or delayjitter by “sacri cing” fairnessarepresented.

Modi cations / extensionsof the GPS schedulingdiscipline include ([68], [69],
[70]). In [68] ServiceCurve ProportionalSharing(SCPS)hasbeenproposedit is a
generalizatiorof GPS,accordingo which the (constantweightingfactorsusedby the
GPSarereplacedwith well de ned varying weights.In [69] a lesscomplex imple-
mentationis proposedor the specialcaseof piecaviselinearservicecurves.In [70] a
modi cation of the GPSschedulingdiscipline,aimingto improve the QoSprovidedto
adaptve sessionss presentedaccordingo whicheachsessions assignedwo weights;
oneweightdeterminests guaranteedateandtheotherweightdetermineds targetrate.
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6.1 Optimal CAC Algorithm

Theoptimal CAC algorithmfor the GPSschedulingisciplinehasbeenderivedin [71]
by consideringa mixedtraf ¢ ernvironmentin which thebandwidthresourcecontrolled
by the GPSsener is assumedo be sharedby a numberof QoSsensitve streamsand
besteffort traf c. This systemwill bereferredto asa BestEffort Trafc AwareGener
alizedProcessoBharing(BETA-GPS)systen® The BestEffort Traf c Aware(BETA)
GPSsystemis depictedin gure 15. The BETA-GPSsener capacity  is assumed
to besharedby  QoSsensitve sessionsvith descriptors

andbesteffort traf ¢ representetby anadditionalsessionEachsessionis provideda
buffer andthe input links are consideredo have in nite capacity Generally the task

Fig.15. TheBETA-GPSsystem

of CAC is to determinewhetherthe network canaccepta new sessiorwithout causing
QoSrequirementiolations.In the caseof a GPSscheduleiit shouldalsoprovide the
senerwith theweightassignmenivhichwill beusedin theactualserviceof theadmit-
tedcalls.A CAC schemdor a GPSseneris consideredo beoptimalif its incapability
to admita speci c setof sessionsmpliesthatno assignmenéxists underwhich the
sener could senethis setof sessiongrespectingll QoSrequirements).

An optimal CAC scheméor the BETA-GPS systemshouldseekto maximizethe
amountof serviceprovidedto the(traf ¢ unlimited)besteffort sessiorunderary arrival
scenaricandoverary time horizon,while satisfyingthe QoSrequiremenbof the (traf ¢
limited) QoS sensitie sessionsThat s, it shouldseekto maximizethe normalized
weightassignedo thebesteffort trafc (), while satisfyingthe QoSrequirementf
QoS sensitie sessionsObviously, maximizingthe weight assignedo the besteffort
traf c is equivalentto minimizing the sum of weightsassignedo the QoS sensitve
sessions.

Optimal CAC Schemefor the BETA-GPS system In the sequelonly the rationale
of the optimal CAC algorithmis describedand a numericalexampleis provided; the
detailedalgorithmmaybefoundin [71].

The CAC problemfor a GPSsystemis simpli ed in view of thefollowing Theorem
(Theorem3, [62]): If the input link speedof ary session exceedsthe GPSservice

51n a systemwhereonly QoS sensitve sessionsre presenthe existenceof an extra session
maybe assumedndthe presente@lgorithmbe applied(seg[71]).
" Withoutlossof generalityit is assumedhat
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rate,thenfor every session, the maximumdelay = andthe maximumbacklog
areachieved(not necessarilyat the sametime) whenevery sessioris greedystartingat
time zero,the beginning of a systembusy period.lt is notedthata GPSsystembusy
periodis de ned to be a maximaltime interval during which at leastone sessionis
backloggedat any time instantin the interval. A session is characterizeds greedy
startingattime if it sendghe maximumallowableamountof traf ¢ startingattime
and an all-greedyGPSsystemis de ned asa systemin which all the sessionsare
greedystartingattime 0, the beginningof a systembusy period.

Theaforementionetheoremmpliesthatif thesenercanguaranteeanupperbound
onasessionsdelayundertheall greedysystemassumptiorhis boundwould bevalid
underary (leaky bucketconstrainedarrival pattern.Thus,in theframework of the CAC
problemit is sufcient to examineonly all greedysystems.

It [71] it hasbeenshownn thata givenacceptable assignmenis corvertedto the
optimaloneif eachQoSsensitve sessiors busy periodis expandedasmuchasits QoS
would permit, startingfrom the setof QoSsensitve sessionshatemptytheir backlog

rst in order® This implies thatin orderto determinethe optimal  assignmentt is
sufcient to allocateto the QoS sensitve sessionsuchweightsthattheir QoSwould
beviolatedif their busyperiodswereexpanded.

In orderto determingheseoptimalweightsthe CAC algorithmof [71] emulateghe
all greedysystemandexaminesheQoSsensitve sessionatall timeinstantsoinciding
with eitherthe delay boundor the backlogclearingtime of somesessionthesetime
instantsare referredto as checkpointsin [71]. For eachQoS sessionthe algorithm
computegwo quantitiestwo potentialweights);the minimumweightthatis necessary
for the QoSrequirement®f the sessiorto be met up to the speci ¢ time instantand
theweightthatis necessarfor the QoSrequirement®f the sessiorto be metafter the
speci ¢ time instant,denotedas and atthecheckpoint ,respectiely.
If session is assigneda weight , sincethis is the
minimum weight that could be assignedglsethe speci ¢ sessions examinedagain
at the next checkpoint.In orderto apply the aforementionegrocedurethe algorithm
keepstrack of the bandwidththatis availableto the still backloggedessionga greedy
( ) constrainedsessiorrequiresarateequalto  afterit emptiesits backlog,and
thus,theadditional(comparedo ) bandwidththatthesessionutilizesuntil it empties
its backlogis sharecamongthe still backloggedessionsn proportionto their weight).

Next a numericalexampleis provided, wherethe optimal CAC schemefor the
BETA-GPSsystemis comparedvith the effective bandwidth-base@AC schemeDe-
terministic effective bandwidth([72]) canbe usedin a straightforvard way to give a
simpleandelegantCAC schemdor the GPSschedulerA similar approachs followed
in [61] for thedeterministigoartof theiranalysis Thedeterministiceffective bandwidth
ofa sessioris givenby — . It is easyto seethatthere-
quirementf the QoSsensitie sessiongresatis edif they areassignedveightssuch

that (— — ).

8 A assignmeris characterizedsacceptablé it is feasible(thatis )anddelivers
therequiredQoSto eachof the supported)oSsensitve sessionsa  assignmenis character
izedasmoreef®cientthananotheiif thesumof 's undertheformerassignments
smallerthanthatunderthelatter.
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Two traf ¢ mixesareconsideredvhich aredenotecasCaselandCase2 in Tablel
wherethe parametersf the sessiongor eachcaseareprovided.All quantitiesarecon-
siderednormalizedwith respecto thelink capacityC. In orderto comparehe optimal

Table 1. Sessionsinderinvestigation

Casel
Case2

0.040.160.040.64
0.010.01{0.040.01

0.040.040.040.04

CAC algorithmwith the effective bandwidth-base@AC schemehefollowing scenario
is consideredThe effective bandwidth-base@AC schemeadmitsthe maximumnum-
ber of sessionsinderthe constraintthat a nonzeroweight remainsto be assignedo
besteffort traf c. FromTablel it canbeseenthatthe effective bandwidthof eachQoS
sensitve sessioris 1/25 of thesener's capacity(whichis consideredo beequalto the
link capacity( )), implying that for the BETA-GPS systemat most24 QoS
sensitve sessionganbe admittedunderthe effective bandwidth-base€AC scheme.
This meansgthat musthold andthatthe besteffort trafc is as-
signedweightequalto 0.04for eachsuchtriplet( , and denotehenumberof
admittedsession®ftype , and respectiely).

For eachtriplet , the weight assignedo the
besteffort traf ¢ by theoptimal CAC schemas ComputedTheresultmrelllustratedm
gure 16.

Casel Case?2

Fig. 16. Weightassignedo the besteffort traf®c accordingto the (1) optimal CAC (2) effective
bandwidth-base@AC schemeboth underthe constraint . Theminimum
guaranteedateto the besteffort traf®c is
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real buffers i

Real System

Fig.17. TheDS-system

6.2 Decomposition-basedservice (DS-) Scheme

Accordingto the Decomposition-base8ervice(DS-) schemewhichis depictedn g-
ure 17, sessiongare not sened directly by the GPSschedulerThe GPSscheduleiis
employedby a Virtual Systemwhichis providedwith anexactreplicaof eachsessiors
trafc. In the Virtual Systemsomeof the sessiongreplicas)are decomposeéhto two
componentsby engagingproperly dimensionedeaky buckets,onefor eachsession.
Thesetwo componentarebufferedin separateirtual buffersandareassignedveights
in proportionto which they aresened by the GPSschedulerTherealtrafc of a ses-
sionis sened at ary time instantat a rate equalto the sumof the serviceratesof its
componentsn the Virtual System.

The Virtual Systemis necessarythatis, the decompositiorcannot be applieddi-
rectly ontheoriginal sessionsyothattherealtraf c of eachsessiorremainsn acom-
mon buffer in orderto avoid “packet reordering”;thatis, to ensurethateachsessiors
trafc leavesthe systemin the orderit arrived. The Virtual Systemmay be considered
to consistof threemodules(see gure 17): (a) the decompositiormoduleresponsible
for thedecompositiorof thereplicasof thesessiongb) the servicemoduleresponsible
for determiningthe serviceprovidedto eachsessiors componentsand(c) the service

mappingmodulewhich mapsthe serviceprovidedto the sessiongomponentdackto
theoriginal sessions.

Eachsession maybe consideredsthe superpositiorfaggreyation)
of two componensessions and
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, whichwill bereferredto asthe Long Term(LT) andthe Bursty (B) component
of session, respectiely.
For the decompositiorof session a leaky bucket, with
is employed.Session trafc (replica)traverseghe leaky bucket; the partof
thetraf ¢ that nds tokensis consideredo belongto the LT-componenbf session and
therestof sessiors traf ¢ is consideredo belongto the B-componenbf the session.
Bothcomponentsf session havet hesamedelayconstraint  astheoriginal session

It is notedthatnotall thesessionarenecessarilylecomposeihto two components;
only the sessionghatful Il the criteriadescribedn section6.2 aredecomposedand
, are determined) Sessionswvhich are not decomposedre
representeby only onecomponen(sessmrtraf ¢ replica)in theservicemoduleof the
Virtual System.

CAC for the DS-system The following Claim, whoseproof may be found in [73]

shavsthatin orderto developa CAC schemdor the DS-systenit sufces to developa
CAC schemdor the Virtual Systemsinceaschedulabléraf ¢ mix for the Virtual Sys-
temis alsoschedulabldor the DS-systenwhosecentralelements the Virtual System
itself.

Claim. If thecomponent®f a sessioraresened by the servicemoduleof the Virtual
Systemin sucha way that their QoSrequirementsaresatis ed andthe real sessioris
senedat ary time instantat a rateequalto the sumof the serviceratesof its compo-
nentsthenthe QoSrequirementsf the sessiorarealsosatis ed.

Let denotethe original traf c mix requestingserviceby the DS-systemLet
denotahetraf c mix senedby theservicemoduleof theVirtual System; isobtained
from by replacingsessionsvhosereplicasare decomposedn the decomposition
moduleof the Virtual Systemby their componentsthe servicemoduleof the Virtual
Systemserving is equialentto (doesnot differ in ary way from) the BETA-GPS
systenmserving (seeFiguresl5and17). Thus,theVirtual Systenmaybeconsidered
asaBETA-GPSsystemwith atunableinput (undertheconstraintghatthe ervelopeof
the sessiongomponenthave a prede nedform andthe sumof the ervelopesof each
sessiorcomponentss equalto the ervelopeof the original session)Consequentlthe
CAC schemdor theVirtual System(or equivalentlythe DS-systemmaybeconsidered
asa CAC scheméor a systemsimilar to the BETA-GPSsystemwith an extra degree
of freedom(an extra dimensionin the designspace)which is the ability to determine
sessiongomponents. The CAC schemefor the DS-systenthat hasbeenderivedin

Table 2. Sessionparameters

sessiond 1 2 3
10.95| 5.45|10.95
0.05-1/0.05-10.05-1
12 24 36
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Fig. 18.BETA-GPSsystememplg/ing theop- Fig. 19. DS-systememplging the D_CAC
timal CAC scheméor the BETA-GPS scheme

[73] andis referredto asthe D_CAC scheme(Decomposition-base@all Admission
Controlschemejs a generalizatiorof the optimal CAC schemdor the BETA-GPS,in
thesameway asthe DS-systenis ageneralizatiorof the BETA-GPSsystemIt maybe
consideredasconsistingof two distinctfunctions:(a) oneresponsibldor determining
which session®f theoriginaltraf ¢ mix will bedecomposeih the Virtual Systemand
theexactform of their componentsand(b) oneresponsibldor determiningheweight
assignmentor thesessiongomponentsTheoptimal CAC schemdor theBETA-GPS
is employedfor the determinatiorof theweightassignmentf the sessiorcomponents.
The other function, which is responsiblgfor determiningthe sessioncomponentds
suchthata sessiorreplicais decomposeth the Virtual Systemonly if (andin sucha
way that) this decomposition(a) leadsto better(or atleastnotworse)resourcautiliza-
tion, and (b) the sessioris assigned total weight (sumof the weightsof the session
componentsiho greaterthanif it werenotdecomposed.

Theseconditionsimply thatthe decompositiorprocedurds suchthatit leadsto a
trafc mix - startingfrom atrafc mix - for which the optimal CAC scheme
for the BETA-GPS returnstotal weightsfor the componentof ary sessiorthat are
typically smallerand never larger thanthoseidenti ed by applyingthe optimal CAC
schemdor the BETA-GPSto theoriginaltrafc mix . Thisallows atypically greater
andneversmallerweightto beassignedo thebesteffort traf ¢, for thetraf c mixesthat
areschedulablén the BETA-GPSsystem.n addition,sometrafc mixesthatarenot
schedulabldoy the GPSin the BETA-GPS system canbe admittedin the DS-system
(whoseservicemoduleis a GPSsener), andthus,thetransformatiorof to  may
be consideredo leadto anindirectexpansionof the schedulabilityregion of GPS.

The detailsof the D_CAC schemamay befoundin [73]. In the sequela numerical
exampleis providedthatdemonstratetheimprovementn resourcautilization thatcan
be achieved by emplgying the DS-systemThe consideredrafc mix consistof three
sessionsvhoseparameter@are shovn in Table2. and  arekept constantwhile

takes valuesbetween0.05and 1 (the stepis equalto 0.02). The link capacityis
assumedo beequalto 1. In gure 18 the maximumlong termrate of sessior83 (),
suchthatthetraf ¢ mix is schedulableis depictedasa functionof and for the
BETA-GPSsystememploying the optimal CAC schemdor the BETA-GPS. In gure
19thecorrespondinglotis givenfor the caseof the DS-systenemplgying the D_CAC
scheme.
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7 MPEG Traf ¢ Modeling at the Frame and GoP LevelsUsing
GBAR and D-BMAP Processes

7.1 Intr oduction

Modernbroadbandelecommunicationeetworks areintendedto delivertrafc gener
atedby multimediaapplicationsVideo-on-DemandVoD) is an exampleof suchap-
plications.Traf c generatedy VoD seners mustbe deliveredto destinationsusing
a certainnetwork technology To provide an adequateyuality of service(QoS),some
quality controlmechanisméave to beimplementedn the network.

It is well known thatuncompressedideo informationcaneasilythrottle the avail-
ablebandwidth.In orderto achieve ef cient transmissiorof suchtrafc, videoinfor-
mationmustbe compresse@ndencodedn accordancevith oneof the existing com-
pressioralgorithms.Today oneof the mostusedalgorithmsis MPEG.

Modeling of variablebit rate (VBR) videotrafc hasbecomean importantissue
sinceit providesthe startingpointfor boththeoreticalanalysisandengineeringlesign.
The sourcemodelsof differenttypesof videotrafc areneededo designandstudythe
network performanceand alsoto predictthe QoS that a particularvideo application
may experienceat differentlevelsof network congestiorj74,75].

A numberof video sourcemodelshave beenproposedn literature.Recently most
attentionhasbeenpaidto MPEGtraf c modelingusingdiscrete-andcontinuous-time
Markov chains[76,75]. Suchmodelsproducean excellentapproximationof boththe
histogramof framesizesandthe autocorrelatiorfunction (ACF) of the empiricaldata
but they arecomputationallyinef cient because¢he constructiorof theseMarkov mod-
ulatedprocessefrom empiricaldatainvolvesthe so-callednverseeigervalueproblem
[76,75]. Thisdrawbackrestrictstheir usein simulationstudieswvhereit is necessaryo
producethemodel’on the y” .

Firstly, we proposea novel frame level two-stepMPEG modelingalgorithmthat
emulatesthe behavior of a single MPEG-1 elementaryideo stream.The proposed
algorithmcapturesvell the distribution of framesizesandthe ACF atframelevel.

Then,basedon the specialcaseof the D-BMAP processwe modelthe smoothed
traf c from thesingleMPEG source Basedon the statisticalanalysisof MPEGtraf c
atthe groupof pictures(GoP)level we proposeto limit the statespaceof the modulat-
ing Markov chainof the D-BMAP processsuchthatit now employs only four states.
Thelimited statespaceallows usto decreas¢he compleity of thealgorithmwhile the
necessanaccuray is retained.Our D-BMAP modelis simple enough,capturesboth
the histogramof relative frequenciesandthe ACF of a single smoothedVIPEG traf-
¢ sourceallows an analyticalevaluationof the queuingsystemsand canbe usedin
simulationstudies.

It shouldbe notedthatin modelingMPEGtraf c wefocuson MPEGdata,ignoring
auxiliary information:the sequencéeadeypacletheaderstc.

The restof the sectionis organizedas follows. In the next subsectionwe brie y
outline MPEG traf c. Thenwe considerour modelingmethodologyIn Section7.3
we presenta GBAR(1) MPEG trafc model. Section7.4 provides an MPEG traf c
methodologybasedntheD-BMAP processConclusionsaredrawn in thelastsection.
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7.2 MPEG Trafc

MPEG trafc is characterizedby high peakratesanddrasticshort-termrate changes.
Thesdeaturecausdosseswithin nodebuffersor remarkingwithin traf ¢ conditioners.
To dealwith theseproblemsto someextentwe assumeahatMPEGtraf ¢ is smoothed
atthegroupof pictures(GoP)level asfollows:

— — — )
whereN is the numberof frames, is thelengthof the GoR X(n) denoteghesizes
of individual framesand denoteghe sizesof the smoothedsequenceln our

study GoP has(12,3,2)structure[77] andwe canonly usethosesmoothingpatterns
whoselengthis divisible by 12. We setm=12.

The outlined approachdoesnot requireany computationalresourcesduring the
transmissiorof video, providesa deterministicdelayandef ciently employstheframe
structureof MPEGtrafc. This approacttanthusbeusedin VoD systems.

7.3 VoD Traf c Models

The GBAR(1) modelingalgorithmhasa two-stepstructure Heymanin [78] shovsthat
the modelof MPEG trafc at frame level mustincorporatethree strongly auto-and
cross-correlateghrocessesTheseare | -frame process P-frame processand B-frame
processTherefore we shouldtake into accountthe correlationstructureof empirical
data.At the rst stepof the proposedalgorithmwe usethe propertythat|-framesare
codedautonomouslyvithoutreferenceo precedingor following frames and,therefore
we canstatethatthe sizesof | -framesareindependenof the sizesof P- andB-frames.
Basedon this we proposeto modelthe |-frame generatiorprocessasan independent
stochastigorocessin orderto accomplishthis we usethe GBAR(1) processThe se-
guenceof sizesof |-framesthatis obtainedduringthe rst stepis usedtogethermwith
intra-GoPcorrelationinformationasinitial datafor the secondstepof the algorithm.

Beforediscussinghe detailsof the algorithmwe point out the necessaryprerequi-
sites.As hasbeenshowvn in [79] the distribution of intra-framesizesat the outputof
anH.261codeccanbe approximatedy a negative-binomialdistribution andits con-
tinuousequivalent- thegammeadistribution. Theintra-framecodingschemautilized by
H.261codecds almostidenticalto thatusedfor | -framecodingin the MPEG standard.
Therefore we canexpectthatthe gammadistribution will provide a goodapproxima-
tion for the |-framesizes.To prove this we comparedan empiricall -framesizedistri-
bution andthe gammadistribution for the pattern“Star Wars” by the quantile-quantile
statisticalanalysis We usedthefollowing parametevalues:shapeparametewassetto
3.0andscaleparametewassetto 2.6E-5. Theseparametersverederiveddirectly from
the empiricaldistribution. We have noticedin [80] thatsuchanapproaclgivesa good
approximatiorfor theempiricaldata.

The propertythatallows us to proceedfrom the | -frame generatiorprocesgo an
MPEG aggrejateframe generationprocessis a strongdependencdetweenl -frame
sizesandB- andP-framesizeswithin the sameGoR This propertywasdiscoveredby
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Lombardoet al. [81,82], clearly explainedin [76] and later were called "intra-GoP
correlation”.

I-frame Processln orderto representhel -framegeneratiorprocessve proposdo use
the GBAR(1) processlit wasoriginally presentedy Heyman[78], whereit wasused
asthe approximatiormodelfor the framesizedistribution of H.261 codec.The main
distinctive featureof the processappeardn the geometricaldistribution of its ACF
This propertyallows usto modelthe ACF of the empiricaldatathatexhibits somesort
of shortrangedependencéSRD) behaior. Moreover, the maiginal distribution of the
framesizesequencés agammeadistribution.

Let be arandomvariablewith a gammadistribution with shapeparameter

andscaleparameter , andlet be arandomvariablewith a betadistribution
with parameters and . TheGBAR(1) processs basedntwo well-known resultsthe
sumof independentandomvariables and isa random
variable,andthe productof independentandomvariables and is
a randomvariable.

Thus,if wedenote , and and
if they aremutuallyindependentthen is a stationarystochastic
process with maminal distribution . TheACFis geometrical
andgivenby . Parameters and canbedirectlyestimatedrom empirical
data.Assumethatthe ACF is above zerofor sufciently largelagk: thenthe
following equatiorholds and is obtained.

Randomvariableswith gammaor betadistributions generatenon-integer values
becausghey arecontinuousSincethe numberof bits in the frameis a discreterandom
variablewe roundthevaluesobtainedfrom this procesgo the nearestnteger.

Approximation of Intra-GoP Corr elation In orderto approximateheintra-GoPcor-
relation structureand to obtain sizesof P- and B-frames,the algorithm proposedn
[76] can be used.The algorithm s intendedto clarify the dependeng betweenthe
meanvalue andthe standarddeviation of |-framesandthe sizesof appropriateP- or
B-frames.Thesedependenciearedeterminedasfollows:

()

where is themeanvalueof the appropriatéframe (P or B), is the standard
deviation of the P- or B-frames,and is the size of the I-frame. Resultsare shovn
in [76,80-82]whereit was shavn that thesedependenciesan be approximatedoy
straightlines.

The meanvalue and the standarddeviation given by (5) sene asinitial parame-
tersfor certainprobability distributions. Theseprobability distributions will allow us
to obtainB- and P-frame sizesholding the | -frame size constant(or, more precisely
aninterval of |-frame sizes).Note thatin this case,the outputvalueswill vary even
for constant -framesize.This propertyof the modelemulateshe behavior of thereal
codecs.
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Approximation of B- and P- frame sizes It hasbeenshavn that histogramsof the
B- andP-framesizescorrespondindo a certainl-framesize canbe approximatedy
a gammadistribution [81,82]. The ACF of the P- and B-frame generatiorprocesses
holdingthel-framesizeconstanhave the SRD propertyonly. Sincethe GBAR process
capturesvell all of the propertiesmentionecherewe usethis processasa modelfor P-
andB-framegeneratiorprocessef30].

7.4 Traf c Modeling at the GoP Level

To modelthe smoothedraf ¢ atthe GoPlevel from the single MPEG sourcewe pro-
poseto usethe D-BMAP processin eachstateof the modulatingMarkov chainof this
procesave canuseanarbitrarydistribution andthe ACF of the processanbe madeto
constitutea goodapproximatiorof theempirical ACE
Considemenerakharacteristicef the D-BMAP processLet
bethe D-BMAP arrival processln accordancevith D-BMAP, the numberof arriving
pacletsin eachinterval is modulatecby anirreducibleaperiodicdiscrete-timeMarkov
chain(DTMC) with M statesLet D be the transitionmatrix of this processAssume
thatthe stationarydistribution of the modulatingDTMC is givenby thevector . We
de ne the D-BMAP processasa sequencef matrices , eachof
which containgprobabilitiesof transitionfrom stateto statewith arrivals
respectiely [83]. Notethatthe numberof arrivalsin realmodelsis alwaysbounded.
Let the vector be the meanrate vector of the D-BMAP
process.The input rate processof the D-BMAP is de ned by
with while the Markov chainis in the statei at the
time slotn [80]. The ACF of therateprocesss givenby [83]:

(6)

where isthe eigervalueof , and aretheeigervectorsof D and isa
vectorof ones.

Notethatthe ACF of therateprocessonsistf severalgeometriderms.Suchbe-
havior producesa goodapproximatiorof empirical ACFsthatexhibit neargeometrical
sumdecays[76,84]. The numberof geometricaltermscomposingthe ACF depends
on the numberof eigervalueswhich, in turn, dependn the numberof statesof the
DTMC [85]. Thus,by varyingthenumberof statesof themodulatingMarkov chainwe
canvary thenumberof geometricatermscomposinghe ACFE

ACF Approximation In orderto approximatehe empirical ACF of MPEGtrafc at
the GoPlevel from the single MPEG sourcewe usethe methodoriginally proposedn
[76]. Particularly, we minimizetheerrorof ACF approximation by varyingthevalues
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of coefcients for each in accordancevith:

— E— (7
wherei isthelag, isthelagwhentheempiricalACFreacheshecon dentialinterval,
and is thevalueof the ACFfor lagi.

We note that we do not considerherethosecasesvhen . This is because

with the increasingof the numberof coefcients, which approximatethe empirical
ACF, the numberof eigervaluesalsoincreasesand, therefore the statespaceof the
modulatingMarkov chainexpandssigni cantly. Thus,it is wiseto keepthe statespace
as small as possibleand, from this point of view, presentghe besttrade-of
betweerthe accurag of the approximatiorof the empirical ACF andthe simplicity of
themodulatingMarkov chain.Notethatwith thenumberof stateof modulating
Markov chainof the D-BMAP processnaynot exceedthree.

At this stagethe only approximationerror is induced.This is the error of ACF
approximation by two geometricallydistributedterms.

Approximation by the Input Rate Process The constructionof Markov modulated
processegrom empirical datainvolves a so-calledinverseeigervalue problem. It is
known thatthe generalsolutionof this problemdoesnot exist. However, it is possible
to solve suchproblemswhen somelimitations on the form of the eigervaluesare set
[76,75].

Our limitation is thatthe eigervaluesshouldbe locatedin the fraction of the
X axis. Note that one part of limitation is alreadyful lled sinceall
eigervaluesof the one-stegransitionmatrix of anirreducibleaperiodicMarkov chain
arelocatedin the fractionof X axis[85]. Thesecondart should
beful lled by thesolutionof theinverseeigervalueproblem.

We proposeto constructthe D-BMAP arrival processrom two simple D-BMAP
processewith a two-statemodulatingMarkov chain.Let bethe
D-BMAP arrival processwhich modelsthe smoothedrafc from an MPEG source,
and be the empirical processof GoP sizes.

and are two simple two-stateD-BMAP processes
(switchedD-BMAP, SD-BMAP).

It is known thatthe rate procesof simplean SD-BMAP canbe statisticallychar
acterizedby thetriplet [86], where is the meanarrival rate of the
process, is the varianceof the D-BMAP processand is the real eigervalueof the
modulatingMarkov chainwhich is not zero[85]. However, in orderto de ne therate
proces®f the SD-BMAP, we shouldprovide four parameters , Where
and arethemeanarrival ratesin statel andstate2 respectiely, is theprobability
of transitionfrom statel to state2 and is the probability of transitionfrom state2 to
statel.

If wechoose asthefreevariable[76] with constraint to satisfy

[86], we canobtainthe othervariablesfrom the following equationg76,
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86:

(8)

Therefore,if we set , , , and
choose  and suchthat and we getboth SD-
BMAP arrival processesvhosesuperpositiorgivesus the D-BMAP processwith the
sameACF and meanarrival rate asthe empiricaldata.The one-stepransitionmatrix
of the superposegrocesss given by the Kronecler productof composingprocesses

It is clearfrom (8) thatthereis a degreeof freedomwhenwe choosehe parameters

and . Moreover, the additionaldegreeof freedomariseswhenwe choosethe
valuesof and . Thus,thereis anin nite numberof D-BMAP arrival
processewvith the samemeanarrival rate which approximatehe empirical

ACF with error .

We alsonotethatfrom the de nition of the Kronecler productit follows thatthe
eigervaluesof the matrix D which is the Kronecler productof matrices and
with respectie eigervalues , and , haseigervalues

which aregivenby . Thereforethereis anadditional
error in the empirical ACF approximation,which is causedby only one eigervalue

of thesuperposeg@rocesssincethe one-stefransitionmatrix of atwo-stateir-
reducibleaperiodicMarkov chainpossessetsvo eigervaluesandoneof themis always
1. Thereforetheerrorof the ACF approximatiorcanbe expressegrecisely:

— —_— 9)
where

Approximation of Relative Frequencieof GoP sizes Notethattheabore mentioned
derivation of the D-BMAP procesgestrictsus to the meanarrival rate andthe ACF
anddoesnot take into accountthe histogramof relative frequencieof GoPsizes.To
have assurancthatboththehistogramandACF arematchedwve shouldassigrthe PDF
of GoPsizesto eachstateof the 4-statemodulatingDTMC suchthatthe whole PDF
matcheghehistogramof GoPsizes.

Assumethatthe histogramof relative frequenciesasm bins. ThereforegachPDF
in eachstateof the modulatingMarkov chainshouldhave not lessthanm bins. Since
the stationaryprobabilitiesof the modulatingMarkov chainof the D-BMAP process
areknown for eachPDFthe following setof equationshouldhold:

(10)

where is the numberof histogrambins, and
aretherelative frequeng andprobability respectiely correspondingo the
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bininthe  stateof themodulatingMarkov chain, isthemeanarrival ratein state
i and isthelengthof histogramintervals.

Notethatwe have only equationshilethereare  unknowns.We also
shouldnotethatin generaljf theMarkov chainhasM statesandthereare histogram
binsthenumberof unknavnsis andwe haveonly equationslt is seerthat

with theincreasinghenumberof statesof themodulatingMarkov chainthecompleity
of thetaskincreasesapidly. Thisis theadditionalreasorwhy we shouldkeepthe state
spaceof themodulatingMarkov chainassmallaspossible.

In orderto getvaluesof we proposeto usethe
randomsearchalgorithm.In accordancevith this algorithmwe should rstly choose
the necessanerror of the approximationof histogramof relative frequencies and
thenassignthe PDFto eachstateof the 4-statemodulatingMarkov chainto yield (10).
Notethatthetime thealgorithmtakesto nd thesuitablesolutiondepend®ntheerror

7.5 Modeling Results

We have appliedboth algorithms[80,84] to all tracesfrom the MPEG tracearchive
[77] andfoundthatit matchedoththe histogramof relative frequencief GoPsizes
andempirical ACF fairly well. In orderto comparethe modelwith empiricaldatawe
generateaxactly the sameamountof |-, P-, B- andGoPsizesasthe empiricaltraces.
Here we presenta discussionof comparisonstudiesbetweenboth modelsand“Star
Wars” tracegivenin [80,84].

In orderto comparethedistribution function of the modelswith correspondindpis-
togramsof relative frequenciegl -, P- andB-framesizesfor framelevel andGoPsizes
for GoPlevel) we have performeda chi-squarestatisticaltest. The testhasshovn that
the statisticaldataof GoPsizesbelongto the PDF of the D-BMAP modelgivenalevel
of signi canceof 0,05andstatisticaldataof |-, P- andB-framesizesbelongto corre-
spondingdistribution functionsof the GBAR(1) modelgivena level of signi cance of
0,1.

Consideringthe ACF behaior we note that up to lag 50-100the empirical ACF
andthe ACF of the GBAR modelarecloseto eachother Later, the ACF of the model
quickly decayso zero.With theincreasingof p parametethe correlationhasa strong
trendto rise for all lags. Thus, the model overestimateshe ACF up to lag 80 and,
consequentlyis notableto give agoodapproximatiorfor largerlags.At theframelevel
theD-BMAP modelapproximateshe behavior of theempirical ACF of GoPsizeswell
for ary lag.

Oneof the majorshortcoming®f the GBAR(1) modelstemsfrom thefactthatthe
real datatrace containsseveral frameswith a very high numberof bytes.The model
canapproximatehis propertyin caseof smallvaluesof p parametemwhichwill leadto
underestimatiof the ACF for large lags. Thereis a trade-of betweerntwo properties
of the model:the distribution of framesizesandthe ACF. Onepossiblesolutionis the
carefulchoiceof p values.
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7.6 Conclusions

In thissectionwe have consideredhemodelingof anMPEG-1videoelementargtream
at the output of the codec.We proposetwo MPEG traf c modelsaimedat different
MPEG logical levels:frameandgroupof pictures(GoP)levels.

Ontheframelevel we proposedan extensionof amodelingmethodologyproposed
in [78] and[76]. We have useda two-stepapproachin orderto modelthevideoframes
sequenceéAt the rst stepwe approximatehe | -framesgeneratiorprocessy a GBAR
processThesecondstepconsistof theapproximatiorof framesizesbasedn boththe
outputof the GBAR processandintra-GoPcorrelationsThe proposedalgorithmpro-
videsa simplemodelof the MPEG sourcebasedon threecross-correlategrocesses.
Thealgorithmcapturesvell boththedistribution of framesizesandthe ACF of empiri-
caldata.The GBAR modelis fast,computationallyef cient andcapturesvell the SRD
behaior of the ACF andthe distribution of framesizes.It canbe usedin simulation
studieswherethereis aneedto generat?MPEGtrafc “on the y* .

The GBAR processeedsonly a few parameterswhich canbe estimatediirectly
from theanalysisof empiricaldata.Thisis a big advantageof the GBAR sourcemodel
comparedo othermodelsof videotrafc sources.

Ourmodelatthe GoPlevelis are nementof themodeloriginally proposedn [76].
The modelof smoothedVIPEG traf ¢ atthe GoPlevel from a singleMPEG sourceis
basedn aspecialtype of D-BMAP processBasedon thestatisticalanalysisof MPEG
traf c atthe GoPlevel we limited thestatespaceof themodulatingMarkov chainof the
D-BMAP processThelimited statespaceallows usto decreas¢he compleity of the
algorithmwhile thenecessaraccuray of theapproximatioris retained The D-BMAP
modelcapturedoth the histogramof relative frequenciesindthe empirical ACF of a
singlesmoothedVPEGtraf ¢ sourceln addition,it is simpleenoughandcaneasilybe
usedin simulationstudiessvenwhenit is necessaryo generatehemodel“on the y* .
The modelis usefulfor both analyticalevaluationof queuingsystemsandsimulation
studies.

8 An Open Architecture for Diffserv-enabledMPLS networks

8.1 Intr oduction

The Internethasquickly evolved into a very critical communicationsgnfrastructure,
supportingsigni cant economiceducationabndsocialactwities. Simultaneouslythe
deliveryof Internetcommunicatiorservicehasbecomevery competitveandend-users
aredemandingvery high quality servicesfrom their serviceproviders.Consequently
performanceoptimizationof large scalelP networks, especiallypublic Internetback-
bones,hasbecomean importantproblem.This problemis addressedby trafc engi-
neering,which encompassethe applicationof technologyandscienti ¢ principlesto
themeasurementharacterizatiormodelingandcontrol of Internettraf c. Enhancing
the performanceof an operationahetwork, at boththe traf ¢ andresourcdevels, are
majorobjectivesof Internettraf ¢ engineeringthisis accomplishedby addressingraf-
¢ orientedperformanceequirementsyhile utilizing network resourcegconomically
andreliably. Trafc engineeringdealsessentiallywith the selectionof optimal paths
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thatdifferent o ws shouldfollow in orderto optimizeresourceutilization and satisfy
each o w'srequirementsHistorically, effectivetraf c engineerindhasbeendif cult to

achieve in public IP networks, dueto thelimitations of legagy IGPs,which areadapta-
tionsof shortespathalgorithmswherecostsarebasedn link metrics.This caneasily
leadto unfavorablescenariosn which somelinks becomecongestedvhile othersre-

mainlightly loaded[87].

Thedevelopmentandintroductionof Multi-Protocol Label Switching(MPLS) [88]
hasopenedew possibilitiesto addressomeof thelimitationsof IP systemgoncerning
trafc engineering Although MPLS is a relatively simple technology(basedon the
classicallabel swappingparadigm),it enablesthe introductionof trafc engineering
functionin IP networksbecaus®f its supportof explicit LSPs,which allow constraint-
basedrouting (CBR) to be implementedef ciently . For this reasonMPLS currently
appearsasthebestchoiceto implementtraf ¢ engineeringn IP networks[89].

It is clear however, thatin modernlP networks, the needfor supportingo ws with
differentQoSrequirementsvould demandadditionalmechanismssuchasthosethat
performpolicing on theincomingtrafc, classifypacletsin differentserviceclasses
andassurghemtherequiredquality of service.Theintroductionof appropriategaclet
schedulingisciplinesandof architecturegor differentiatingservicessuchasDiffserv
[90], canbe usedfor this purpose When MPLS is combinedwith Diffserv and ex-
plicit routing, we have a powerful architecturewhich allows both traf c engineering
andquality of serviceprovisioning. The interoperabilitybetweenMPLS and Diffserv
hasalreadybeenthe subjectof studiesfrom the Internetcommunityandthe resulting
architecturas de nedin RFC3270[91].

Believingin thebene tsof aDiffserv-enabledPLSarchitecturethispapempresents
anexperimentalapproacho the studyof theinteroperabilitypbetweerthe Diffservand
MPLS paradigmsFewn implementationgurrentlyexist of botharchitecturegindmost
of themrepresenproprietarysolutions,with device-speci c contaminationsWith re-
spectto Diffsery two different opensourceimplementationshave beenconsidered,
basedrespectiely on the FreeBSDand Linux operatingsystems.The former is the
ALTQ [92] packagedevelopedat the Sory ResearchLaboratoriesn Japanthe latter
is the Trafc Control (TC) [93][94] module.Suchmodulesbasicallymalke the funda-
mentaltraf ¢ control componentsvailable,which are neededn orderto realizethe
Diffserv paradigm:classi ers, schedulersconditionersmarkers, shapersgtc. As far
asMPLS, a brandnew packagerunningunderLinux hasbeenutilized [95]. In order
to gainexperiencewith this platformandto evaluatethe performanceverheaddueto
pushing/poppinghe MPLS label somemeasurementsave beenperformedshavn in
Sect2.

Thetestbedsetup atthe University of Naplesmakesuseof the Linux implementa-
tions of both DiffservandMPLS to analyzefour differentscenariogbesteffort, Diff-
sery MPLS andDiffservover MPLS),in orderto appreciatéheef ciency of Diffservin
trafc differentiationandto evaluatethe interoperabilitybetweenMPLS andDiffserv.
Section3 describeghe experimentalttestbedwhile Sect4 shows the resultsobtained
from experimentationganddraws a comparisoramongthefour differentscenarios.

We pointout thatthetrials describedn this paperarecarriedout by staticallycon-
guring eachrouter, while adynamiccon gurationis requiredto serne eachincoming
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servicerequestsit arrives(it is necessaryo updatepolicersand lters, createa new
LSPif it isthecasegtc.). Thereforethenext stepis to developaninfrastructureor the
dynamiccon gurationof routers. Somework in this directionhasalreadybeendone as
describedn Sect5. Conclusionsanddirectionsof futurework areprovidedin Sect6.

8.2 MPLS: Protocol Overhead

This sectionpresentsan analysisof the overheadntroducedby the MPLS encapsula-
tion; for this purposefwo Linux PCswereputon ahubanda client-sener application
wasusedto measureheround-trip-timeof paclets.

We presenhereonly the resultsobtainedgeneratindJDP traf ¢c; moredetailscan
befoundin [96]. Figure20compareshemeanRTT (in microseconddjpr eachof the 10
trials carriedoutin theplain IP caseandin the MPLS casefor apacletlengthof 1000
bytes.The rst thing to noteis thatthe meanRTT in the MPLS caseis alwaysgreater
thanthe onein the IP case;this meanghatthe insertionandthe extractionof a label
introducea certainoverheadNow we wantto focuson how muchgreateithis overhead
is andhow it changeswith the varying of the paclet size.The secondgraphof Figure
20 shavsthe percentagelifferencebetweerthe meanRTTs (calculatecbverall the 10
trials) in the two casesfor threepaclet lengths(10, 100 and 1000bytes).This graph
shaws that the percentagealifferencedecreasesvhenthe pacletssize increasesThis
behavior canbeexplainedconsideringhat,increasinghe paclet size thetransmission
time (protocolindependent)ncreasesvhile the processingime (protocoldependent)
remainsthe same.Thusthe protocoldependentomponents lessandlessimportant
andthedifferencebetweerthetwo RTT valuestendsto diminish.

Thesemeasureshawv that the introductionof MPLS comeswith a certaincost,
andthusthis effect shouldbe takeninto accountwhenwe put QoSmechanismbeside
MPLS. To this purposejn the next sectionsve examinethe performanceelative to the
four con gurations(best-efort, Diffsery MPLS andDiffserv-MPLS); rst, we needto
describehe experimentatestbed.

1000 bytes

Percentage difference

ORr NWAROU O N®OO

o mMPLS 10 100 1000

Fig. 20. Experimentatesults:round-trip-times.
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8.3 The Experimental Testbed

In this sectionwe presenta testplatform developedat the University of Napleswith
theintentof gainingexperiencefrom actualtrials andexperimentationsSuchtestbed,
shawvn in Figure21, is madeof Linux routersandclosely mimic (apartfrom the scale
factor) an actualinternetworking scenario.lt is built of a numberof interconnected
LAN subnetseachrealizedby meansof oneor morecross-connectionsetweerpairs
of routers For thesetests routersA, B andC representhe QoS-enabledP infrastruc-
ture whoseperformancave wantto evaluate;hostA actsasthetrafc generatoand
alsoasasink. Thedirectconnectiorfrom hostA to hostB wasaddedn orderto allow a
preciseavaluationof transmissioriime for the packets:hostA just sendglatafrom one
of its interfacesto the otherand, providedthat network routeshave beenappropriately
con gured, suchdata o ws rst to hostB (thuscrossingthe QoSbackbonelandthen
directly backto hostA. Beforegoinginto thedetailedperformancenalysisor thefour
differentcon gurations(BestEffort, Diffseryy MPLS and Diffservover MPLS) let us
spenda few wordsaboutthetraf ¢ patternwe adoptedor all of the experimentsWe
usedMtools, atraf c generatodevelopedat University of Naples[97][98], which lets
you choosepaclket dimensionsaveragetransmissiorratesandtrafc pro les (either
deterministicor poisson),alsogiving a chanceto setthe Diffserv CodePoint (DSCP)
of the generategaclets. An interestingfeatureof Mtools is the capabilityto repro-
ducethe samerealizationof the pacletgeneratiorrandomprocessby settingthe same
generatingeedor differenttrials. We fed the network with four poisson o ws (gener
atedby hostA), eachrequiringa differentPerHop Behavior (EF, DE, AF11, AF12).
The overall bit rate of thetraf ¢ injectedinto the network is about3 Mbps. In order
to appreciatehe impactof scheduling(and,in the caseof Diffsery, alsopolicing) on
the network, we con gured all of therouterssoto usea ClassBasedQueuing(CBQ)
schedulerwith a maximumavailable bandwidthof 2.8 Mbps (asindicatedin Figure
21). Sincetheinjectedtraf c is morethanthe network canbear pacletlosseswill be
experiencedandwe expectthemto be uniformly distributedamongthe variousclasses
of serviceonly in thebesteffort andplainMPLS (i.e. MPLS with justoneLSPcarrying
all thetraf c) scenariosMore detailsonthegeneratedrafc canbefoundin [99].

Host A Hgst B
@ (FreeBSD) (Linux) @
Router A Router B Router C
(Linux) (Linux) (Linux)

== ==

= —

I [ T
=3 == =

Fig. 21. Testbedusedfor thetrials.
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In the besteffort casewe have justoneCBQ classfor all of thetrafc 0 ws (which
arethusscheduledvithout taking into consideratiorthe DSCPinsidethe IP header).
All theavailableoutputbandwidthhasbeenassignedo this class.

In the Diffservscenariojnstead of the available2.8 Mbps, 0.8 areassignedo the
EFclass,1.0to AF1 and1.0to defaulttraf c (DE). ExpeditedForwardingis senedin
a rst in rst out (FIFO) fashion,while the AssuredForwardingand default behavior
queuesaremanagedrespectiely, with a GeneralizedRandomEarly Discard(GRED)
anda RandomEarly Discard(RED) algorithm.Referringto [99] for furtherdetails,we
only wantto point out herethatthe ingressDiffserv edgerouter(routerA), unlike the
others(routersB andC), hasbeencon guredwith apolicer, whosefunctionis to either
dropor remarkout-of-pro le paclets.

In apureMPLS network, paclketsareassignedo thevariousLabel SwitchedPaths

(LSPs)basedninformationsuchassenders andrecever'sIP addressedviore speci ¢
elds, suchasthe DSCP(i.e the Type Of Servicebyteof thelP header)arecompletely
ignored.In thisscenariave will thusrely onasingleLSPto carryall of thetrafc o ws
thatenterthe MPLS cloud. This meangthatall packetswill be markedwith the same
labelandwill experiencehe sametreatment.

As opposedto the previous case,the Diffserv over MPLS scenarioprovides for
MPLS supportto Diffsery, thatis to saypacletsareforwardedvia MPLS label swap-
ping, but differentpaclet o ws (asidenti ed by the DSCPcode)aretreatedn a differ-
entfashion.Thisis achievedby insertingadditionalinformationinto the MPLS header
Herewewill exploit oneLSPfor EFandDE traf c andadifferentonefor thetwo AF1

avors.In the rst casejnformationaboutthe PerHop Behavior will beencodedn the
EXP bits of the MPLS headerthuscreatinga so-callede-LSP[91]; on the otherhand,
for the Assuredrorwarding o ws (which have to be scheduledn the samefashion)the
EXP bits carryinformationrelatedto thedrop precedencéevel (L-LSP). For this trial,

again,routerA hasto performpolicing atits ingressinterface.

8.4 Experimental Results

In this sectionwe will shav, commentand comparethe experimentalresultswe ob-

tainedfor the four aforementionedcenariosAs a preliminary considerationplease
noticethattransmissiortime is a usefulindicatorwhenevaluatingperformancesince
it containsinformationrelatedto two fundamentabspectsthetime neededo process
pacletsandthetime spentwaiting insidequeues.

Best Effort Scenario We will startby analyzingthe resultsobtainedwith the Best

Effort network setup.Sinceno differentiationis provided in this case we expectthat

all the o ws receve moreor lessthe sametreatment.This is what actually happens,
aswitnessedy the rst graphof Figure22 andthetablebelow, which shav the mean
transmissiordelayfor every o w. Fromthe secondyraph,noticethatpacletlossesare

directly proportionatlto the differentnumberof sentpaclketsfor the o ws.

Diffserv Scenario Let us now switchto Diffserv. Whatwe expectnow is thatthere-
quirementsve speci edfor thesingle o wsareactuallymet: EF pacletsshouldbefor-
wardedmuchfasterthanthe others AF pacletsshouldbereliably delivered ,while DE
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Best-effort: mean TX time BE: dropped packets
EF A
A
1 4, DE
EF AF11 AF12 DE
EF AF11 AF12 DE mdropped 99 185 | 3 453
BE| 0251 0,25 0,251 0,249 Osent 2807 3204 \ 574 4724

Fig. 22. Besteffort scenario

pacletsshouldbe treatedin a BestEffort fashion.The rst graphof Figure23reports
meantransmissionimes,while the secondshowns the numberof droppedpacletsin the
DiffservcaseThe rst commenthatcanbedonein this caseis thatpacletsbelonging
to different o ws arede nitely treatedin a differentmannertransmissiordelaysvary
from oneclassto the otherandthis was exactly what we ernvisaged sinceDiffservis
nothingbut a stratayy to differentiatepacketsbasedon their speci ¢ requirementseF
pacletsarethosethatendurethe smallestdelay; AF paclets,in turn, experienceareli-
abledelivery (aswitnessedyy the zeropacletslost for both AF11 and AF12 classes).
Finally, the DE classis the onewhich suffers from the highestdelayandthe greatest
pacletlosses.

DiffServ: mean TX time DiffServ: dropped packets
EF T A
Al
1 4, DE
EF AF11 ‘ AF12 DE
EF AF11 AF12 DE mdropped 11 0 l 0 769
pDS| 0015 0,127 0,127 0,444 Osent 2807 3204 \ 574 4725

Fig. 23. Diffservscenario

MPLS Scenario In the MPLS scenaricall the o ws shouldbe treatedthe sameway,
sinceno differentiationmechanisnhasbeensetup andjust oneLSPis in place.Fig-
ure 24 shawvs the meantransmissiordelayandthe numberof droppedpacletsfor the
MPLS con guration.As thereademwill have noticed,suchgraphsaresurprisinglysim-
ilar to thosewe shoved for the BestEffort case With the enforcednetwork setupthe
actualbottleneckis de nitely representedby the outputinterfaces bandwidth,hence
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the contribution dueto paclet processings negligible whencomparedo the others:
thatis why we werenot ableto appreciatehe performancalifferencebetweerplain IP
andMPLS we obseredandmeasuredn Sect2.

MPLS: mean TX time MPLS: dropped packets

EF " Al
A
1 35, D
EF AF11 ‘ AF12 DE
EF AF11 AF12 DE mdropped 141 152 | 2 445
MPLS| 0,251 0,251 0252 | o249 | Osent 2808 3204 \ 574 4725

Fig.24. MPLS scenario

Diffserv over MPLS Scenario Let us nally take alook at the resultsobtainedwith

the last con guration, whereDiffservis runningover an MPLS backboneFigure 25

shows how the presencef aDiffservinfrastructureneetsherequirementsor bothEF

andAF o ws. By comparingthegraphsin Figuer23 with thosein Figure25 we notice
thatthetrafc pro les arealmostthe samein the two scenarioslf you arewondering
why MPLS shouldbe used,sinceit addslittle to network performancen the context

describedi.e. onein which therouting tablesdimensionsare pretty small), remember
that its major bene t is disclosedas soonas constraint-basedouting techniquesare
taken into account.Statedin differentterms,a comparisorbasedsolely on the delay
performancegures is not fair, sincea thoroughanalysiscannotavoid consideringhe

factthat MPLS enabledrafc engineeringpy evadingtraditional (e.g. shortestpath)

forwarding,in favor of fully customizedouting paradigms.

DS+MPLS: dropped packets
DS+MPLS: mean TX time
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Fig. 25.DS+MPLSscenario
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8.5 Dynamic Network Con guration

As alreadyunderlined,the network con gurations of the four scenariosdepictedin
the previous sectionare static and manuallyenforced.In orderto develop a general
framawork for the effective negotiationanddelivery of serviceswith quality assurance,
it is necessaryo realizeaninfrastructurefor thedynamicandautomaticcon gurations
of network elements.

In this section,we brie y outline the building blocksof suchan architectureThe
“brain” of this architecturds a centralizedelementcalled Network Contmoller (NC),
whosetaskis to con gure network elementsso asto satisfythe conditionsincludedin
the SLSs,which representhe contractsstipulatedwith the users(SLAS) in technical
terms.NC canmalke useof two traf ¢ engineeringlgorithms(oneonlineandtheother
of ine) in orderto performits task of admittingservicerequestsanddeterminingthe
pathstheir pacletsshouldfollow. Oncethe NC hastakenits decisionsjt mustcommu-
nicatethemto the network elementssothey canbe enforced;thesecommunications
take placeby meansf the COPS(CommonOpenPolicy Service)protocol. COPSde-

nes the setof messagegequiredto sendthe so-calledpolicies thatis the actionsto
performwhencertainconditionstake place.

Thesetof policiesthatconstituteghe currentnetwork con gurationis storedin an
LDAP directory;this enablego storeinformationon a non-wlatile supportand also
providesa meanfor a quick recover of the con guration wheneer a network element
shouldfail andlooseits con guration.

The part of the NC which is responsibleof the transmissiorof policiesis called,
in the COPSjargon, PDP (Policy DecisionPoint). The PDP asksthe LDAP sener
for the policies and sendsthemto the PEPs(Policy EnforcementPoints),which are
processesunning on network elementsEachPER in its turn, passeghesepolicies
to the Device Controller(DC), which translateghemin a setof commando actually
con gurethedevice. TheDC is subdvidedinto threeparts:the rst one,whichinstalls

Iters, markers,policersandpacletschedulingisciplinesthesecondne,whichdeals
with thecreationof E-LSP[91], andthelastone,whichis responsibl®f mappingraf ¢
ontheappropriatd SP

8.6 Conclusionsand Futur e Work

In this paperwe summarizedhelessonsve learnedwhenapplyinganengineeringap-
proachto thestudyof state-of-the-aQoS-enabledetwork architecturesie presented
a numberof experimentsaimedat investigatingnetwork performancen the presence
of eitherDiffsery, or MPLS, or a hybrid Diffserv/MPLSinfrastructure.

As to thefuturework, we arecurrentlyfacingthe issueof dynamicallycontrolling
suchadwancednetworks, by applyingto thema policy-basednanagemenparadigm.
Theresearchlirectionwe aremostinterestedn furtherexploringis relatedto thereal-
izationof a complex architectureor serviceassurancesapableto take the bestout of
thetwo technologiesA traf c-engineeredDiffservenvironment(TRADE) is the nal
targetof this speci ¢ researchthe majoringredientsbehindit are a Diffserv-capable
network on top of atraf c-engineeredVIPLS backbone.
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9 Wide AreaMeasurementsof Voice Over IP Quality

It is well known thatthe usersof realtime voice servicesare sensitve andsusceptible
to audioquality. If the quality deterioratedelon anacceptabléevel or is too variable,
usersoftenabandortheir calls andretry later. Sincethe Internetis increasinglybeing
usedto carryrealtime voicetraf ¢, the quality providedhasbecomeandwill remain
animportantissue.The aim of this work is thereforeto disclosethe currentquality of
voicecommunicatiorat end-pointn the Internet.

It is intendedthat the resultsof this work will be usefulto mary differentcom-
munitiesinvolved with realtime voice communicationWithin the next paragraphwe
list somepotentialgroupsto whom this work might have relevance.Firstly endusers
candeterminewhich destinationsarelikely to yield sufcient quality. Whendeemed
insufcient they cantake preventatve measuresuchasaddingrobustnessfor example
in the form of forward error correctionto their corversationsOperatorscanuse nd-
ings suchastheseto motivateupgradinglinks or addingQoSmechanismsvherepoor
quality is being reported.Network regulatorscan usethis kind of work to verify the
quality level thatwasagreedupon,hasindeedbeendeployed. Speechcoderdesigners
canutilise thedataasinput for a new classof codecspf particularinterestaredesigns
whichyield goodqualityin thecaseof burstypacletloss.Finally, researchersoulduse
the raw datawe gatheredo investigatequestionssuchas,“is the quality of realtime
audiocommunicatioronthe Internetimproving or deteriorating?”.

Thestructureof thefollowing sectionsareasfollows: Section9.1beginswith some
backgroundon the quality measuresve have usedin this work namely loss, delay
andjitter. Following on from the quality measuresection9.2 gives a descriptionof
the methodologyusedto ascertairthe quality. In section9.3 the resultsare presented,
and dueto spaceconsiderationsve condensehe resultsinto one table shawving the
delay lossandijitter valuesfor the pathswe measuredn section9.4therelatedwork is
given,comparingresultsobtainedin this attemptwith otherresearchersiork. Thisis
consideredmportantasit indicateswhetherquality hasimprovedor deterioratedince
thosestudies.Section9.5 roundsoff with someconclusionsanda pointerto the data
gathered.

9.1 What Do We Mean by Voiceover IP Quality?

Ultimately, usergudgethe quality of voicetransmissionsOrganisationsuchasETSI,
ITU, TIA, RCRplusmary othershave detailedmechanism#o assessoicequality. For
theseorganisationghe particularfocusis speechcoders.Assigningquality “scores”
involves replaying codedvoice to both experiencedand novice listenersand asking
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themto statethe perceved quality. Judgingthe quality of voice datathat hasbeen
transmittedacrossa wide areanetwork is moredif cult. The network in icts its own
impairmenton the quality of the voice stream By measuringhe delay jitter andloss
of the incoming datastreamat the recever, we can provide someindicationon how
suitablethe network is for realtime voicecommunication.

Thereforethe quality of VolP sessiongan often be quanti ed by network delay
paclet loss and paclet jitter. We emphasiséhat thesethree quantitiesare the major
contritutorsto the percevedquality asfar asthenetwork is concernedThe G.1141TU
standardstatesthe end-to-enconeway delay shouldnot exceed150ms[100]. Delays
over this valueadwerselyeffect the quality of the corversationln analternatve study
Cole andRosenbluttstatethat usersperceve a linear degradationin the quality up to
177ms[101]. Abovethis gure thedegradationis alsolinearalthoughmarkedly worse.
As farasthepacletlossis concernedisingsimplespeectcoding,e.g.A-law or  -law,
testshave shavn thatthemeanpacletlossshouldnotexceedl 0%beforeglitchesdueto
lost pacletsseriouslyaffectthe percevedquality. Notethatalossratesuchasthis does
not sayarything aboutthedistribution of thelossesAs far asthe authorsareawareof,
noresultsexist thatstatehow jitter solelycanaffectthequality of voicecommunication.
Whende-jitteringmechanismsreemployed, the network jitter is typically transferred
into applicationdelay The applicationmusthold backa sufcient numberof paclets
in orderto ensuresmooth,uninterruptedplaybackof speechTo summariseye refer
to the quality asa combinationof delay jitter andloss.It is importantto mentionwe
explicitly donotstatehow thesevaluesshouldbecombinedThelTU E-model[102] is
oneapproactbut othersexist, thereforewe refertheinterestedeaderto thereferences
in this sectionaswell as[103] and[104].

9.2 Simulating and Measuring Voiceover IP Sessions

Our methodto measureVolP quality is to sendpre-recordectalls betweenglobally
distributedsites.Throughthe modi cation of our own VoIP tool, Sicoophone the in-
terveningnetwork pathsareprobedby a 70 secondore-recordedtest signal”. Thegoal
of this work is thereforeto reportin what statethe signalemepgesafter traversingthe
network pathsavailableto us. Incidentally we do notincludethe signallingphase(i.e.
establishinggcommunicatiorwith theremotedevice) in thesemeasurementsatherwe
concentratesolely onthe quality of the datatransfer

Nine siteshave beencarefullychoserwith largevariationsin hops,geographidis-
tancestime zonesandconnectvity to obtainadiverseselectiorof distributedsites.One
limitation of theavailablesiteswasthey wereall locatedatacademiénstitutions which
aretypically associatedvith well provisionednetworks. Their locationsare shovn in
themapof Figure26. Thesiteswereconnectedisa full meshallowing us,in theory to
measuré¢hequality of 72 differentinternetpathsin practice someof the combinations
werenotusabledueto certainportsbeingblocked, thuspreventingthe audioto be sent
to somesites.Therewerefour suchcasesBi-directionalsessionsvereschedule@dnan
hourly basisbetweerany two givenendsystemsCallswereonly transferreconceper
hourdueto load considerationen remotemachines.

In Table3 below we list the characteristicef the call we usedto probethe Internet
pathsbetweerthoseindicatedon themap.Theirlocations separatiorin hopsandtime
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@ Cooperating Sites in 200
W Cooperating Sites in 199

Fig. 26. Theninesitesusedin 2002areshavn with circles.The six depictedwith squareshav
thosethatwereavailableto usin 1998,threeremainedunchangediuringthe pastfour years.

zonesaregivenin theresultssection As statedhecall is essentiallya x edlengthPCM
codedle whichcanbesentbetweerthesites thelengthof thecall andthepayloadsize
werearbitrarily chosenOver a 15 weekperiodwe gatheredust over 18,000recorded
sessionsThenumberof sessionbetweertheninesitesis notevenly distributeddueto
outagestsomesites howeverwe attemptedo ensureanevennumberof measurements
persite,in total nearly33 million individual pacletswererecevedduringthis work.

A Networking De nition of Delay Wereferto thedelayasthe onewaynetwork delay
Oneway delayis importantin voice communicationparticularlyif it is not equalin
eachdirection. Measuringthe oneway delay of network connectionsvithout the use
of synchronisedlocksis a non-trivial task. Hencemary methodsrely on round-trip
measurementandhalve the result,henceestimatingthe oneway delay We measured
the network delay usingthe RTCP protocolwhich is partof the RTP standard105].
A brief descriptionfollows. At givenintervalsthe sendetransmitsa so called“report”
containingthetime the reportwassent.On receptionof this reportthereceierrecords
the currenttime. Thereforetwo timesarerecordedwithin the report. Whenreturning
the reportto the sendeythe recever subtractshe time it putin the report, therefore
accountindgor thetimeit heldthereport.Usingthisinformationthesendercancalculate
the round-tripdelayandimportantly discountthe time spentprocessinghe reportsat
therecever. Thiscanbedonein bothdirectionsto seeif ary signi cant anomaliexist.
We quotethe network delayin the resultssectionasthey explicitly do notincludeary
contribution from the endhosts.Thereforeit is importantto statethe delayis not the
end-to-enddelaybut the network delay We chosenot to includethe delaycontributed
by the endsystemasit varieswidely from operatingsystemto operatingsystemand
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Test@signal®

Call duration 70seconds
Payloadsize 160bytes
Pacletisationtime (ms) 20ms
Datarate 64kbits/sec

With silencesuppression | 2043paclets
Without silencesuppression 3653paclets

Coding 8 bit PCM
Recordedtall size 584480bytes
Obtaineddata
Numberof hostsused(2003 9

Numberof tracesobtained 18054
Numberof datapaclets 32,771,021
Total datasize(compressed¥11 Megabytes
Measuremenduration 15weeks

Table 3. The top half of the table gives detailsof the call usedto measurehe quality of links
betweerthesites.Thelower half providesinformationaboutthe datawhich we gathered.

how the VoIP applicationitself is implementedThe delayincurredby anendsystem
canvary from 20msupto 1000msjrrespectve of the streamcharacteristics.

Jitter - An IETF De nition Jitteris the statisticalvarianceof the pacletinterarrival
time. The IETF in RFC 1889de ne thejitter to be the meandeviation (the smoothed
absolutevalue)of the pacletspacingchangebetweerthesendemandtherecever[105].
Sicoophonesendspaclets of identical size at constantintervals which implies that
(the sendingtimes of two consecutie packets)is constant.The difference
of the paclet spacingdenoted , is usedto calculatetheinterarrival jitter. According
to the RFC, theinterarrival jitter shouldbe calculatedcontinuouslyaseachpaclet is
receved. For one particularpaclet the interarrival jitter for the previous paclet
is calculatedhus:

Accordingto the RFC “the gain parametefl/16 givesa goodnoisereductionratio
while maintaininga reasonableate of corvergence”.As statedearlier buffering due
to jitter addsto the delayof the application.This is thereforenot visible in the results
we present.The “real” time neededor de-jitteringdependson how the original time
spacingof the pacletsshouldbe restoredFor exampleif a singlepaclket buffer is em-
ployedit wouldresultin anextra20ms(the pacletisationtime) beingaddedo thetotal
delay Notethatpacletsarriving with a spacinggreaterthan20msshouldbe discarded
by the applicationasbeingtoo late for replay Multiples of 20mscanthusbeallocated
for every pacletheld beforeplayoutin this simpleexample.

Counting Ones Lossesin the Network We calculatethe lost pacletsasis exactly
de ned in RFC 1889.1t de nes the numberof lost paclets as the expectednumber
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of paclets subtractedby the numberactually receved. The loss is calculatedusing

expectedvaluesso asto allow more signi cance for the numberof pacletsreceved,

for example20 lost pacletsfrom 100 packetshasa highersigni cancethanl from 5.

For simple measureshe percentag®f lost packetsfrom the total numberof paclets
expectedis stated.From above we know that the lossesin this work do not include
thoseincurredby late arrivals,asknowledgeof the buffer playoutalgorithmis needed,
thereforeour valuesare only the network loss. Detailedanalysisof the losspatternds

not givenin the resultssection,we simply statethe percentagesf single,doubleand

triplicatelosses.

9.3 Results

The resultsof 15 weeksof measurementare condensednto Figure 27. The table
shouldbe interpretedasan 11x11matrix. The locationslisted horizontallyacrossthe
top of thetablearethelocationscon guredasrecevers,andwhenlistedvertically they
arecon gured assendersThe valuesin the rightmostcolumnandbottomrow arethe
statisticalmeandor all the connectiongrom the hostin the samerow andto the host
in the samecolumnrespectrely. For examplethelastcolumnof the rst row (directly
underMean)the averagedelayto all destinationgrom Massachusetts 112.8ms.

Eachcell includesthe delay jitter, loss, numberof hopsandthe time difference
listed vertically in the cell and pre xed by the lettersD, J, L, H and T for eachof
the connectionsThe units for eachquantityis the delayin milliseconds the jitter in
millisecondsthelossin percentagethe hopsasreportedby tracerouteandtime differ-
encesn hours.A “+' indicatesthatthelocaltime from a siteis aheadof theonein the
correspondingell andbehindfor a'-'. Thevaluesin parenthesiarethe standardde-
viations.A NA signi es “Not Available” for this particularcombinationof hosts.The
bottom rightmostcell containsthe meanfor all 18054 calls made,both to and from
all the nine hostsinvolved. The mostgeneralobsenationis the quality of the pathsis
generallygood. The averagedelayis just belon the ITU's G.114recommendatiofor
the end-to-enddelay Neverthelessat 136msit doesnot leave muchtime for the end
systemsencode/decodandreplaythe voice stream.A small buffer would absorbthe
4.1msjitter andalossrateof 1.8%is morethanacceptablevith PCM coding[103].

Therearetwo cleargroupingsfrom theseresultsthosewithin the EU andthe US
andthoseoutside.The connectionsn Europeandthe United Statesandbetweerthem
areverygood.Theaveragedelaybetweerthe US/EUhostss 105msthejitter is 3.76ms
andtheloss1.16%.Thoseoutsidefair lesswell. The Turkishsite suffersfrom largede-
lays,whichis notsurprisingasthe Turkishresearcmetwork is connectedia a satellite
link to Belgium (usingthe Geantnetwork). Thejitter andloss gures however arelow,
5.7msand4%respectiely. The Argentiniansitesuffersfrom asymmetnyproblemsThe
quality whensendingdatato it is signi cantly worsethanwhenreceving datafrom it.
The delayis 1/3 higher, the jitter is morethantwice asin the oppositedirectionand
thelossis nearlyfour timeshigherthanwhensendingo it. Unfortunatelywe couldnot
performa traceroutdrom the hostin BuenosAires dueto not having root accesswith
whichto runatraceroutdike commandsowe cannotsayhow theroutecontributedto
thesevalues.
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Fig. 27.A summaryof 18000VoIP sessionsThedelay jitter andlossfor theninesites.Thedelay
andjitter arein millisecondsthelossesarein percentagesThe numberof hopsandtime zones
(in hours)arealsogiven. The meandor eachsite andall sitesarestatedandstandarddeviations
arein parenthesis.
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We now turn our attentionto resultswhich are not relatedto ary particularsite.
As far aslossis concernedthe majority of lossesare single losses.78% of all the
lossescountedin all trace les weresinglelossesvhereasl 3% wereduplicatelosses
and only 4% triplicate losses.Generallythe jitter is low relative to the delay of the
link, approximately3-4%. This is not totally unexpectedasthelossratesarealsolow.
With the exceptionof the Argentiniansite, the sitesdid not exhibit large differencesn
asymmetryandwerenormallywithin 5% of eachotherin eachdirection.lt isinteresting
to note that the numberof hopscould vary underthe 15 week measuremenperiod
denotedby () in thehops eld. Only veryfew ( ) outof sequenceacletswere
obsened.Within [106] therearedetailsof othertests,suchastheeffectof usingsilence
suppressiondiffering payloadsizesand daytime effects. In summaryno signi cant
differencesvereobsenedasthesequantitieswerevaried.

9.4 RelatedWork

Similar but lessextensive measurementwere performedin 1998[107]. Only threeof
thehostsremainfrom four yearsagosocomparisonsanonly be madefor theseroutes.
An improvementjn theorderof 5-10%hasbeenobsenredfor theseroutes.We should
point out though,the numberof sessiongecordedfour yearsagonumberecbnly tens
per host, whereason this occasionwe performedhundredsof calls from eachhost.
Bolot et. al. looked at consecutie lossfor a FEC schemg108]. They concludedthat
the numberof consecutie lossesis quite low and statedthat mostlossesare oneto

ve lossesat 8am and betweenone to ten at 4pm. This is in broad agreementvith
the ndings in this work, however we did not investigatethe timesduring the day of
the losses Maxemchukand Lo measuredoth lossanddelayvariationfor intra-state
connectionswithin the USA andinternationallinks [109]. Their conclusionwasthe
quality dependon the length of the connectionandthe time of day. We did not try
differentlength of connectionsbut sav much smallervariations(almostnegligible)
duringa24hourcycle (se€/106]). We attributethisto thesmall64kbitspersecond/olP
sessioronwell dimensionedcademimetworks. It is worthyto pointoutourlossrates
were considerablylessthan Maxemchuks(3-4%). Dong Lin had similar conclusions
[110], statingthatin factevencallswithin the USA couldsuffer from largejitter delays.
Her resultson paclet lossalsoagreewith thosein [108], which is interesting,asthe
measurementseretakensomefour yearslater.

9.5 Conclusions

We have presentedheresultsof 15 weeksof voice over IP measurementsonsistingof
over 18000recordedVolP sessionsWe concludethatthe quality of VoIP is very good
andin mostcasess overtherequirementsisstatedn mary speechguality recommen-
dations.Recallthatall of the siteswereat academidnstitutionswhich is animportant
factorwheninterpretingtheseresultsasmostuniversitieshave well provisionedlinks,
especiallyto otheracademicsites. Neverthelessthe loss, delay andjitter valuesare
very low andfrom previous measurementse quality trendis improving. We canonly
attribute this to morecapacityandbettermanagedetworksthanthosefour yearsago.
Howeversomecautionshouldbeexpresseasthesampleperiodwasonly 15weeksthe
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bandwidthof the o ws very smallandonly usedonceper hour. We do have however
quite a large numberof samplesessionsVolIP is dependenbn the IP network infra-
structureandnotonly onthe geographidistanceThis canbeclearlyseenn thediffer-
enceshetweerthe Argentinianand Turkish hosts We have found performingmeasure-
mentson this scaleis not an easytask. Differentaccessnechanismsye walls, NATs
andnothaving superuserpermissiorcomplicateshework in obtainingmeasurements.
Sinceit is not possibleto ernvisageall the possibleusesfor this datawe have madeit
availablefor furtherinvestigationat http://www.sics.se/"ianm/COST263/cost263.html.
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